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Abstract

Network-based crime has been increasing in both extent and severity and network-based forensics encap-
sulates an essential part of legal surveillance. A key network forensics tool is traceback that can be used to
identify true sources of suspects. Both accuracy and secrecy are essential attributes of a successful foren-
sic traceback. In this paper, we study a class of hopping-based spread spectrum techniques for forensic
traceback, which fully utilize the benefits of the spread spectrum approach and preserves a greater degree
of secrecy. Our investigated techniques, including Code Hopping-Direct Sequence Spread Spectrum (CH-
DSSS), Frequency Hopping-Direct Sequence Spread Spectrum (FH-DSSS), and Time Hopping-Spread
Spectrum (TH-DSSS), operate to randomize the effects of marking traffic in both time and frequency do-
mains. Our theoretical analysis, simulations, and real-world experiments validate these DSSS techniques
in terms of accuracy and secrecy to benefit network forensics and deter cyber crimes.
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1. Introduction

In this paper, we address the issue of developing ef-
ficient forensic traceback techniques to deal with cy-
ber crimes through anonymous communication net-
works. Societies in the current world are more de-
pendent on the cyber space, in which commercial

and military communication and information dis-
semination are realized. However, it has also led
to cyber security issues. As the number of cyber
crimes has been increasing with the convergent and
fast growing cyber world, network forensics plays a
more important role to support legal surveillance.

Our focus in this paper is addressing the criti-
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cal issue of one category of anonymous cyber-attack
scenes described below. Particularly, valuable net-
work services for anonymous communication, such
as Tor 1 and Anonymizer 2, can enhance privacy
by supporting anonymous publishing and browsing,
and protect users’s privacy from malicious eaves-
droppers. However, such anonymous communica-
tion systems can be subverted and used for crime,
including illegal file sharing or private information
distribution. In addition, cyber activities pose new
challenges for law enforcement that uses digital
forensics to combat the growing number of anony-
mous cyber crimes. For example, cyber terrorists
may communicate and share information through
anonymous communication networks.

To address these cyber issues, we develop
network forensic traceback techniques to identify
anonymous enemies in the challenging cyber-attack
scene. As most anonymous nodes do not keep nec-
essary logs for forensic investigations in the after-
math of attacks, defending against such dynamic
and anonymous enemies requires real-time data col-
lection, analysis and response. One fundamental
network-based forensic technique is traceback 3,4.
Both accuracy and secrecy of traceback are im-
portant for successful network forensics. Accurate
traceback makes surveillance possible, while trace-
back secrecy prevents suspects from knowing that
they are under the target of surveillance. To achieve
those goals, the spread spectrum based traceback
technique was initiated in 4. In this approach, spread
spectrum (SS) is a transmission technique that uses
a pseudo-noise (PN) code, independent of the orig-
inal data signal, to “spread” the signal in the data
transmission. On reception, the signal is recovered
(“despread”) by making use of the same PN code.
Spread spectrum techniques are resistant to inter-
ference and interception. For example, Yu et al. 4

proposed a direct sequence spread spectrum (DSSS)
based traceback technique, showing the strengths
of spread spectrum approaches to conduct network
traceback. In this developed traceback technique, in-
vestigators can modulate a suspect’s traffic flow rate
using a secret PN code. The moderately changed
traffic rate does not show obvious regularity (e.g.,
the periodic pattern 5). Although the DSSS-based

traceback technique in 4 has the above benefits, we
have determined that it is vulnerable to detection
and cannot preserve traceback secrecy against at-
tacks even when cryptographically secure PN codes
are used 6.

In this paper, we investigate a class of hopping-
based spread spectrum techniques for network
forensic traceback, which preserves spread spectrum
accuracy while providing a greater degree of se-
crecy. We first provide a generic framework for
applying the hopping technique into spread spec-
trum, which is robust, accurate, and covert to se-
cretly trace illegal cyber activities. Under this frame-
work, we then develop three new hopping based
spread spectrum traceback techniques, including
Code Hopping-DSSS (CH-DSSS), Frequency Hop-
ping DSSS (FH-DSSS), and Time Hopping DSSS
(TH-DSSS). Our developed techniques are inher-
ently less prone to interception and detection by a
third party. Traceback schemes based on these hop-
ping techniques can randomize the traffic pattern
in code, frequency, or time domain to a markedly
greater extent than DSSS alone.

We also investigate the secrecy and effective-
ness of our proposed hopping-based spread spec-
trum forensic traceback techniques. For the secrecy,
we first consider one recently discovered threat 6

that detects DSSS marks using determination coef-
ficient of traffic rate on the marked flow. We then
investigate the secrecy of our proposed techniques
over the other attacks based on the traffic aggrega-
tion of multiple marked flows. We also formalize the
traceback as a communication channel and derive
the capacity. Through theoretical analysis, extensive
simulations, and real-world experiments, we demon-
strate the use of our developed new techniques, in
their capacity of preserving network forensic trace-
back secrecy against cyber crimes along with main-
taining a high traceback accuracy.

The rest of the paper is organized as follows. We
give the background and related work in Section 2.
In Section 3, we present a class of hopping-based
spread spectrum techniques for network forensic
traceback. In Section 4, we investigate the secrecy
and efficiency of our investigated techniques. In
Section 5 and Section 6, we use ns-2 simulation and
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experiments over Tor to validate the effectiveness of
our proposed techniques, respectively. We conclude
the paper in Section 7.

2. Background and Related Work

In this section, we first give an overview of a
mix network. We then introduce the spread spec-
trum based flow marking for network forensic trace-
back, followed by literature review. Mix networks
7 have been widely used by anonymous communi-
cation systems, including Tor as shown in Figure 1.
In a mix network, a sender transmits data packets
through a series of mixes to a receiver, in which a
mix manipulates the packet delivery to prevent the
traffic analysis through correlating input traffic and
output traffic of mix networks.

Figure 1: An Example of Mix Network

Using the spread spectrum, in our previous work
4, we developed a new traffic flow marking approach
that can carry out network forensic traceback. Using
Figure 1 as an example, the basic idea is illustrated
as follows. To confirm the communication between
a sender and a receiver who communicate with each
other over the mix network, the investigator first se-
lects a secret signal, in which each bit of a signal
is spread by a secret PN code. Through interfering
with the outbound traffic from the sender and manip-
ulating the traffic rate based on the pattern defined
by spread signal, the investigator then embeds secret
marks into the traffic and sniffs the inbound traffic
at the receiver. From the sniffed inbound traffic at
the receiver, the investigator extracts the embedded
marks and confirm the communication relationship.

The basic principle of spread spectrum is illus-
trated as shown in Figures 2 and 3 8. As we can

see, in the spreading process, the original signal dt
at the transmitter is a series of binary symbols (e.g.,
{1 − 1}). We we use bits encoded as +1 or −1
instead of 1 or 0), although the signal can be en-
coded by other schemes such as QPSK (Quadra-
ture Phase Shift Keying) 9. With a PN code ct =
{1 1 1 − 1 1 − 1 − 1}, the spread signal becomes
tb = {1 1 1 − 1 1 − 1 − 1 + 1 − 1 1 1}, which
will be in the input to the despreading process. By
using the same PN code to conduct correlation, the
dt = {1 −1} is obtained, which is the same as dt .

Figure 2: An Example of Spreading in DSSS

Figure 3: An Example of Despreading in DSSS

Owning to the secrecy of PN code, only those
who know the PN code can correctly recover the
original signal and identify the communication re-
lationship. The PN code modulated signal also ap-
pears as innocent noise in both time and frequency
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domains, so it is difficult for other to detect the pres-
ence of such a signal in the host traffic. As such, us-
ing a spread spectrum technique, anonymous com-
munication can be traced while evading detection by
suspects. Nonetheless, one discovered sophisticated
traffic analysis attack proposed in 6 shows that trace-
back using PN code is still visible to the suspects
if a determination coefficient is used. In Section 3,
we will demonstrate a class of hopping-based spread
spectrum techniques for network forensic traceback,
which can effectively defend against those sophisti-
cated attacks.

There has been a number of traffic analysis at-
tacks against anonymous communication through
mix networks in the past. The existing research
showed that the private information can be leaked
from encrypted and anonymized network traffic by
examining the patterns of traffic rate, packet size,
and timing 4,10,11,12,13,14,15. One type of traffic anal-
ysis techniques is to record the traffic and identify
the similar pattern in the traffic between sender and
receiver 10,11. As an example, Levine et al. 11 relies
on a cross correlation technique to compute the sim-
ilarity in the traffic between sender and receiver. An-
other type of traffic analysis techniques is to embed
specific secret signal (or marks) into the target traf-
fic 3,4,16,17,18. For examples, Yu et al. 4 developed
a flow marking scheme to accurately confirm the
communication relationship through mix networks.
Wang et al. 3 investigated a timing-based water-
marking scheme to confirm the caller and callee par-
ties using the encrypted peer-to-peer voice over IP
traffic flow.

3. Techniques

In this section, we first present the design of a class
of hopping-based spread spectrum techniques for
forensic traceback, which can achieve both foren-
sic traceback accuracy and secrecy. We then intro-
duce several techniques, including Code Hopping-
DSSS (CH-DSSS), Frequency Hopping-DSSS (FH-
DSSS), and Time Hopping-DSSS.

3.1. Basic Idea

Figure 4 illustrates the general framework for the
hopping-based spread spectrum for the network
forensic traceback. The basic idea is illustrated as
follows. The original signal x and a PN code are se-
lected in the same way as 4. Then, a hopping compo-
nent directed by the Hopping Control Code (HCC)
is used to randomize the PN code. At the transmit-
ter, each bit of a signal is spread through a random
sequence controlled by HCC and then the spread
signal is used to modulate the traffic characteristics
(e.g., traffic rate, timing, and packet size) and the
signal is embedded into the target traffic. Note that
using the same PN code and original signal x, the ac-
tual spread sequence X used to modulate the traffic
flow will be varied owning to the randomization in-
troduced by HCC. At the receiver, the spread signal
is extracted from the target traffic flow by a digital
filter and the same HCC and PN codes are used to
despread and retrieve the original signal x. If the
original signal x can be recovered at the receiver, the
communication relationship is confirmed.

PN Code  
Decision Rule 

Rx = Spread Signal + Noise 

 Low-pass Filter 
Rx’ Cr 

Signal  x 

PN Code Despreading 
Hopping 

Hopping 

(a) Transmitter 
 

(b) Receiver 

Hopping 
Control 

Code 

Ct  
Hopping 
Control 

Code 

 High-pass Filter  
Flow Modulator 

 Internet Rx = spread signal + noise  

X  Tx  

Spreading 
Signal  x 

Figure 4: A Framework of Hopping-Based Spread
Spectrum for Network Forensic Traceback

The secrecy of traceback refers to the difficulty
of detecting the forensic traceback by anyone other
than investigators. It is also an important goal for
any forensic traceback technique. As shown in 4, the
PN code itself, original signal length, and chip du-
ration, PN code length, and mark amplitude, impact
how well traceback can be performed. In addition to
these, our hopping-based spread spectrum approach
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provides the following mechanisms for preserving a
better secrecy: (i) Secrecy of HCC. The secrecy of
HCC makes the marks secret. The randomization
introduced by HCC provides increased flexibility to
make the marks undetectable to suspects. Because
the suspects do not know HCC, it is very difficult for
them to recognize the existence of marks in the traf-
fic. (ii) The marks generated by the hopping-based
spread spectrum show a white noise-like pattern in
both time and frequency domains. The modulated
traffic appears random for those who do not know
both HCC and PN codes. Our investigated hopping-
based traceback approach leverages the benefits of
DSSS technique as well. As indicated in 4, by se-
lecting a carefully chosen mark amplitude, which
represents the strength of embedding signal in com-
parison with the strength of host traffic, can be very
small in comparison with noise so that the DSSS
mark is masked. The recognition process will still
effectively restore the spread signal to its narrow
band and recover the original signal from the noise.

3.1.1. Code Hopping-Direct Sequence Spread
Spectrum (CH-DSSS)

In CH-DSSS, we use multiple codes to spread differ-
ent signal bits at the transmitter. That is, the hopping
module at the transmitter in Figure 4 selects from
multiple PN codes to spread each signal bit. This se-
lection sequence is directed by the HCC. To recover
the signal, the investigator at the receiver must use
the same selection sequence of PN codes to conduct
despreading based on HCC.

As shown in Figure 5, we use the following sim-
ple example to show the property of this scheme,
which makes marks randomly embedded in the traf-
fic flow. For example, investigators use code ~C0 =
{c0, · · · ,c4} to spread a signal bit x0 (-1 or 1) and
code ~C1 = {c′0, · · · ,c′4} to spread signal bit x1. If ~C0

and ~C1 are orthogonal PN codes, i.e., ~C0 · ~C1 = 0,
then the dot product of two spread bits ~C0x0 ·~C1x1 =
0. As an ideal case, we use a different orthogonal
code for each signal bit. One limitation is that if
a too short code is used, the number of orthogonal
codes in the same length is inadequate. To over-
come this, we can use codes with variable lengths.

Another way to address the limited number of or-
thogonal codes is to collect a number of codes in a
pool, and then generate a pseudorandom sequence
of selections from the pool to modulate the outgo-
ing traffic. The receiver uses the same sequence of
codes from the pool to demodulate the traffic.

x0c0 x0c1 x0c2 x0c3 x0c4 x1c’ 0 x1c’ 1 x1c’2 x1c’3 x1c’4 … 
 
|…………spreading bit x0….......|………spreading bit x1……………..| 
 

Figure 5: Code Hopping-Direct Sequence Spread
Spectrum (CH-DSSS)

3.1.2. Frequency Hopping-Direct Sequence
Spread Spectrum (FH-DSSS)

The frequency hopping spread spectrum (FHSS) is
also a popular spread technique in the wireless com-
munication. In FHSS, signal bits are modulated and
carried by different frequency bands or channels.
As shown in Figure 6, after communicating on one
channel for a predefined small amount of time, the
dwell time, the transmitter and receiver switch to an-
other channel. As time goes, the synchronized trans-
mitter and receiver communicate on a series of chan-
nels, which is known as the hopping sequence. The
hopping sequence is controlled by a pseudorandom
number sequence. In general, a channel from the
hopping sequence comes from a set, a limited num-
ber of channels/frequencies used by the communica-
tion system. The technique of FHSS can effectively
escape detection 19. The output power of FHSS sig-
nals is spread over a large bandwidth and the spec-
trum has a very low power spectral density. The low
spectral density may not even be recognized as valid
communication but instead appears to be noise.

We leverage FHSS to carry out network trace-
back in the following way. At the transmitter, the
hopping module will vary the chip duration of a PN
code, which is used for spreading a signal bit. The
chip duration is generated by HCC, in which each
different chip duration corresponds to a different fre-
quency. The spreading process is equivalent to mod-
ulating each signal bit to a different frequency chan-
nel. Consider the example illustrated in Figure 7: a
signal bit x0 can be spread by a PN code ~C with a
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chip duration t0, denoted as ~C0, and another signal
bit x1 can be spread by the same PN code ~C with
a different chip duration t1, denoted as ~C1. Hence,
x0 is analogous to transmitting at a frequency chan-
nel around f0 = 1

t0
hz and x1 at a frequency around

f1 =
1
t1

hz. If an m-sequence code is used as the PN
code, ~C0x0 ·~C1x1 ≈ 0, because an m-sequence code’s
autocorrelation approaches zero for lags not equal
to zero. To recover the signal at the receiver, the in-
vestigator uses the same PN code while varying the
chip frequencies according to HCC to despread the
signal as shown in Figure 4.

T 2T 3T 4T 5T 0 

f 
2f 

3f 
4f 

Figure 6: Principle of Frequency Hopping Spread
Spectrum (FHSS)

x0c0 x0c1 x0c2 x0c3 x0c4 x1c0 x1c0 x1c0 x1c0 x1c0 …. 
 
|.…………spreading bit x0….......|……….…spreading bit x1…………………….….| 
 

Figure 7: Frequency Hopping-Direct Sequence
Spread Spectrum (FH-DSSS)

As shown in Figure 7, for signal bits x0, · · · ,
xw−1, we use a PN code with chip frequency f0 to
modulate x0, the same PN code with chip frequency
f1 to modulate x1, and so on. In this way, the or-
dered set of frequencies f0, · · · , fw−1 is the hop-
ping sequence (HCC). To recover the signal at the
receiver, an investigator can use the same sequence
of frequencies controlled by the same HCC for car-
rying out despreading as shown in Figure 4. The-
oretically, the hopping sequence can be infinite. In
practice, we need to consider the limitations of flow
duration. A low chip frequency implies a long chip
duration, and requires a long interfering session to
embed the spread signal into the target traffic. A
more general form of FH-DSSS will vary the du-
ration for each and every chip of PN code, rather

than just varying chip durations at signal bit bound-
aries. This approach was actually used for our ex-
periments.

(a) 
0 

chip 

t 

chip 

0 T 2T 3T 4T 
(b) 

t 

Figure 8: Principle of Time Hopping Spread Spec-
trum (THSS)

x0c0  x0c1  x0c2        x0c3             x1c0  x1c1 x1c2       x1c3 … 
 

|.…………spreading bit x0….....|……….…spreading bit x1……………….| 
 

Figure 9: Time Hopping-Direct Sequence Spread
Spectrum (TH-DSSS)

3.1.3. Time Hopping-Direct Sequence Spread
Spectrum (TH-DSSS)

The time hopping spread spectrum (THSS) can also
be used to reduce the probability of interception
and recognition 19. Figure 8 illustrates the prin-
ciple of THSS. For THSS, there is non-zero inter-
vals between chips within a PN code. The dura-
tion of those intervals are varied according to the
pseudo random control code (i.e., HCC). We imple-
ment THSS for network traceback in the following
way. At the transmitter in Figure 4, the hopping
module will vary a PN code’s inter-chip intervals,
which is under the control of HCC. This spreading
process spreads signal bits through time. Hence, PN
codes used to spread each signal bit are actually dif-
ferent. As shown in Figure 9, a chip is transmitted
in a random position relative to a period T . The ac-
tual position of the chip within each interval T is
actually determined by HCC. A variant of THSS is
illustrated in Figure 9. In this approach, a chip is
transmitted in a random position relative to a period
T . The actual position of the chip within each inter-
val T is determined by HCC. To recover the signal
at the receiver, an investigator can use the same se-
quence of PN codes with a corresponding variation
of inter-chip intervals controlled by the same HCC
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for despreading as shown in Figure 4. As we can
see, the essential differences between FH-DSSS and
TH-DSSS is that the TH-DSSS spreads signal bits
through time rather than frequency.

4. Analysis

In this section, we investigate the secrecy and ac-
curacy of our developed techniques. For traceback
secrecy, we first consider one recently discovered
the attack based on the self-similarity traffic analy-
sis 6. We then investigate the secrecy of our tech-
niques against the attack based on multiple-flow
traffic analysis 18. Finally, for the efficiency of
forensic traceback, we formalize the forensic trace-
back as a communication channel and derive the ca-
pacity of the channel.

4.1. Traceback Secrecy

4.1.1. Secrecy against Self-Similarity Traffic
Analysis Attack

In 6, the deficiency of the DSSS modulated mech-
anism was investigated. In particular, this work
demonstrated that although it is hard to recognize
the existence of PN code modulated traffic from the
pattern in time and frequency domains, other fea-
tures may disclose the existence of marks. The fea-
ture studied in 6 is to use the determination coeffi-
cient, which will be explained in the following. This
feature is to measure the similarity of a PN code
modulated traffic segment and a time-shifted version
of the same segment. If the same PN code is used to
spread each bit of a signal on a traffic flow as used in
4, there is a way to synchronize a time-shifted seg-
ment of the traffic with the original segment. Hence,
the PN code will reinforce rather than cancel and an
observable phenomenon will arise.

As shown in 6, the correlation coefficient r mea-
sures the strength of similarity between two random
variables and is defined in

r =
∑
x,y
(x− x)(y− y)√

∑
x
(x− x)2

√
∑
y
(y− y)2

=

∑
x,y
(x− x)(y− y)

σxσy
.

(1)

Denote~x = {x0, · · · , xw−1} as the signal, a series
of bits, where the number of bits w is window size.
Hence, a window contains w complete bits. Denote
a PN code as ~C = { c0, · · · , cl−1}, where l is the
code length. r2(τ) is the determination coefficient
of spread signal ~X and a time-shifted ~X with lag τ .
From the results of Theorem 1 in 6, r2(τ) demon-
strates a periodicity with τ (0 6 τ < wl) as

E{r2(τ)} ≈


A4, τ = 0,

A4

w−k , τ = kl,0 < k < w,
0, τ 6= kl,0 < k < w.

(2)

The result explains the reason why the PN code
modulated traffic can be detected as illustrated in
Figure 10 6. The code in the time-shifted traffic
can synchronize with the one in the original traf-
fic, leading to periodic peaks in the determination
coefficient, which implies the self-similarity of em-
bedded DSSS marks at regular intervals. Hence, the
adversary can infer the code length l based on the
periodicity of r2(τ). These distinguishing properties
provide features of DSSS marks and enable the de-
tection by suspects.

According to 6, PN code modulated traffic:
DSSS-based traceback fails to preserve secrecy
owning to a single PN code is used to spread each
bit of the signal. This leads to self-similarity be-
havior with a period corresponding to the PN code
length in the modulated traffic. Because of the ran-
domization introduced by HCC as shown in Section
3, we now show that our proposed hopping-based
spread spectrum techniques can effectively render
such self-similarity analysis ineffective.

Recall that in CH-DSSS, to recover the signal,
the investigators will use the same selection se-
quence of PN codes determined by the HCC for de-
spreading. CH-DSSS preserves traceback secrecy
as illustrated in Figure 11. The investigators use
code ~C0 = {c0, · · · ,c4} to spread signal bit x0 (-1
or 1) and code ~C1 = {c′0, · · · ,c′4} to spread signal
bit x1. If ~C0 and ~C1 are orthogonal PN codes, i.e.,
~C0 · ~C1 = 0, then the dot product of two spread bits
~C0x0 · ~C1x1 = 0. Hence, no self-similarity will be
detected in the spread signal, the determination co-
efficient will not show a periodic pattern, and the se-
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x0c0 x0c1 x0c2 x0c3 x0c4 x1c0 x1c1 x1c2 x1c3 x1c4      
     x0c0 x0c1 x0c2 x0c3 x0c4 x1c0 x1c1 x1c2 x1c3 x1c4 
 

Figure 10: Self-similarity of PN code Modulated Traffic

x0c0 x0c1 x0c2 x0c3 x0c4 x1c0’ x1c1’ x1c2’ x1c3’ x1c4’      
     x0c0 x0c1 x0c2 x0c3 x0c4 x1c0’ x1c1’ x1c2’ x1c3’ x1c4’ 
 

Figure 11: Secrecy of CH-DSSS

crecy of CH-DSSS traceback can be preserved.
In FH-DSSS, the HCC randomizes the duration

for transmitting each original signal. Consider the
example illustrated in Figure 12: a signal bit x0 can
be spread by a PN code ~C with chip duration t0, de-
noted as ~C0, and another signal bit x1 can be spread
by the same PN code ~C with a different chip duration
t1, denoted as ~C1. Hence, x0 is analogous to transmit-
ting at a frequency channel around f0 =

1
t0

hz and x1

at a frequency around f1 = 1
t1

hz. If an m-sequence
code is used as the PN code, ~C0x0 ·~C1x1≈ 0, because
an m-sequence code’s autocorrelation approaches
zero for lags not equal to zero. In the context de-
termined by the HCC, no self-synchronization will
occur when the lag is not zero, since signals which
otherwise might synchronize, now occur at different
frequencies. Attempting to detect FH-DSSS marks
using the determination coefficient will fail as well.

In TH-DSSS, the HCC randomizes the inter-chip
intervals. Figure 13 shows the marks on a flow and
its time-shift version for the self-similarity analysis
used by the attack. From this example, we can see
that the marks corresponding to the first bit of orig-
inal signal and marks corresponding to the second
bit of original signal can not be synchronized due
to the different inter-chip intervals. Hence, no self-
similarity will be detected in the spread signal, the
determination coefficient will not show any periodic
pattern, and the secrecy of TH-DSSS approach will
be preserved.

4.1.2. Secrecy over Multi-flow Attack

In 18, Kiyavash et al. introduced a multi-flow attack
that is capable of detecting interval-based marks

3,20. This approach can be also used to detect DSSS
marks 4. The key idea of this approach is to let
the adversary to learn the information of marks by
observing a number of marked flows. Regardless
of whether marking schemes are implemented, it is
possible that the adversary can correlate and syn-
chronize the marks on different flows. As a result,
the adversary can synchronize marks of different
flows and average them, exposing a highly visible
traffic rate drop within some intervals. Nonetheless,
given so many flows over the Internet, it is not al-
ways easy to find a relatively large number of flows
embedded with DSSS marks. Our hopping-based
spread spectrum techniques can maximally random-
ize the marks on different flows and can significantly
reduce the probability for the adversary to synchro-
nize the marks on different flows and identify the
highly visible traffic rate drop on aggregated traffic
rate in some intervals.

Recall that in TH-DSSS, we introduce the HCC
component to adapt the PN code as directed by a
HCC. The output of HCC will be used to random-
ize each bit of a spread signal. For a multi-flow at-
tack, we know that the adversary intends to average
the rate of multiple flows. Same as 4, in TH-DSSS,
when the spread signal bit is -1, the strong interfer-
ence traffic will be launched to reduce the host flow
rate.

Denote n as the total number of flows embedded
with marks, x = {x0, · · · ,xw−1} as the original sig-
nal, a series of bits, where w is the length of original
signal, C = {c0, · · · ,cl−1} as the PN code, where l is
the code length. We assume that each flow lasts for
mTc, where m > lw and Tc is the chip duration. The-
orem 1 shows the average number of flows, in which
marks modulated by −1 bit are synchronized by the
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Figure 12: Secrecy of FH-DSSS
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Figure 13: Secrecy of TH-DSSS

multi-flow attack. The detailed proof this theorem
can be found in Appendix A.

Theorem 1. Within n flows with embedded marks,
the average number of flows embedded with marks
modulated by the synchronized −1 bit is

s =
1

∑
k=n

[kCn−k
n p j(1− p)n−k], (3)

where p = wl
2m and n is the total number of flows.

We now illustrate the results with practical ex-
amples. We choose the chip duration Ts = 0.3 sec-
ond, original signal length w = 7, and PN code
length l = 7. We also assume that the flow lasts for
T = 200Ts = 60 seconds. When the total number
of flows is n = 30, and the average number of flows
embedded with marks modulated by a synchronized
−1 bit is 6.5. Using a simple case with a 7 bits
PN code as an example, from the analysis in 4, to
achieve 95% detection rate, A = 0.25σ , where σ is
the background noise introduced by the interference
from other network flows. For a multi-flow attack,
to achieve a desired low false positive rate (i.e., 2%),
we assume its detection threshold Tr = 3σ . For the
detection of TH-DSSS, the detection signal strength
becomes 6.5∗A= 6.5∗0.25∗σ = 1.65σ < Tr = 3σ .
Hence, the multi-flow attack becomes ineffective to
detect marks masked by TH-DSSS. Owning to the
same reason, FH-DSSS and CH-DSSS make the
multi-flow attack ineffective as well.

4.2. Traceback Effectiveness

In the following, we analyze the capacity of
hopping-based forensic traceback techniques. As
we showed in Section 4.1, the hopping-based spread

spectrum techniques can preserve the forensic trace-
back secrecy and render the attack based on the
self-similarity analysis and other attack ineffective.
However, for real-world forensic practice, the effec-
tive bit rate of a forensic traceback technique is also
critical. Recall that the hopping-based spread spec-
trum techniques leverage the host traffic from the
suspect sender to the receiver as a covert channel to
transmit marks. Using the concept of channel capac-
ity in communication theory, we can derive the effi-
ciency of our approach. Channel capacity defined
by Shannon provides a theoretical bound for mea-
suring the information transmission capability over
a noisy channel 21. This theory provides the the-
oretical bound for communication system research
and the design of coding schemes to increase the re-
sistance of digital communication to channel noise.
The purpose of channel coding is to minimize the
overall effect of channel noise on the system. The-
orem 2 provides a closed formula for capacity of
hopping-based spread spectrum techniques. The de-
tail proof this theorem can be found in Appendix B.

Theorem 2. The channel capacity for different
hopping-based spread spectrum techniques for net-
work forensic traceback can be estimated by,

Ct =
log2 (1+

A2

δ 2 )

2E{T }
, (4)

where A2 is signal power density and δ 2 the noise
variance. E{T } is the mean time required for trans-
mitting one signal bit and can be derived as follows
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for different spread spectrum techniques

E{T }=


lTc, DSSS,
E{l}Tc CH-DSSS,
lE{Tc}, FH-DSSS,
l(Tc +E{I}), TH-DSSS,

(5)

where l is the code length for spreading one signal
bit using DSSS without hopping, E{l} is the mean
of the PN code length in CH-DSSS. Tc is a constant
chip duration for DSSS, CH-DSSS and TH-DSSS,
E{Tc} is the mean chip duration for FH-DSSS, and
E{I} is the mean inter-chip interval for TH-DSSS.

Assume that the signal to noise ratio SNR,
A2/δ 2, is the same for the four spread spectrum
traceback techniques. There are a few observations
from Theorem 2. Here the signal to noise ratio SNR,
A2/δ 2, is the same for the DSSS and TH-DSSS.

• A general intuition is that the mean transmission
time for one bit will be longer for the TH-DSSS
based approach. The FH-DSSS based approach
will also be longer since the E{Tc}will inevitably
be longer than the minimal chip duration Tc used
in DSSS and CH-DSSS to achieve the same ac-
curacy. The channel capacities of DSSS and CH-
DSSS are generally greater than the channel ca-
pacities of FH-DSSS and TH-DSSS. In the later
two approaches, some channel capacity is sac-
rificed for increased secrecy. Hence, there is a
tradeoff between accuracy and secrecy in the three
hopping-based spread spectrum traceback tech-
niques. Please refer to Sections 5 and 6 for evalu-
ation results. In general, all hopping-based spread
spectrum techniques sacrifice the channel capac-
ity for secrecy.

• The channel capacity increases as the chip am-
plitude increases. This allows us to transmit em-
bedded signals at a high rate to trace the suspect
traffic. However, a large amplitude will make the
embedded signal protrude out of the host traffic,
which is modulated to carry the embedded signal.
Hence, there is a tradeoff between the capacity
and invisibility.

• It looks as if we reduce the chip duration, thus
E{T }, the channel capacity will increase. This is
not always true in reality. As we know, the chip

duration is controlled by the interference. When
interference is applied to the target traffic, it takes
time for the target traffic to respond. When the in-
terference starts, there is a transition time during
which the traffic rate reduces. When the interfer-
ence is turned off, there is a transition time during
which the traffic rate increases. Especially, Trans-
mission Control Protocol (TCP) uses loop control
mechanism and the rate varies with the path’s re-
sponse to the interference. Hence, the average
chip amplitude A is influenced by the time taken
for the interference is applied, i.e, the chip dura-
tion. Moreover, because an average traffic rate is
used, the noise variance changes as the sampling
interval is adjusted. We expect a complicated rela-
tionship between Ct , A and E{T }, depending on
the interfering process and traffic flow path status.

Figure 14: Topology in ns-2

Figure 15: Calculation of PD and PF

5. Performance Evaluation over ns-2
Simulation

We have studied the secrecy and efficiency of our
investigated hopping-based spread spectrum tech-
niques for network forensic traceback. In this sec-
tion, we use ns-2 simulator to validate the effective-
ness of the investigated techniques in terms of accu-
racy and secrecy. Results of empirical evaluation on
Tor will be presented in Section 6. Notice that we
have conducted a large number of simulations and
only limited results are shown in this section due to
space limitation. In the following, we first present
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the simulation methodology and then demonstrate
the simulation results.

5.1. Simulation Methodology

Figure 14 shows the simulation topology, where n5
and n7 are Tor-like mixes. In our experiment, we
do not consider batching or reordering mechanisms
for the reason similar to 4. The file Transfer Proto-
col (FTP) flow from node n0 to node n8 is used as a
target traffic flow through the simulations, together
with cross flows as noise traffic. In our simulations,
the interferer uses UDP (User Datagram Protocol)
CBR (Constant Bit Rate) traffic to modulate the tar-
get file FTP flow. The CBR traffic is an on-off traffic
source and transmitted from n1 to n4. The CBR flow
shares the link between n2 and n3 with the target file
FTP flow. Owning to TCP flow control, when the
CBR traffic rate increases, the FTP traffic rate de-
creases. In our simulation, the CBR traffic used for
interference is turned off when a chip within a signal
modulated by the PN code is +1 and it is turned on
when the chip is −1. In this way, we mark the inter-
ested file FTP flow by manipulating its rate through
the interference of the CBR traffic.
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Figure 16: False Positive Rate

To measure the accuracy of traceback, we use the
traceback successful rate and traceback false posi-
tive rate. The traceback successful rate refers to the
probability that marks are correctly recognized. The
traceback false positive rate refers to the probabil-
ity that marks are mistakenly recognized in the sce-
nario, in which spread signal is not embedded into

the target traffic flow. For measuring the secrecy of
traceback, we use a detection rate PD and a false pos-
itive rate PF as our evaluation metrics, which are il-
lustrated in Figure 15. To displaying the relationship
between PD and PF , we use the Receiver Operating
Characteristic (ROC) curve, which is a plot of PD
versus PF . In reality, when an adversary tries to de-
tect traffic containing DSSS marks, he wants a high
detection rate and a low false positive rate. For the
secrecy of forensic traceback, the ideal scenario is
that the false positive rate is as high as the detection
rate.
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Figure 17: ROC Showing Accuracy of Time
Hopping-based Spread Spectrum Techniques for
Forensic Traceback

5.2. Results

Figure 16 shows the forensic traceback false positive
rate when we try to recognize a signal from traffic
where no marks exist (sender and receiver are not
communicating). In our simulation, we vary signal
length from 1 to 7, and for each fixed signal length,
we measure the false positive rates for codes of dif-
ferent lengths (from 2 to 7). The false positive rate
for each signal length is computed as the average
of the “detection rate” for the different code lengths
tested with that signal. From Figure 16, we can see
that the false positive rate decreases exponentially
with the increasing signal length. The theoretical
curve (from the result in 4) matches the empirical
curve very well.

Figure 17 illustrates the forensic traceback ac-
curacy (recognizing marks by investigators) of the
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three new forensic traceback techniques: CH-DSSS,
FH-DSSS and TH-DSSS. For the experiments on
FH-DSSS, the hop set is { 1

0.5 hz, 1
0.6 hz, · · · , 1

1.0 hz,}.
For TH-DSSS, we use the scheme in Figure 8(b)
and the pulse refers to one spread bit. The inter-
val between two pulses is between [1s, 5s]. It can be
observed that with the three new techniques, when
the interfering traffic rate is high enough, the detec-
tion rate is 100%, while the false positive rate is also
low in our simulation, consistent with results from 4.
However, there exists difference of detection rate by
the three approaches.
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Figure 18: Hopping-based Spread Spectrum Tech-
niques Preserving Forensic Traceback Secrecy

Figure 18 illustrates the results of CH/FH/TH-
DSSS for preserving forensic traceback secrecy
against the attack based on the self-similarity anal-
ysis. We use two m-sequence codes of length 7 to
randomly modulate the signal, the windows size is
3 and the number of segments in each window is 2.
We can see that the empirical ROC curve approaches
the ideal ROC curve for the secrecy: as the detection
rate increases, the false positive rate appears approx-
imately linearly. For example, given a small false
positive rate (i.e., 5%), the detection rate is also very
small (i.e., 25%). This renders the detection results
untrustworthy and the secrecy of forensic traceback
is preserved. We also observe that the simulations
for the CH-DSSS, FH-DSSS and TH-DSSS based
forensic traceback have similar observations. From
Figure 17 and Figure 18, we can see that there are
tradeoffs on accuracy and secrecy among the three

hopping-based spread spectrum forensic traceback
techniques.

Figure 19: Experiment Setup

6. Experiments over Tor

To validate the effectiveness of our proposed
schemes, we also conducted real-world experiments
over Tor 1, a popular anonymous communication
system. The experimental setup is shown in Fig-
ure 19, which represents a typical use of Tor for car-
rying out anonymous file transfer or web browsing
activities. All computers are configured with Fedora
Core 3. We download a file from a web server on
a campus to an off-campus computer, as a client.
The downloading software is the command line util-
ity wget, which has an appropriate proxy configura-
tion for using Tor. To carry out the network forensic
traceback, we set up two more computers. One com-
puter is used as an interferer that sends an appropri-
ate volume of traffic to the server and the other com-
puter is used as a sniffer to collect the traffic destined
for the client computer. The interferer and server are
connected through hubs, as were the sniffer and the
client computer.

Figure 20 as shown in 6 illustrates detecting
DSSS mark when hopping marks are not used. The
upper figure illustrates the traffic rate varying with
time. The lower figure illustrates the periodicity that
shows the determination coefficient of traffic seg-
ments from the upper data set. The parameters of
this DSSS mark detection experiment include the
chip duration, tc = 3 seconds and the code length,
l = 7. Hence, the bit duration is 21 seconds as used
in 4. From Figure 20, we observe that the determi-
nation coefficient shows a periodicity at positions of
multiple 21 seconds, showing that DSSS marks can
be detected blindly.
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Figure 20: Detecting DSSS Marks Using Single-
Flow Attack over Tor
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Figure 21: Secrecy of TH-DSSS on Self-Similarity
Based Attack over Tor

To validate the secrecy of CH-DSSS, we use the
same modulation approach, randomly modulating
the time to insert marks on traffic flows, as for sim-
ulations in Section 5. Figure 21 shows the ROC
curve. We can see that the empirical ROC curve ap-
proaches the ideal ROC curve for secrecy. As the
detection rate increases, the false positive rate also
linearly increases. For example, given a small false
positive rate (i.e., 5%), the detection rate is also very
small (i.e., 15%). This renders the adversary’s deci-
sion rule void and the secrecy of the traceback can be
preserved. The experiments of FH-DSSS and TH-
DSSS over Tor have similar observations.

7. Conclusion

In this paper, we investigated a class of hopping-
based spread-spectrum techniques for network

forensic traceback that fully utilize the benefits of
the spread spectrum approach while preserving a
greater degree of secrecy. Our developed techniques
are accurate, robust, and difficult to detect, and can
be extended to other applications. Because our ap-
proaches can spread signal bits through code, time
and frequency domains to a markedly greater ex-
tent and make it not fall prey to the statistical traf-
fic analysis attack. We investigated the secrecy of
those techniques against two known traffic analysis
threats and showed the effectiveness of those tech-
niques. Our theoretical analysis, extensive simula-
tions, and real-world experiments validate that our
investigated hopping-based spread spectrum tech-
niques for network forensic traceback will support
network surveillance and deter cyber crime accu-
rately and secretly. We believe that this paper lays a
solid foundation for further studies of forensic trace-
back schemes.
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Appendix A: Proof of Theorem 1

In this appendix, we prove Theorem 1.

Proof.
Because each flow lasts for m ·Tc (m > wl), we

consider each flow with m slots (each slot lasting
for Tc). According to TH-DSSS technique, each slot
can be embedded randomly with marks. Given a slot
and total number of marks wl, the probability of hav-
ing marks in that slot is wl

T and the probability of
not embedding marks in that slot is 1− wl

T . Because
the number of +1 and −1 will be almost equal in a
PN code, the probability of embedding marks mod-
ulated by −1 bit is p = wl

m .
Given a time slot for all n flows, the probability

of n flows embedded with a mark modulated by a
synchronized −1 bit is pn, the probability of n− 1
flows embedded with a mark modulated by a syn-
chronized −1 bit is C1

n pn−1(1− p), the probability
of n−2 flows embedded with a mark modulated by
a synchronized −1 bit is C2

n pn−2(1− p)2, the prob-
ability of n−m flows embedded with a mark modu-
lated by a synchronized −1 bit is Cm

n pn−m(1− p)m.
Hence, given n flows, the average number of flows
embedded with a mark modulated by−1 bit become
s = ∑

1
k=n[kCn−k

n pk(1− p)n−k].

Appendix B: Proof of Theorem 2

In this appendix, we prove Theorem 2.

Proof.
We assume that the channel model in our net-

work forensic traceback is a discrete and memo-
ryless channel (DMC), the signal amplitude, A in
Equation (4), plays an important role for preserving
secrecy. Obviously, if it is too large in comparison
with the noise, the secrecy property cannot be pre-
served. The signal amplitude square A2 refers to the
signal power density and we denote the noise vari-
ance as δ 2, which is determined by the transmission
media and the end-to-end path quality. The capacity
C of a Gaussian channel 21 is derived in Equation
(6),

C = max I(X ,Y ) =
1
2

log2 (1+
A2

δ 2 ), (6)

where I(X ,Y ) is mutual information of modulated
signals X and received modulated signals Y .
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Denote ti as the amount of time to transmit one
input bit xi across the DMC. The random variable
T is the time to send such a bit and the mean of
T is represented by E(T ). The mutual information
in units of bits per second It(X ,Y ) considering the
transmission time cost for a DMC is

It(X ,Y ) =
I(X ,Y )
E{T }

. (7)

The capacity Ct in unites of bits per second for a
DMC 22 is given by Equation (8),

Ct = max
I(X ,Y )
E{T }

. (8)

Substitute Equation (6) into Equation (8), we
have

Ct =
log2 (1+

A2

δ 2 )

2E{T }
. (9)

The derivation of E{T } is intuitive based on the
description of the DSSS in 4 and TH-DSSS in Sec-
tion 3. Then, Theorem 2 is proved.
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