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Abstract
Several traditional encryption schemes have been analysed and based on the literature survey, it has been found that
chaotic sequences are very much useful to create randomness. In this paper, a new encryption scheme has been proposed
with two phases. In the first phase the input image is transformed using a new transformation technique whereas in the
second phase .Chirikov Standard Map is used for pixel shuffling and modified Logistic Map is used for diffusion.
Chirikov standard map , decor relate the strong relationship among adjacent pixels hence employed to shuffle the pixel
positions of the plain image. The modified logistic map is used for generating the random sequence which is completed
the purpose of changing pixel values. Various images and standard lena image is used to demonstrate the validity of the
proposed algorithm. The results of experiments show that the proposed algorithm for image cryptosystems provides a no
correlation between the original image and cipher image. The scheme is key sensitive and shows impressive resistance
against brute force attack and statistical attack.
Keywords
Image encryption, , Chirikov Standard Map,1D Logistic Map
(equivalently, recurrence relation) of degree 2, often
seen as an archetypal example of how complex, chaotic
behaviour can arise from very simple non-linear
dynamical equations.

1. Introduction
There are many existing encryption algorithms which
are secure and take less time in execution. But most of
the algorithms have used I D or 2 D chaotic sequences
to complicate the encryption process, since the chaotic
sequence greatly depends on the initial condition.

Here in this proposed work in which the plain image is
first subjected to a new transformation technique .In
second stage the transformed image is shuffled using
chirikov map. The chirikov maps aims at shuffling of
the pixels randomly. The shuffled image is divided into

Image transforms are very important in digital
processing they allow to accomplish less with more. For
example the Fourier Transform may be used to
effectively compute convolutions of images1 or the
Discrete Cosine Transform may be used to significantly
decrease space occupied by images without noticeable
quality loss. So ,a new transform has been introduced in
the proposed scheme. In the second stage modified
logistic map is used to to exhibit the chaotic behaviour .
The modified logistic map is a polynomial mapping

© 2013. The authors - Published by Atlantis Press

blocks. After this division the blocked image is XORed
with the random chaotic sequence. Finally the shuffled
image’s pixel intensity is changed using logistic
mapping. The proposed algorithm is tested for several
images and the results are given in the experimental
results section.
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alternatively. The number of iterations is three in this
case.

2. Literature Review
Information security is the hot topic of research for
decades to deal the prevailing security requirements.
Traditional encryption schemes such as DES,,T-Des ,
AES are not suited to build the cryptosystem for digital
images , this is due to the inherent features of the
images and high redundancy. P.Raviraj et.al [1] have
proposed a new modified haar wavelet transform which
have improved the PSNR and MSE results. J. M.
Blackedge et al. [2] have proposed a multilevel blocks
scrambling is employed to scramble the blocks of
coefficients which requires high computation. The
control parameters of the scrambling are randomly
generated from the secret key dependent. The key
stream used to encrypt the scrambled image is extracted
from the chaotic map and plain image.

By applying the Haar wavelet transform we can
represent the image in terms of a low-resolution image
and a set of detail coefficients The detail coefficients
are used in reconstruction of the image. Then the
transformed image is diffused using Chirikov map. To
achieve better decor relation among the adjacent pixels ,
a block based image shuffling scheme is proposed using
crossover techniques of genetic algorithm. Then the
pixel values of the shuffled image are encrypted by
applying a 1 D Logistic map. The control parameters
are chosen by the users which are the secret keys. Here
number of keys are 5.

4. Encryption using the Modified Fast Haar
Wavelet transform and Logistic Map
The proposed image encryption algorithm also has two
major steps: Transformation and Encryption. Firstly, the
transformation has been done using Haar Wavelet
transform. The transformation calculates the average
and difference of four adjacent pixels and also dividing
the average and difference by 4.The same operation is
applied both for row and column alternatively. The
numbers of iterations are three in this case.

Musher Ahmed et.al[5] have used the combination of
Arnold cat map with 1 D logistic map and 2 D logistic
map. Ahmed T[9] propose a novel Steganographic
method for hiding information within the spatial
domain of the gray scale image. The proposed approach
works by dividing the cover into blocks of equal sizes
and then embeds the message in the edge of the block
depending on the number of ones in left four bits of the
pixel.
W Puech et al. [10] have explained and reviewed the
security, performance and reliability issues , in respect
to the combination of various chaos based symmetric
key cryptosystems. Logistic, Henon , Tent , Cubic and
Cheyshev mappings have been used for the
enhancement of the key space. Chengqing Li et al. [11]
, have reviewed four chaos based image encryption
schemes were proposed .Essentially, the four schemes
can be classified as one class , which composed of two
basic parts :permutation and diffusion of pixel value
with ciphertext feedback function. Hence many security
problems were found like the schemes are not sensitive
to change of plain-image, the schemes are not sensitive
to change of secret key,there exist a serious flaws of
diffusion function, the schemes can be broken with no
more than [logl(MN)+3] chosen images when iteration
number is equal to one, where MN is dimension of
image. Chong Fu et.al [15] have used , Chirikov
standard map , to decor relate the strong relationship
among adjacent pixels hence employed to shuffle the
pixel positions of the plain image. After the decor
relating the pixels , the pixel values are modified
sequentially to confuse the relationship between cipher
image and plain image.

By applying the Modified Fast Haar wavelet transform
we can represent the image in terms of a low-resolution
image and a set of detail coefficients The detail
coefficients are used in reconstruction of the image.
Then the transformed image is diffused using Chirikov
map. To achieve better decor relation among the
adjacent pixels , a block based image shuffling scheme
is proposed using crossover techniques of genetic
algorithm. Then the pixel values of the shuffled image
are encrypted by applying a 1 D Logistic map. The
control parameters are chosen by the users which are
the secret keys. Here number of keys are 5.

5. Proposed Algorithm
5.1 New Transformation
To calculate the new transform of an array of n
samples:
1.
2.
3.
4.

3. Encryption using the Haar Wavelet transform
and Logistic Map
The proposed image encryption algorithm has two
major steps: Transformation and Encryption. Firstly, the
transformation has been done using Modified Fast Haar
Wavelet transform. The transformation calculates the
average and difference of adjacent pixels and also
dividing the average and difference by sqrt(2).The same
operation is applied both for row and column

5.
6.
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Find the average of each consecutive pair of
samples. (n/2 averages)
Find the difference of each consecutive pair of
samples. (n/2 differences)
Fill the first half of the array with averages.
Fill the second half of the array with
differences.
Repeat the alternatively for row and for
column.
Repeat the above steps for reduced averaged
part.
(The array length should be a power of two)

5.2 Chirikov Map
Chirikov Map is an invertible area preserving chaotic
map for two canonical dynamical variables (x,y). It is
described by the equation:

The proposed image encryption algorithm has three
major steps. Firstly , the image is transformed using
new technique , which has shown better results than
Haar wavelet transform and modified fast haar wavelet
transform .Secondly, the correlation among the adjacent
pixels is disturbed completely as the image data have
strong correlations among adjacent pixels. For image
security and secrecy, one has to disturb this correlation.
This correlation has been disturbed by Chirikov
Standard map. The control parameters of chirikov map
are the control parameters of confusion. After changing
the pixel position, a block based image shuffling
scheme is used . Then the pixel values of the shuffled
image are encrypted by employing a modified 1 D
Logistic map. The control parameters of modified
logistic map are the control parameters of permutation.
The shuffling effect obtained after a number of
iterations depends on these parameters. In the
algorithm, these control parameters are randomly
generated through the chaotic sequences obtained from
modified 1D Logistic map and Chirikov standard map.

Xn+1=(Xn +Yn)mod N…….(1)
Yn+1=(Yn +Ksin2π Xn+1/N)mod N…….(2)
K is dimensionless parameter that influences the degree
of chaos. The value of K can be used as a secret key for
confusion , N XN is the size of the image. Because of
the simple mathematical operation , it is very efficient
to shuffle the pixels of the plain image using this map.
5.3 Modified Logistic Map
The 1D logistic map is discrete time analogue of
population growth model. It is a non-linear chaotic
discrete system that shows random behavior. The
equation of modified logistic map is below:
Xn+1=λ Xn(1- Xn)*Xn^2…………(3)

Extraction, Decompression and Decryption : Using
the above algorithm in reverse order , the original image
can be retrieved .

Where Xn is the intial value which is used as a secret
key in this algorithm , λ is the control parameter which
affects the randomness and n is the number of rounds
.As the value of the λ increases the randomness(number
of periods) increases .λ lies in the range [ 3,4].The
sequence formed by the 1D logistic map is used for
diffusion in the encryption process.
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Fig 1: Block Diagram of the proposed algorithm

6. RESULTS AND ANALYSIS

the encryption scheme. Similarly the MSE is also 60%
and 9% higher than both the methods respectively..

We can see from the results table that by changing the
transform and modifying the 1 D Logistic map there is
considerable changes in the results. The change result
are towards better side since PSNR is reduced and
MSE is increased It was found for lena image that
PSNR is 22.8% and 4.3% lower than the two methods
respectively .It is said that lower is the PSNR better is

We can see that for the image BK there is not much
difference in the values, because the image was high
contrast , whereas the image of Lena and baba has
better changes due to the smooth color contrast .
Total number of Keys: 05;
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into a completely different output image. Our proposed
encryption algorithm is sensitive to a very small change
in the secret keys. If we change a little (10-14) in any of
the initial conditions then the decrypted image is
completely different and in un-understandable form

Key1: A unique number used as initial vector for
Chirikov mapping Key2: A unique number for number
of iterations the map will shuffle. Key 3: Fed to
random number generator for further Key 4: Initial
parameter for logistic mapping
;
Key 4:
lemda:(3<key3<4)

7.1.2 Key Space : Key space is the total number of
different keys that can be used in the cryptographic
system .A cryptographic system should be sensitive to
all secret keys. There are total four initial conditions , 2
of Chirikov map and two of logistic map used in the
algorithm .All these four intial conditions are used as
secret keys of encryption and decryption. In this
situation, the precision of each key is 10-14, the key
space size is (1014)8 i.e. 10112, which is extensively large
enough to resist the exhaustive attack.

7. Experimental Results
The proposed algorithm is compared with Haar wavelet
transform and Modified fast haar wavelet transform.
The comparative study is shown for the image of Lena
in the Table 1. We can see the results are better than the
previous transformations as they are compared on the
basis of PSNR, MSE ,MAE, correlation among pixels
and entropy. The Table 2 shows the results of proposed
algorithm
for
image
of
baba.

7.2 Statistical Analysis:
Many attacks can be done which are based on the
statistical analysis .Statistical analysis has been
performed on the test images to demonstrate the bad
correlation among the pixels of the encrypted images.
The following test have been performed like PSNR ,
MSE , MAE ,information entropy and Correlation
coefficient. The results shown below shows that there is
negligible correlation between pixels of the encrypted
image in comparison to original image.
7.2.1 Mean Squared Error is the average squared
difference between original input
image and a
encrypted image. It is computed pixel-by-pixel by
adding up the squared differences of all the pixels and
dividing by the total number of pixel .
7.2.2 Peak Signal-to-Noise Ratio is the ratio between
the original image and the encrypted image. PSNR is
calculated in decibels. The higher the PSNR, the closer
the encrypted image is to the original. In general, a
higher PSNR value should correlate to a higher quality
image. For good encryption scheme the PSNR should
be as low as possible.
7.2.3 MAE is the Mean absolute error. It is used to
measure how close predictions are to the eventual
outcomes. The larger the value of MAE better is the
image security.
7.2.4 Correlation Coefficient Analysis: To estimate the
encryption quality of the proposed encryption algorithm
, the correlation is used .For highly correlated image the
correlation coefficients are almost 1 and for encrypted
images the correlation coefficients is almost 0.

Fig:2 Image after and before encryption

7.2.5 Information Entropy:Information theory is the
mathematical theory of data communication and storage
founded in 1949 by Shannon [14]. Information entropy
is defined to express the degree of uncertainties in the
system. It is well known that the entropy H(m) of a
message source m can be calculated as:
H(s)=-SUM( p(si)log2 p(si))

7.1 Key Analysis:
7.1.1 Key Sensitivity :A good cryptosystem should be
sensitive to a small change in secret keys i.e. a small
change in secret keys in decryption process may results
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on the standard lena image and other images. It was
found for lena image that PSNR is 22.8% lower 4.3%
lower than the two methods respectively .It is said that
lower is the PSNR better is the encryption scheme.
Similarly the MSE is also 60% and 9% higher than both
the methods respectively. The other results are also
depicted in the table 1. Thus , we concluded that the
algorithm is resistant to statistical attacks and brute
force attack. The resistance to chosen plain text and
chosen cipher text is still under process.

Table 1: Results for the image of Lena
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Table 3: Results for the image of BK

8. CONCLUSION
A new chaotic digital image encryption scheme using
five secret keys of 144-bit size is proposed. Proposed
algorithm has two phases one to transform the plain
image and other ro actually encrypt the transformed
image which incorporate both pixel substitution as well
as pixel permutation process .In the substitution
process, sub-block pixels value is modified which
depends on used secret key and random sequence
generated by modified logistic map. In permutation
process, pixels position is reshuffled within sub-image
by using key.
The proposed algorithm is compared with two methods
first the combination haar wavelet transformed with
logistic mapping and second is the combination fast
haar wavelet transform with logistic mapping and tested
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