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Abstract. This article introduces a brand-new posture perception approach towards the industrial 
control system to improve the capability of its related network security monitoring. Took full account 
of the combination issue of multi-source heterogeneous information to accurately reflect the network 
security situation by extracting its characteristic information that aims to industrial control 
environment features. Leveraged factor weighting algorithm to extract the intrusion information flow 
and detect the correlation so that can achieve the prediction and perception of security situation. the 
final simulation result showed that the calculation approach has higher effective & real-time applied 
value with lower complexity.  
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1. Introduction 

With the acceleration of industrialization process, more and more computer and network 
communication technologies are applied to industrial and manufacturing system [1]. The application 
of industrial Ethernet can not only reduce cost, but also realize system integration, facilitate 
information sharing and management. Because of the operation of industrial Ethernet control system, 
the data communication between field equipment, field monitor, database server, Web server and 
remote monitoring host is indispensable. In each of the data communication link can there be invaded 
by unauthorized users. In particular, the data communication between the remote monitoring host 
through the Internet and the field control system will face the severe test of network security [2-3]. 

2. Analysis of Industrial Network Security Situation 

It is well known that a complete industrial control system can be divided into three levels, namely 
information management, process monitoring layer and field equipment layer from top to bottom [4]. 

Industrial Ethernet has become the consensus of the industry with its advantages such as low cost, 
high bandwidth, easy connection, easy management and so on. Industrial Ethernet has many 
advantages and also brings many safety problems to industrial control network. Some of these 
problems are caused by the defects of industrial Ethernet itself (such as the limitations of the 
CSMA/CD mechanism itself), and some are caused by malicious attacks [4]. 

Generally speaking, the type of attack in industrial system can be divided into three categories 
according to the industrial network deployment level: 

2.1 Monitor Network Attacks 

For example, tamper with data group and destroy its integrity. 

2.2 System Attacks 

By injecting illegal command damage field devices, or in violation of the bus protocol data packet 
format definition, such as tamper with the some of the parameters, make its beyond the scope and 
form attack. 
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2.3 Process Attacks 

Command is in conformity with the protocol specification, but has violated the production logic 
process of industrial control system, the system is in a state of dangerous (such as the reaction kettle 
feeding valve and a discharge valve cannot open at the same time) [5-6]. 

Generally speaking, the security measures for industrial control network system mainly include 
traditional active defense solutions. However, traditional methods can not perform well in the case of 
high real time and the limited resources. 

Therefore, in recent years, industrial network traffic anomaly detection is a research focus in this 
field.The traditional intrusion detection method has the problem of large granularity and incompatible 
protocol type in the process of traffic filtering and monitoring. Moreover, due to the particularity of 
industrial environment, traditional methods cannot protect the middleman or insider attacks[7]. 
Therefore, it is necessary to develop an intrusion detection technology based on industrial control 
system, which takes into account industrial control protocol and industrial control 
environment,instead of using traditional intrusion detection techniques directly. 

3. An Industrial Control System Situation Awareness Method based on 
Weighted Algorithm 

In this paper, an industrial control system intrusion detection method based on weighted algorithm 
is proposed. In order to realize the network situation awareness, the proposed algorithm is designed 
by means of signal processing [8]. Because the network security situation data is a set of wide and 
stable Gaussian linear time signal model. In the industrial control system environment [9], the 
characteristic distribution of virus invasion information flow on the m  terminal is: 
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k represents the attribute value of network security posture distribution, ( )ix k represents the 

attribute value of network security posture distribution. Assuming that the 1 2( , ,... )nx x x  dimensional 
random distribution variable is n , its eigenstate distribution function is: 
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Which sv represents the variation behavior of the network data acquisition data during the 

invasion., the deviations of ix and tr  indicate the difference between the output data of the system 
under attack and the output data when the attack is not received. 

We assume that the state model of the intrusion model when an attacker attacks an industrial 
network is:  1 2, ,..., nV V V V  and the conditional transfer probability of network threat security 

situation is expressed as [10]: 
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WhichC stands for constant, s represents the random state vector, ,i ja represents the probability 

of distribution, then we get the discrete signal of the attack model x , the signal sampling sequence 
length isN . The steady-state probability is: 
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Here we take the average trust weight, and set the weight attribute according to the empirical value 

[11]: 

  1 2 1 1 2 2( , ,..., ) exp ( ... )n n nE j x x x                        (5) 

 
The characteristic amplitude and frequency of the attacker can be expressed as: 
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At the same time, we construct an intrusion immune control model, which is distributed in s  

domain and z  domain. In the time domain, we reconstruct the intrusion characteristics of the 
attacker, and we get the iterative function according to the nonlinear characteristics: 

 
*

1 1( 1) ( ) Re[ ( ) ( )]k k y k k                            (8) 
 

Which 1( )k represents the initial state vector after the system is attacked, when the attacker's 

attack dimension is M , the proposed model is intercepted in the form of 0 1, ,..., p   , thus forming 

an intrusion detection model in the industrial network environment. 
It is well known that in the process of industrial control network security situation, there are many 

complex observation indexes of mutual conflict and uncertainty [12]. Some indicators play an 
important role in the situation awareness, while some indicators have little effect on it, and there may 
be redundancy between indicators [13]. 

Therefore, it is necessary to select some representative indicators and eliminate the redundancy so 
as to obtain the factors for network security situation awareness. Here we introduce the concept of 
“mutual information” in information theory, which is used to represent the interrelationship between 
information. Mutual information is suitable for measuring the interdependence between two random 
variables. When two random variables depend on each other, the value of “mutual information” is 
large; conversely, the value of “mutual information” is small. Therefore, the “mutual information” 
value can be used to select the observation indexes and eliminate the redundant indicators. 

We define the mutual information of two event X  and Y  as: ( , ) ( ) ( ) ( , )I X Y H X H Y H X Y   , 
which ( , )H X Y means joint entropy: 
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Which ( )p x represents the probability of x , ( , )p x y represents the joint probability of event x  

and y .We can discretize the continuous observations into five equal values, and the values are "2, 1, 
0, -1, -2". Monitoring a number of data for a period of time to approximate their probability of 
occurrence, and to compute the mutual information of two random variables in ( , )I X Y . If their 
mutual information value is greater than a specified threshold, they are considered to be highly 
correlated and redundant. 

In accordance with the above methods, we get the “CPU utilization, memory usage, average 
survival time of key device in the network, the network traffic rate, network data flow amount, 
network packets in different size distribution, network number for key equipment, network MTBF” 
as the factors constitute the basis of industrial control system running; we get the “number of network 
vulnerabilities and levels, system configuration, protection software is installed, key equipment, 
number of holes and grades, subnet’s safety equipment, each key equipment in the subnet open port 
number” as the factors of industrial control system vulnerability; we get the “alarm number, DDoS, 
worm attacks, number of trojans and common virus, network bandwidth utilization, network data 
flow, the net inflow of growth” as the factors to constitute the threat of industrial control system. 

4. Using the Template 

In order to verify the rationality and correctness of the network security situation awareness 
method proposed in this paper, this chapter carries out the MATLAB simulation experiment. The 
experimental data came from: part of the data is real-time data monitored on each component of the 
industrial control system, and the other part comes from the observation data in the Snort intrusion 
detection system. At the same time, the data of all kinds of malicious network traffic are injected into 
normal flow to obtain the abnormal data needed in the experiment. 

In this paper, "Blade IDS Informer" is adopted to set the speed of attack type, frequency and attack, 
and we use "Solar Winds Engineers Tool" to do network test as shown in Fig. 1: 

 

 
Fig.1 sends the test attack package 
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Set the sampling time for 5 seconds and collect 2000 samples dynamically as the historical data of 
the dispersion, taking the factor: "CPU utilization, memory, attack frequency" as an example. As 
shown in Fig. 2 and Fig. 3, it is a sampling data of a master system which had installed common 
antivirus software, then the above abnormal data is injected into the experimental data. 

 

 
Fig.2 Sampling data of three factors (CPU utilization) 

 

 
Fig.3 Sampling data of three factors (memory) 

 
After the fusion of multiple weighted function data, the network security situation perception 

diagram shown in Fig. 4 is drawn, which reflects the security situation in this time period as shown 
in the Fig.4: 

 

 
Fig.4 Security situation during attack test period 

5. Conclusion 

The research of situation awareness technology of industrial control system is a rapidly developing 
field, although some results have been achieved, but with the escalation of the attack, new challenges 
have emerged. Currently common intrusion detection techniques are still limited in industrial 
networks. For example, some process attacks cannot be effectively detected, and in the future, variant 
attacks can be more deceptive.This paper makes an in-depth study on attack process and attack 
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detection technology because of the problems of traditional industrial control system intrusion 
detection technology. An intrusion detection model is established, and we have selected the model 
factors that accord with the industrial production condition,then according to the actual circumstance 
of industrial network weighted algorithm is proposed based on the factor of industrial control system 
method of situation awareness. After experimental verification, the proposed method can effectively 
identify the different types of attacks, achieve the purpose of situation awareness, this method is a 
small amount of calculation, high accuracy and has great application value. 
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