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Abstract—Privacy is the capability of individuals or groups  

to isolate the information about themselves from the eyes of 

everybody partially or physically, then express themselves 

selectively. Therefore, there are differences in term of content 

or boundaries among culture and society on what is considered 

private but share common themes. In the Internet, privacy is 

the broad term to explain a diverse of antecedents, factors, 

predictors and mechanism to secure and protect confidential, 

sensitive or secret data in the communication channel based on 

selected preferences. Thus, this study will explore the concept 

of privacy in the following decades by collecting all empirical 

evidence that match with eligible criteria to deliver meticulous 

summary in the response to a research question, which are 

related to the drivers of privacy protection. 
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I. INTRODUCTION 

 
Privacy protection continues to be critical aspect of the 

consideration to secure the community assets and control in 
accordance with the rule of law imposed by government 
regulation. The challenge to protect the right to personal 
data refer to self-esteem or self-tracking of biological, 
environmental, physical or behavioral information through 
tracking devices, Internet-of-things devices, social network 
data and other means [1]. Furthermore, the consent form 
only guarantee that the person’s data is fully protected 
especially when data collected for one goal be redirected for 
other objectives such as electronic voting, which the 
information collected can implicate people around them [2]. 
People still seem willing to trade privacy and data for 
convenience, where only the minority is more sensitive to 
the privacy issues, while unfortunately, research stimulated 
by the adoption of new voting technology has largely 
neglected the current problem [3]. Actually, there exists no 
universal definition of privacy since it is inherently 
subjective and depends on the environment while the rapid 
advancement of technology is continuously expanding its 
complexity but the need for privacy constitutes a universal 
need whereas manifestations and privacy mechanisms are 
culturally specific [4]. Therefore, defining privacy requires a 
familiarity with its ordinary usage and consistence since the 
language involves common ways of verbal phrases often-
using statements that are riddled with ambiguities and 
paradoxes [5]. 
 

Privacy also can be defined as freedom from disturbance or 

intrusion, and the ability of an individual or a group of 
individuals to protect their information and show them 

selectively only. If the available privacy setting seems 

extremely difficult, users tend not to use it even if they admit a 

possible violation of their privacy [6]. In a market society, 

privacy is often used for commercialization to allow targeted 
advertising adding more profit to the company [7]. Thus, this 

 

 
study tried to address what is the driver of privacy 
protection in the society, with focusing on the mechanism in 
the electronic platform. Furthermore, this systematic review 
could be used to look for the reasons of the importance of 
privacy in order to create new model of protection in the 
electronic platform despite the differences of its 
characteristic and nature. 

 
II. THEORITICAL FOUNDATIONS 

 
With the huge pool of information available for research, 

either for organization and governmental purposes, the 
Internet has become a great deal place for the references or 
the sources between customers, suppliers and 
intermediaries, although somehow, the negligence towards 
protection process. On the other hand, a collection of 
diverse and comprehensive technological interfaces namely 
search engines and APIs, providing the process of 
optimization, enhancement and integration to maintain and 
sustain the right of privacy. To provide some context, this 
study comprehensively reviews the literatures and 
references on the well-known and established framework, 
model and theory of privacy by focusing on the common 
and standard platform in the market. 

 
A.  Hyperpersonal Model of CMC 
 

The current system has a weak, fragmented and 

surprising privacy approach and as a result, it has become 

very difficult for people to understand what is happening 

with their personal information or what to do when they use 

it incorrectly [8]. Therefore, the computer-mediated 

communication (CMC) can affect impressions and relational 

communication, although it explicitly recognizes that the 

CMC is free of nonverbal physical signals that accompany 

face-to-face (FtF) communication. Thus, it does not 

recognize that create the discouragement to produce the 

impressions. Its first assumption was that researchers seek 

to develop relationships with others, regardless of the 

method they use. Meanwhile, it suggests that 

communications professionals use any available signal to 

generate and understand personal and useful messages [9]. 

On the other hand, it is often assumed that people who 

utilize digital network to develop certain type of intimacy 

normally face larger difficulties in specific circumstances of 

FtF, whereas the skills are continuous activity, objective-

oriented attitude strategy and specific life pattern that people 

behave based on cognitive and emotional measures [10]. In 

addition, the diverse type of attachment styles also relate to 

the past event and emotional feelings and sustainability 

strategies that satisfy the romantic communication in both 

long distance and geographical close relationship [11]. 
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Fig. 1. Hyperpersonal Model of CMC (Spitzberg, 2006) 

 
B.  Privacy Calculus 
 

Intentions to reveal private information is often seen as a 
consequences of a rational, shared assessment of the 
perceived risks and perceived benefits of privacy, which are 
negatively associated with the minds of the individuals [12]. 
The more people expect to get advantages with social 
networking sites, the more they reveal information about 
them, except the people who have interested in privacy. At 
the same time, self-sufficient individuals in privacy will 
participate in more automatic deactivation behaviors [13]. 
However, it indicates that certain people have eagerness to 
create protective behaviors in self-determined whereas fear 
or anxiety are not sufficient to change behavior effectively. 
In addition, people are asked to show clearly that they 
believe in a person's ability to perform a certain behavior 
[14]. In fact, people place risks and benefits based on their 
future impact when using a particular platform or product. 
Basically, people have no exact knowledge to what these 
risks and benefits are, so they depend on past events, 
intuition or visualization to carry out the evaluation.  

The application perspective relates to social networking 

sites (SNS) point out that when users place the perceived 

benefits higher than privacy risks, they are often vague and 

uncertain about to disclose certain information [15]. On the 

other hand, the creation of self-protection behaviors can be 

difficult in any context, since behaviors to protect privacy 

require a practical knowledge of the many privacy 

configurations available and changing over time [16]. The 

notion of privacy is limited to a physical attribute as 

perception of privacy by considering on how much physical 

distance between people and their family become the 

greatest resource and protection from the external and 

internal threats [17]. 

 

C.  Privacy Trade-off Relationship 
 

The survey found that the majority of respondents 
reported that misdemeanors were the most worrisome 
compare to the security threats with 88% said that pick-
pocketing is the highest concern followed by antisocial 
behavior (62%) and vandalism (56%). Meanwhile, it is only 
34% of respondents reported terrorism as a concern to their 
security while at around 21% said that they are aware of the 
potential misuse in the travel data for tracking individuals’ 
whereabouts [18]. Governments are not only interested in 
collecting data from individuals but also commercial firms, 
IT corporations, even a small amateur website that stores 
data from the user’s web. In the era of the big data and 
smart services, the tracking process of web browsing, social 
activities, purchasing records and geographic locations 
transmitted by smartphones and government center can 
reveal more information about us than we can imagine [19]. 
The reality of security and privacy is mathematical, 
depending on the probability of different risks and the 
effectiveness of different countermeasures since it is not 
necessary to accept less than one to obtain more than the 
other. Therefore, security affects privacy only when it is 
based on identity and there are limitations in approach [20].  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 2. Privacy Calculus with Measurement of Trust (Dinev, et al, 2006) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Privacy Trade-off Relationship (Schneier, 2008) 

 

D. Privacy-protective Behavior 
 

Deceptive behavior can sustain the information flow in 
the simultaneous process of social interactions through 
Internet and thus reduce the chances of irritating the others  
[21]. It is necessary to establish a legal framework for 
exercising the right to reuse information from the public 
sector that all institutions collect, process and store personal 
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data must adopt a set of formal regulatory procedures to 
guarantee the protection of personal data [22]. On the other 
hand, the weaker perception in establishing privacy policy in 
the company, the degree of privacy concern become greater 
to use protective strategies. The company’s strong privacy 
policy is effective in eliminating consumer privacy concern 
when low sensitivity data is collected, but insufficient in the 
opposite type of data. At the same time, the consumer 
privacy concern greatly increases when the collection of 
sensitive data was inconsistent with the business context 
[23]. Meanwhile, privacy concerns have influenced the 
intention to buy with strong negative impacts, either directly 
or indirectly through trust but had no impact on the choice 
strategies on privacy issues, nor the moderated effect of 
reputation on privacy concerns or trust [24].  

 
companies have to focus on consumers who are less 

protective of their privacy by offering personalized 

experience. In trying to offer value to consumers who are 

more willing to participate in personal service, companies 

are likely to increase consumer benefits towards advertising.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 4. Privacy-Protective Behavior Cause and Effect (Jiang, et al, 2013) 

 

E.  Personalization Privacy Paradox 
 

The idea of involving young people to share their private 

lives online through allowing huge amounts of data can be 

accessed by commercial and governmental entities is 

something that previous generation have fought and still 

struggle to maintain privacy because most of them do not 

fully understand the Internet’s nature and its implications  
[25]. Paradoxically, government agencies and marketers 

collect personal data about consumers for several reasons 

such as monitoring, analysis, comparison or decision-

making. Meanwhile, for the company to remain competitive, 

they are required to rely on large amounts of information to 

establish relationship with existing customers and attract 

new business [26]. Since the ease and availability of e-

commerce platforms reduce FtF interaction, companies 

should use consumer information to try to provide a 

personalized service that can increase the value and, 

therefore, consumer loyalty [27]. Based on their research, it 

is suggested that a person in charge of privacy in some 

 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 5. Personalization Privacy Paradox Assumption (Blank, et al, 2014) 

 

F.  Privacy Enhancing Technologies 
 

Privacy is a negotiation process between public and 

private sectors, modifying what a person wants to protect 

and what they want to share at any given time and context  
[28]. To prevent attackers from attempting to violate user’s 

privacy, a wide variety of PETs should be in their disposal 

such as proxy-based technologies and protocols that exploit 

collaboration between users or mechanisms that benefit 

from data interruption with users must rely fully on the 

service providers [29]. On the other hand, some consumers 

have different psychological privacy costs, which they 

believe that they are less likely to be exposed to danger than 

the others [30]. Of course, strict legislation regulates their 

activities, but it is extremely difficult for them to protect 

themselves against act of piracy or disgruntled employees. 

In a scenario without conflict, however, the use of such data 

by legal professionals such as doctors and pharmacists 

requires access to the data in some way [31]. As enhanced 

privacy technologies become more widely available and 

increasingly integrated into consumer products such as 

messaging application, people want to protect the privacy in 

a variety context in which they interact with the providers 

directly due to its sensitivity [32]. 
 

III. RESEARCH METHODOLOGY 
 

In this paper, the method for systematic review refer to 

the step by step provided by PRISMA 2009 based on the 

procedure explained [33], which are mapping the field, 

comprehensive research, quality assessment, data extraction, 

synthesis and write-up. It aims to provide a complete and 

extensive details of privacy protection through minimizing 

bias that adhere to standards for gathering, analyzing and 

reporting evidence. 
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A.  Mapping the Field 
 

Examining a narrow research question or research area 
will make task much simpler, faster and easier. To establish 
to what extent existing research has progressed and to guide 
the research activities, the mapping process required to 
identify the research questions, which comprises of drivers 
as primary question, while barriers and measurement as 
secondary questions. Overcoming the barriers will enhance 
the process of privacy protection, while the measurement 
has the importance to set criteria to follow for. 
 

What is the drivers in the privacy protection?  
Is barriers disrupt the effectiveness of privacy 

protection? How to measure the privacy protection in the 

different electronic platform? 
 
B.  Comprehensive Research 
 

There are numerous papers that are not used after the 
process reviewed take in place because the content and 
discussion are not relevant to those three research question 
on what are the drivers and measurement in the privacy 
protection. The elimination based on theme in the research 
question, which address the driver, barrier and measurement 
in the privacy protection. Therefore, these theme also used 
in this research study as the limitation while specific sources 
of the online databases used namely IEEE, ScienceDirect, 
ACM, JSTOR, Wiley, SpringerLink, Taylor & Francis, 
PLOS One and Oxford. The process of searching relevant 
papers consist of two stages: the first one is to identify and 
select the documents that contain the specified search term 
with the advanced search function available in the 
respectable online database. Then, the second one, to 
conduct the scanning process of paper references and seeks 
to identify more point in the literature with several citations 
such as the influence of the respectable documents, also 
taking into account the relevance of the topic to the research 
question and electronic platform based on the highest 
popularity. 
 

 
 TABLE I.  SEARCH RESULTS OF PRIVACY PROTECTION IN ONLINE 

       DATABASES       
                

 Online     Privacy Protection  
Total 

 

Databases 
   

Drivers 
  

Barriers 
 

Measurement 
 

          
                

 IEEE Xplore    74   55   466   594  
                

 ScienceDirect    5,411  8,684  9,832  23,927  
                

 ACM Digital   
31 

  
43 

  
485 

  
559 

 
 

Library 
           

                

 JSTOR     4,815  7,092  5,262  17,169  
                

 Wiley Online   
19,220 

 
10,866 

 
26,979 

 
57,065 

 
 Library         

                

 SpringerLink    8,852  13,114  13,266  35,232  
                 

 Taylor  &   
20,995 

 
11,909 

 
27,576 

 
60,480 

 
 

Francis Online 
      

              

 PLOS One    14   35   176   225  
                 

 Oxford     
27 

  
44 

  
175 

  
246 

 
 

Academic 
          

               

 Total    59,438  51,842  84,217  195,497  
                 

 

 TABLE II.  SEARCH RESULTS OF PRIVACY PROTECTION BASED ON 

      THE ELECTRONIC PLATFORM       
                    

         Privacy Protection    

 Electronic    

e- C
o

m
m

er
c

e 

 

e- Le ar ni ng
 

 

e- H
e

al
t

h 

 

e- V
o

tin g 

 

e- B
u

si
n

es
s 

                  

 Platform                  

                   
 IEEE Xplore    167   15   81   15   73  

 ScienceDirect   4,634  6,028   11,240  2,011  10,598  
 ACM Digital   

363 
  

557 
  

392 
  

246 
  

486 
 

 Library              

                   

 JSTOR    1,127  155   289  48  313  
 Wiley Online  

13,186 
 

22,605 
  

28,691 
 

5,690 
 

19,185 
 

 
Library 

         

                   

 SpringerLink   5,380  876   1,287  415  2,621  
 Taylor  &  

10,092 
 

16,636 
  

18,434 
 

4,727 
 

14,146 
 

 

Francis Online 
       

                 

 PLOS One    7   71   184   9   41  
 Oxford     

70 
  

60 
  

111 
  

24 
  

141 
 

 Academic             

                  

 Total    35,026  47,003  60,709  13,185  47,604  
                    

 
The search result in the table indicated that privacy 

protection and measurement has displayed higher result in 

various online database compare to driver and barrier, but 

the primary question 
 
C.  Quality Assessment 
 

Inclusion criteria try to find the most relevant documents 

based on search queries to support the research question and 

aim to be used for data extraction, while the exclusion 

criteria attempt to set the boundary by discarding 

unnecessary documents. The selection phases utilized the 

search keywords or terms based on representative phrases, 

which has shown that in major circumstances that the title of 

the document provides adequate support for inclusion in the 

study domain rather than the exclusion one [34]. It is related 

to minimum results, research methodology, appropriate 

measures, evaluation scheme and monitoring study while 

exclusion criteria do not include any data, population or  
sampling method, incorrect research design, 

misrepresentation with privacy protection and misleading 

framework or model. In the case of the title is not sufficient 

to determine whether the paper should be included, then the 

abstract is read and, if necessary the introduction is 

examined and finally, the entirety of the content. 

Meanwhile, the filtering was done by selecting the relevant 

paper mainly based on novelty, the assignment of the 

author, the appointment and the representation from each 

online library, which were evaluated based on quality 

assessment (QA) questions:  
1) Are the inclusion and exclusion criteria has been 

well-defined or inferred?  
2) Is literature search has covered additional or broad 

range of the studies?  
3) Is the context of the component in the privacy 

protection become primary or focused?  
4) Is specific type of electronic platform influence the 

process of privacy protection well presented? 
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 TABLE III. THE RESULT OF QUALITY ASSESSMENT 

      

QA  Yes  Partly No 

QA1  Clearly defined Implicit Cannot be inferred 
QA2  Additional search No strategy Restricted 

QA3  Primary Summary Not specified 

QA4  Presented Addressed Not mentioned 
 

The scoring procedure was Y=1, P=0.5 and N=0 or 

unknown, which refinement process have been done by 

allocating 4 paper for single authors or journals for 

assessment independently as justification for repeated 

investigation in the similar topic to select the best paper 

among them, which also based on filtering process with the 

period of 5 years since 2014, then at least have been cited by 

single paper and contextual setting with specific electronic 

platform from every online library [35].  
 TABLE IV.  NUMBER OF RESULTS OBTAINED AFTER SPECIFIC 

     CRITERIA USED      
              

 Online  Results   
Filtering 

 
Refinement 

 Initial 
 

Databases 
 

Found 
    

Selection           

 IEEE Xplore 582  276   27  17  
              

 ScienceDirect 749  383   200  34  
               

 ACM Digital 
4,565 

 
1,877 

  
142 

 
14 

 
 Library       

              

 JSTOR  179  19   12  3  
               

 Wiley Online 
5,255 

 
1,576 

  
934 

 
52 

 
 Library       

              

 SpringerLink 1,074  499   299  46  
               

 Taylor & 4,594 
 

1,443 
  

303 
 

15 
 

 Francis Online      

             

 PLOS One 213  168   49  3  
               

 Oxford  
6,723 

 
3,149 

  
138 

 
3 

 
 

Academic 
     

             

 Total   23,934   9,390   2,104   187  
               

 
D. Data Extraction  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 6. Data Extraction Process 

 
A data extraction model is adapted from Biolchini et al. 

[36], which explain that each selected paper should includes 

a complete reference, the author(s), their institution and the 

country in which they are found through the number of 

citations. There are four phases of data extraction that 

involves initiation, planning, execution and closure, with 

considering the relevance and popularity of framework or 

model presented in the paper as the initial selection. 

 

E.  Synthesis  
TABLE V.  THE RESULT OF QUALITY ASSESSMENT  

      

Contextual Commerce Learning Health Voting Business 
Setting            

Legal Meltzer  Xu [55] Kalra, Wang, Lupo [45] 
Regulation [48]     et al et al   

      [46]  [62]    
Social Norm Turban, et       Buchi, et 

 al [52]        al [60]  

Technology    Albert  Ariani,   Duncan, 
Solution    [58]  et al   et al [43] 

      [53]      
Political    Eijkman     Duff [59] 

Interest    [63]        

Economic Turban, et Lutz, et     Calo & 
Value al [51]  al [61]      Rosenblat 

          [44]  
Com. Krafft, et Allen  Ma, et     

Channel al [39]  [54]  al [49]     
Organ. Risk        Lubis  Han, et al 

        et al [42]  

        [57]    

Strategic    Brooks  Samavi Lubis    

Management    et al et al &    

    [50]  [40]  Kartiwi   
        [56]    

Search Niu, et al       Zhang, et 

Technique [37]         al [38]  

Big Data Yi, et al       van Evert, 
 [41]         et al [47] 

            
 

In this process, the study connect the dot and point from 

the whole, which related to the context, factors and criteria 

to form the result in identifying the driver, barrier and 

measurement from privacy protection that at certain 

circumstances can be interchangeably the response and 

actors. From the initial selection, there are various factors 

that become driver, barrier and measurement, which in this 

case have been combined into 10 umbrellas namely legal 

regulation, social norm, technology solution, political 

interest, economic value, communication channel, 

organizational risk, strategic management, searching 

technique, and big data to specify the context of 

conceptualizing. Process synthesis is the step in design 

where the academician selects the component parts and how 

to interconnect them to create flow chart and decide the 

formula and interpret the result. 
 

IV. DISCUSSION 

 
A.  Privacy Concern and Rights 
 

Privacy concern can be understood as the reaction of 

privacy security and also as a motivator for users to take 

care of their personal information and more customized 

services [64]. The involved stakeholders should possess 
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certain internal and external characteristics to protect 

personal data such as privacy concerns, social exposure, 

cultural values, religious views, perceived benefits and 

threats, privacy expectation and satisfaction [65]. However, 

there is a risk shift phenomenon in which users 

demonstrated risk-taking behaviors to continually use 

service that indicated users may take risks of possible 

privacy violation in exchange for functional and non-

functional benefits. Most people agreed with the concepts of 

privacy as a human right but had more diverse viewpoints 

on privacy as a right not to be annoyed, which revealed a 

contradiction between privacy right and privacy norms [66]. 

However, even with the best attempts at education, many 

users will be left unqualified to make their own privacy 

decisions for every scenario because of the complexity [67].  
Designing any privacy protection means the construction 

of a set of protocols that will satisfy the privacy 

requirements for the system without compromising the 

privacy of the individual datasets of the participants [68]. 

Therefore, many countries has been adopted democracy 

system as their political instrument to run their public 

service even though at some aspects there is major or minor 

differences of implementation such as the hierarchal power, 

responsibility limitation, aspiration channel, rights of leader, 

legal interpretation and so on. In networking devices and 

cyber worlds, people are usually expected to recognize a 

latest collection of the restriction in order to realize the 

importance of privacy right within the realms. The 

perspective of communication process has indicated 

particularly effective as a beginning point for academic 

discussion and observational studies of privacy compare to 

the practical use of IT, at least to social media and emerging 

issues influenced by its rapid advancement [69]. 
 
B.  Privacy Advocates and Policy 
 

Decisions made by individual consumers to retain data 

may have significant negative externalities to the overall 

capacity of the community to obtain the benefits of large 

data, which indicate access to a wide range of information, 

and the decisions of individual companies may have 

externalities significant negative in the privacy of citizens  
[70]. Unfortunately, although privacy advocates and policy 

makers defend privacy issues, they generally pay little 

attention to them. Citizen participation increases the quality 

of the policy that is being developed, creates them to be 

more practical and relevant and provides services more 

effectively and efficiently. It is also a means for the 

government to maintain its relationship with citizens by 

verifying its reputation and prestige. On the other hand, non-

legal exposure can increase the resistance of citizens to 

accept the new technology adopted compared to what 

remains in the traditional way. In addition, providing 

opportunities for a variety of reasons by responding to 

criticism allows citizens to set priorities. This inspires 

greater responsibility for solutions and the application of 

policies to foster a sense of cohesion, belonging and a sense 

of empowerment, which can improve adaptability [71]. 

Thus, there is no legitimate excuse to reject the benefit 

offered if the voters consider the chance to casting vote not 

just as use their right but also their duty [72].  
This intrusive and retaliatory nature of the registry has 

attracted the attention of defenders of personal privacy in 

various fields. There is an urgent need to understand the 

implications of privacy, in the form of external and internal 

threats, in such everywhere technology. Different 

professionals and researchers have explored different ways 

of understanding these privacy implications, proposing, 

designing and developing different frameworks to mitigate 

specific threats [73]. In the policy, decision making can also 

be influenced by different kinds of biases such as time 

constraints, time inconsistency, immediate gratification and 

optimistic bias. These biases are often non-conscious but 

play a major part in the eventual decision-making [74]. 

Using the action scope ensures the system security, and 

reduces the complexity of the access policy [75, 84]. In 

developing the privacy policy, it is critical that organizations 

address information quality in relate to current privacy 

issues such as accuracy, completeness, currency and 

reliability of information connected to data subject due to its 

public availability [76, 83]. On the other hand, the 

institution should provide clear understanding of several 

privacy attributes into their privacy policy such as retention,  
availability, integrity, accuracy, confidentiality, 

accessibility, operational, procedural and mechanical [77]. 

Interestingly, the user expects that their privacy is protected 

in a safe and active way. Nonetheless, the occurrence of 

dilemma is obvious due to the marketing campaign, 

consumption, policy and legislation as an interaction 

problem, which changes the user's focus to determine the 

importance of their personal data and organize them to 

analyze the data management process. [78-82]. 
 

V. CONCLUSION 
 

The people are now have been challenged a new type 

of mechanism that set the different kind of boundaries 

within privacy implications compare to any existing 

evolution based on previous generation. Therefore, public 

has realistic expectation for electronic platform 

implementation, in which privacy to outweigh other value, 

by allowing limited access for the information but at same 

time restricted the access for unnecessary purpose. 

Conducting a systematic review can clearly stated a set 

objective for reproducible methodology and assessing the 

validity of the findings of the included study to avoid bias. 

In this systematic review, this study combines concepts, 

experimental results and gaps in the literature and analyzes 

them in order to understand the feasibility and possible 

development of privacy protection in relation to current and 

future requirements, which related to driver, barrier and 

measurement. The study also uses a broad and multi-

dimensional perspective to analysis the factor in various 

electronic platform. 

 

REFERENCES 
 
[1] M. Swan. “The quantified self: Fundamental disruption in big data 

science and biological discovery”. Big Data 1(2), pp. 85–99. 2013. 
 
[2] Y. McDermott. “Conceptualizing the right to data protection in an era 

of Big Data”. Big Data & Security, January-June 2017, pp. 1-7. 
 
[3] C.F. Karpowitz, J.Q. Monson, L. Nielson, K.D. Patterson, & S.A. 

Snell. “Political Norms and the Private Act of Voting”. Public 
Opinion Quaterly, vol 75 (4), 1 November 2011, pp. 659-685. 

 
[4] P.B. Newell. “A Cross Cultural Comparison of Privacy Definitions 

and Functions: A System Approach”. Journal of Environmental 
Psychology, 18, 1998, pp. 357-371. 

325

Atlantis Highlights in Engineering (AHE), volume 2



[5] W.A. Parent. “Privacy, Morality and Law”. Philosophy & Public 
Affairs, 12 (4), 1983, pp. 269-288. 

 
[6] A. Karahasanovic, P.B. Brandtzaeg, J. Vanattenhoven, B. Lievens, 

K.T. Nielsen, & J. Pierson. “Ensuring Trust, Privacy and Etiquette in 
Web 2.0 Applications”. IEEE Computer Society 42, 2009 pp. 42-49. 

 
[7] T. Allmer. “A Critical Contribution to Theoritical Foundations of 

Privacy Studies”. Journal of Information, Communication and Ethics 
in Society, vol. 9(2), 2011, pp. 83-101. 

 
[8] C. Raab & B. Goold. Protecting Information Privacy. Equality and 

Human Rights Commission Research Report series no 69, 2011. 
 
[9] J.B. Walther, B.V.D. Heide, A. Ramirez & J. Pena. Interpersonal and 

Hyperpersonal Dimensions of Computer-mediated Communication. 

The Handbook of the Psychology of Communication Technology, 1
st
 

Edition, John Wiley & Sons, Inc, 2015. 
 
[10] B.H. Spitzberg. “Preliminary Development of a Model and Measure 

of Computer-mediated Communication (CMC) Competence”. 
Journal of CMC, vol. 11(2), August, 2006. 

 
[11] C.J. Gentile. Using Attachment Theory and the Hyperpersonal Model 

to Examine Relationship Maintenance, Satisfaction and Affectionate 
Communication in Romantic Relationships. Master Thesis, Western 
Michigan University, 2013. 

 
[12] F. Kehr, D. Wentzel & P. Mayer. “Rethinking the Privacy Calculus: 

On the Role of Dispositional Factors and Affect”. ICIS 2013, Milan. 
 
[13] T. Dienlin, M.J. Metzger. “An Extended Privacy Calculus Model for 

SNSs:   Analyzing   Self-Disclosure   and   Self-Withdrawal   in   a 
Representative U.S. Sample”. J. of CMC, vol. 21(5), August, 2016. 

 
[14] R.W. Rogers. Cognitive and physiological processes in fear appeals 

and attitude change: A revised theory of protection motivation. In J. 
T. Cacioppo, R. E. Petty, & R. E. Petty (Eds.), Social 
psychophysiology: A sourcebook. New York: Guilford Press. 1983. 

 
[15] R.S. Laufer & M. Wolfe. “Privacy as a Concept and a Social Issue: A 

Multidimensional Developmental Theory”. Journal of Social Issues, 
33(3), 22–42, 1977. 

 
[16] A.E. Marwick & D. Boyd. “I tweet honestly, I tweet passionately: 

Twitter users, context collapse, and the imagined audience”. New 
Media & Society, 13(1), 114–133, 2011. 

 
[17] T. Dinev, M. Bellotto, P. Hart, V. Russo, I. Serra & C. Colautti. 

“Privacy calculus model in e-commerce - a study of Italy and the 
United States”. European Journal of Information Systems, 15, pp. 
389-402, 2006. 

 
[18] S. Patil, D. Potoglou, H. Lu, N. Robinson & P. Burge. “Trade-off 

across Privacy, Security and Surveillance in the Case of Metro Travel 
in Europe”. ETC 2013, September. Frankfurt. 

 
[19] K.B. Ahmed, M. Bouhorma & M.B. Ahmed. “Age of Big Data and 

Smart Cities: Privacy Trade-Off”. IJETT, vol. 16(6), Oct 2014. 
 
[20] B. Schneier. “The Psychology of Security”. AFRICACRYPT, 2008, 

pp. 50-79. Casablanca. 
 
[21] Z. Jiang, C.S. Heng & B.C. Choi. ”Privacy Concerns and Privacy-

Protective Behavior in Synchronous Online Social Interaction”. 
Information System Research, 24 (3), 2013, pp. 579-595. 

 
[22] D. Krivokapic, D. Krivokapic, I. Todorovic & S. Komazec. "Mapping 

Personal Data Flow and Regulatory Compliance in Serbian Public 
Institutions". Management 2016/80, pp.1-10. 

 
[23] M. Lwin, J. Wirtz & J.D. Williams. “Consumer Online Privacy 

Concerns and Responses: A Power-Responsibility Equilibrium 
Perspective”. J. of the Acad. Mark. Sci. (2007), 35, pp. 572-585. 

 
[24] M.A. Eastick, S.L. Lotz & P. Warrington. "Understanding Online B-

to-C Relationships: An Integrated Model of Privacy Concerns, Trust 
and Commitment". J. of Business Research, 59 (2006), 877-886. 

 
[25] G. Blank, G. Bolsover & E. Dubois. A New Privacy Paradox: Young 

People and privacy on social network sites. Internet Institute, Global 
Cyber Security Capacity Centre. Oxford Martin School. 2014. 

 
[26] S. Barnes. “A privacy paradox: Social networking in the United 

States”. First Monday, 11 (9). 2006. 
 
[27] N.F. Awad & M.S. Krishnan. “The Personalization Privacy Paradox: 

An Empirical Evaluation of Information Transparency and the 
Willingness to be Profiled Online for Personalization”. MIS Quaterly, 
30 (1), pp. 13-28, 2006. 

 
[28] A.   Acquisti.   “Protecting   privacy   with   economics:   Economic 

Incentives  for  Preventive  Technologies  in  Ubiquitous  Computing 
Environments”. Proc. of Workshop on Socially Informed Design of 
Privacy-enhancing Solutions, 4th UBICOMP, 2002. 

[29] J. Parra-Arnau, D. Rebollo-Monedero & J. Forne. “Privacy-
Enhancing Technologies and Metrics in Personalized Information  
Systems”. Studies in Computational Intelligence 567, pp. 423-442. 
January 2015. 

 
[30] S-H. Chun. “Privacy Enhancing Technologies (PETs) and Investment 

Strategies for a Data Market”. Procedia-Social and Behavioral 
Sciences 185 (2015), pp. 271-275. 

 
[31] E. Ayday, J.L. Raisaro, U. Hengartner, A. Molyneaux & J.P. Hubaux. 

“Privacy-preserving Processing of Raw Genomic Data”. EPFL-
REPORT-187573 (2013). 

 
[32] T. Caulfield, C. Ioannidis & D. Pym. “On the Adoption of Privacy-

Enhancing Technologies”. GameSec 2016: Decision and Game 
Theory for Security, pp. 175-194. 

 
[33] J.K. Jesson, L. Matheson & F.M. Lacey. Doing Your Literature 

Traditional and Systematic Technique. London: SAGE, 2011. 
 
[34] S.R. Shirzad & D. Bell. “A Systematic Literature Review of Flexible 

e-Procurement Marketplace”. J. of Theoretical and Applied 
Electronic Commerce Research, vol. 8(2), August 2013, pp. 49-70. 

 
[35] B. Kitchenham, O.P. Brereton, D. Budgen, M. Turner, J. Bailey & S.  

Linkman. “Systematic literature reviews in software engineering-A 
systematic literature review”. Information and Software Technology, 
vol. 51, no. 1, pp. 7-15, 2009. 

 
[36] J. Biolchini, P. G. Mian, A. C. Natali, and G. H. Travassos. 

Systematic Review in Software Engineering. System Engineering and 
Computer Science Department COPPE/UFRJ, Rio de Janeiro, Brazil, 
Technical Report ES 679/05, 2005. 

 
[37] B. Niu, Q. Li & X. Zhu. “Enhancing Privacy through Caching in 

Location-based Services”. INFOCOM 2015. 
 
[38] L. Zhang, T. Jung, C. Liu, X. Ding, X-Y. Li & Y. Liu. “POP: 

Privacy-Preserving Outsourced Photo Sharing and Searching for 
Mobile Device”. Int. Conf. on Distributed Computing Systems 2015. 

 
[39] M. Krafft, C.M Arden & P.C. Verhoef. “Permission Marketing and 

Privacy Concerns-Why Do Customers (Not) Grant Permissions?”. 
Journal of Interactive Marketing 39 (2017), pp. 39-54. 

 
[40] R. Samavi, M.P. Consens & M. Chignell. “PHR User Privacy 

Concerns and Behaviors”. Procedia C.S. 37 (2014), pp. 517-524. 
 
[41] X. Yi, F-Y. Rao, E. Bertino & A. Bouguettaya. “Privacy-Preserving 

Association Rule Mining in Cloud Computing”. ASIA CCS 2015, pp. 
439-450. 

 
[42] W. Han, Y. Zhang, Z. Guo & E. Bertino. “Fine-Grained Business 

Data Confidentiality Control in Cross-Organizational Tracking”. 
SACMAT 2015, pp. 135-145. 

 
[43] D.  Duncan,  V.  Nadella,  A.  Bowers,  S.  Giroux  &  J.D.  Graham.  

“Bumpy Design: Impact of Privacy and Technology Costs on Support 
for Road Mileage User Fees”. National Tax Journal, vol. 67(3), pp. 
505-530, 2014. 

 
[44] R. Calo & A. Rosenblat. “The Taking Economy: Uber, Information 

and Power”. Columbia Law Rev. 117(6), 2017, pp. 1623-1690. 
 
[45] G. Lupo. “Evaluating e-Justice: The Design of an Assessment 

Framework for e-Justice Systems”. eAccess to Justice, Univ. of 
Ottawa Press, 2016, pp. 53-94. 

 
[46] D. Kalra, V. Stroetmann, M. Sundgren, D. Dupont, I. Schlunder, G. 

Thienpont, P. Coorevits & G. De Moor. “The European Institute for 
Innovation through Health Data”. Learning Health Sys. 1(1), 2016. 

 
[47] F.K. van Evert, S. Fountas, D. Jakovetic, V. Crnojevic, I Travlos & C.  

Kempenaar. “Big Data for Weed Control and Crop Protection”. Weed 
Research, vol. 57(4), 2017. 

 
[48] J.P.   Meltzer.   “The   Internet,   Cross-Border   Data   Flows   and 

International Trade”. Asia & the Pacific Policy Studies, 2(1), 2014. 
 
[49] Y. Ma, C. Du, T. Cai, Q. Han, H. Yuan, T. Luo, G. Ren, G. Mburu, B.  

Wang, O. Golichenko & C. Zhang. “Barriers to Community-Based 
Drug Dependence Treatment: Implications for Police Roles,  
Collaborations and Performance Indicators”. J. of the International 
AIDS Society, vol. 19(4S3), 2016. 

 
[50] D. Brooks, M. Douglas, N. Aggarwal, S. Prabhakaran, K. Holden &  

D. Mack. “Developing a Framework for Integrating Health Equity 
into the Learning Health System”. Learning Health Sys. 1(3), 2017. 

 
[51] E. Turban, J. Whiteside, D. King & J. Outland. Implementation 

Issues: From Globalization to Justification, Privacy and Regulation. 
Into to E-Commerce and Social Commerce, pp 383-413, 2017. 

 
[52] E. Turban, J. Outland, D. King, J.K. Lee, T-P. Liang & D.C. Turban. 

E-Commerce: Regulatory, Ethical and Social Environments. E-
Commerce 2018, pp. 573-612. 

326

Atlantis Highlights in Engineering (AHE), volume 2



[53] A. Ariani, A.P. Koesoema & S. Soegijoko. “Innovative Healthcare 
Applications of ICT for Developing Countries”. Innovative 

Healthcare System for 21
st

 Century, pp. 15-70, 2017. 

[54] M.  Allen.  “Transformational  Organizational  Change,  Reinforcing  
Structures and Formal Communication”. Strategic Communication for 
Sustainable Organizations, pp. 139-188, 2016. 

 
[55] J. Xu. “Technology Foundation and Talent Management for Digital 

Enterprise”. Managing Digital Enterprise, pp. 27-49. 2014. 
 
[56] M. Lubis & M. Kartiwi. “Privacy Concern and Perceived Benefits 

towards Privacy and Election in Indonesia”. IEEE ICT4M 2014. 
 
[57] M. Lubis, M. Kartiwi & S. Zulhuda. “Election Fraud and Privacy 

Related Issues: Addressing Electoral Integrity”. IEEE ICIC 2016. 
 
[58] T. Albert. Measuring Technology Maturity: Theoritical Aspects. 

Measuring Technology Maturity, pp. 9-113, 2016. 
 
[59] A.S. Duff. “Rating the Revolution: Silicon Valley in Normative 

Perspective”. Information, Communication & Society, 19(11), 2016. 
 
[60] M. Buchi, N. Just & M. Latzer. “Caring is not Enough: the Important 

of Internet Skill for Online Privacy Protection”. Information, 
Communication & Society, 20(8), 2017. 

 
[61] C. Lutz,  C.P. Hoffmann, E. Bucher & C. Fieseler.  “The Role of  

Privacy Concerns in the Sharing Economy”. Information, 
Communication & Society, 21(10), 2018. 

 
[62] C. Wang, X. Zhang & Z. Zheng. “Cryptanalysis and Improvement of 

a Biometric-Based Multi Server Authentication and Key Aggrement 
Scheme”. PLoS ONE 11(2): e0149173, 2016. 

 
[63] Q.  Eijkman.  “Digital  Security Governance and  Risk  Anticipation:  

What about the Role of Security Officials in Privacy Protection”. Int. 
Political Sociology, 8(1), pp. 116-118, 2014. 

 
[64] X. Li. & X. Chen. “Factors Affecting Privacy Disclosure on Social 

Network Sites: An Integrated Model”. International Conference on 
Multimedia Info. Networking and Security (pp. 315-318). 2010. 

 
[65] T. Dinev. “Why would we care about privacy”. European Journal of 

Information Systems, 23 (2), pp. 97-102. 2014. 
 
[66] H-Y. Huang & M. Bashir “Is Privacy a Human Right? An Empirical 

Examination in a Global Context”. Annual Conference on Privacy, 
Security and Trust, pp. 77-84, 2015. 

 
[67] D.S. Allison, M.A. Capretz & S. Tazi. “A Privacy Manager for 

Collaborative Working Environments”. Workshops on Enabling 
Technologies: Infrastructure for Collaborative Enterprises, pp. 110-
116, 2013. 

 
[68] H. Qusa. “Does a privacy risk impose a real threat in collaborative 

environments?” Palestinian International Conference on Information 
and Communication Technology, pp. 66-70, 2013. 

 
[69] M. Lubis, M. Kartiwi & S. Zulhuda. “Privacy and Personal Data 

Protection in Electronic Voting: Factors and Measures”. Telkomnika 
15(1), pp. 512-521, 2017. 

[70] R.H. Sloan. & R. Warner. Big data and the 'New' Privacy Tradeoff. 
Chicago-Kent College, Law. 2013. 

 
[71] M. Lubis, M. Kartiwi & S. Zulhuda. “Current State of Personal Data 

Protection in Electronic Voting: Criteria and Indicator for Effective 
Implementation”. Telkomnika 16(1), pp. 290-301, 2018. 

 
[72] M. Lubis & A.R. Lubis. “Dealing with Voters’ Privacy Preferences 

and Readiness in Electronic Voting”. Indonesian J. of Electrical 
Engineering Com. Science 11(3), pp. 994-1003, 2018. 

 
[73] M.S. Ferdous, S. Chowdhury & J.M. Jose. “Analysing Privacy in 

Visual Lifelogging”. Pervasive and Mobile Computing, 40 (2017), 
pp. 430-449. 

 
[74] S. Barth & M.D.T. de Jong. “The Privacy Paradox-Investigating 

Discrepencies between Expressed Privacy Concerns and Actual 
Online Behavior- A Systematic Literature Review”. Telematics and 
Informatics 34 (2017), pp. 1038-1058. 

 
[75] R. Elgendy, A. Morad, H.G. Elmongui, A. Khalafallah & M.S. 

Abougabal. “Role-task Conditional-Purpose Policy Model for Privacy  
Preserving Data Publishing”. Alexandria Engineering Journal 56 
(2017), 459-468. 

 
[76] E. Rosmaini, T.F. Kusumasari, M. Lubis & A.R. Lubis. “Insights to 

Develop Privacy Policy for Organization in Indonesia”. Journal of 
Physics: Conference Series, 978(1), 2018. 

 
[77] E. Rosmaini, T.F. Kusumasari, M. Lubis & A.R. Lubis. “Study to the 

Current  Protection  of  Personal  Data  in  the  Educational  Sector  in 
Indonesia”. Journal of Physics: Conference Series, 978(1), 2018. 

 
[78] M. Lubis & M. Kartiwi. “Privacy and Trust in the Islamic 

Perspective: Implication of the Digital Age”. ICT4M, 2013. 
 
[79] Allen & Overy LLP. “Preparing for the General Data Protection 

Regulation”. Article January, 2018. 
 
[80] UNICEF.   “Privacy,   Protection   of   Personal   Information   and 

Reputation Rights”. Discussion Paper Series: Children’s Rights and 
Business in a Digital World, 2016. 

 
[81] Privacy International. “The Keys to Data Protection”. A Guide for  

Policy Engagement on Data Protection. UK Registered Charity no. 
1147471. August, 2018. 

 
[82] A.L. Young & A. Quan-Haase. “Privacy Protection Strategies on 

Facebook”. Information Communication and Society, 16(4), May 
2013. 

 
[83] ICO. “Big data, artificial intelligence, machine learning and data 

protection”. Data Protection Act and General Data Protection 
Regulation 20170904, version: 2.2. 

 
[84] UNCTAD. “Data protection regulations and international data flows: 

Implications for trade and development”. United Nationas Conference 
on Trade and Development, April 2016. 

 
[85] UNDG. “Data privacy, ethics and protection: Guidance note on big 

data for achievement of the 2030 agenda”. United Nations 
Development Group, UNGlobalPulse 2017. 

327

Atlantis Highlights in Engineering (AHE), volume 2




