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Abstract—The paper analyzes the impact of digital business
on the formation of competitive advantages in the socio-
economic system in the Russian economy. The article
substantiates the position that the government of the Russian
Federation could significantly support the digitalization of the
Russian economy and improve the competitiveness of its socio-
economic system by developing a long-term strategy for the
modernization of the country's industry on the basis of the
principles of "Industry 4.0".
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1. INTRODUCTION

In modern conditions of development of world economic
relations and increasing global competition of national socio-
economic systems, a significant effect of the introduction of
digital technologies at the macroeconomic level can be
obtained in the manufacturing industry due to its high
complexity and technological lag of Russia from advanced
countries. Here, a major breakthrough in the field of
efficiency growth is possible in all parts of the value chain
— from the intensification of the development and market
launch of new products, synchronization of the production
chain and the supply of components to a significant increase
in efficiency at each stage of the reproduction process from
planning, production, quality control to the level of service
Thanks to the modernization of the Russian engineering
industry based on the principles of "Industry 4.0" can
significantly improve productivity in this industry, reducing
the gap from the most industrialized countries.

According to some scientists, the digital economy is a
system of socio — economic, cultural, organizational and
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technical relations, which are based on the use of digital
information and telecommunication technologies [1]. The
concept of the digital economy was normatively enshrined in
the Strategy of development of the information society in the
Russian Federation for 2017-2030, which defined the digital
economy as an economic activity, the most important factor
in which is digital data, processing and use of large volumes
of which will significantly improve the efficiency of various
types of production, storage, sale and delivery of goods and
services compared to traditional forms of management in
order to increase the level of socio-economic development of
the state [2].

The Russian economy as a whole is still significantly
behind the level of digitalization from the developed
countries of the world. According to McKinsey, the share of
the digital economy in Russia barely reaches 4%, while in
the US: 11, China: 10, EU: 8 countries, the Czech Republic,
Brazil: 6, India: 5.5 [3].

According to the level of digitalization, the most
important industries for Russia — mining, manufacturing
and transport lag behind the EU countries most. International
experience shows that it is difficult for industries lagging
behind in terms of digitalization to overcome the gap with
the leading industries [4]. This is due to the fact that
companies with low digital culture are unattractive for the
relevant specialists. In addition, lagging companies do not
have the skills and resources to develop, implement and scale
up new digital tools, products and services, which reduces
their competitiveness [5].

II.  TRAJECTORIES OF DIGITAL DEVELOPMENT OF THE
INDUSTRIAL SECTOR OF THE ECONOMY

The current policy of Informatization of the industrial
sector is to create a unified state information system of
industry (GIS) on the basis of the Ministry of industry and
trade of Russia. Within the framework of this service, a
single cross-sectoral Russian platform b2b was created,
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through which the interaction of participants in the
production cycle is carried out: enterprises; development
institutions and investors; industry associations, unions,
certified centers; public authorities [6], [7]. At the end of
2017, the turnover of the electronic trading platform GISP
amounted to 1140000 million rubles. In addition to the trade
service, GISP provides financial services, technology and
personnel transfer services, interaction with public
authorities, information services.

In the process of digitalization of the national economy
plays an important role the state, which provides legal
support and financing of these projects. Thus, according to
the Decree of the government of the Russian Federation "on
the implementation of the National technology initiative"
dated April 18, 2016 No.317 developed an action plan road
map "TechNet", which clearly defines the targets for the
development of digital and intellectual production. If the
Roadmap is implemented, by 2035 Russia will be able to
enter the ranking of the top 10 countries in the world that
have implemented advanced production technologies in their
industrial sector in "Table I".

The assessment of the target indicators of the road map
of digitalization of the Russian industry shows that Russia
sets quite achievable goals for entering the world market of

IT — technologies and implementation of its own
information restructuring of the production complex. It is
also worth emphasizing that the digitalization of the Russian
industry is a strategic direction of the state, which is an
integrator of the ongoing processes, while controlling the
entire course of the transition to the online platform. In this
process, the state will play the role of an integrator, initiate
the creation of digitalization infrastructure and ensure the
availability of the system for potential participants, and
companies will develop the digital industry themselves [8].

It should be remembered that situations should take into
account all the risks and threats accompanying the
restructuring of economic entities. The main risks are the
attacks of cybercriminals, as the results of 2016 alone
showed a significant increase in attacks and hacking of
information systems of various enterprises and organizations.
In this regard, there is a need to assess the existing risks and
challenges associated with the expansion of the range and
scope of digital services, including in industry.

Summing up the assessment of the dynamics of the
industrial sector growth, we note that the industry is
transforming and moving from production to processing,
which is an indicator of a new qualitative level of production
[10].

TABLE L THE TARGETS OF THE ROAD MAP —FECHNET” [9]
Indicator Measure unit | Current value 2017 2018 2019 2025 2035
Russia's share in the world markets of "Factories of the 0,28% 0,3% 0,4% | 0,5% 0,9% 1,5%
future" in the segment of engineering and design %
Number of companies-service providers for the creation 0 0 1 3 10 20
Of factories of the future in the ranking of the top 50
technological gazelles of the Russian Federation units'
Russia's  position in the Global Manufacturing 32 33 30 28 20 10
Competitiveness Index (or comparable) place
The export volume of the products obtained with the use | thousand - - - 1500000 80000000 | 800000000
of PPT rubles
The number of created Factories of the Future 0 0 3 5 17 40
"TechNet» units'
Number of test sites to be created (Testbed) "Factories of 0 2 3 4 10 25
the future» units'
Number of experimental digital centers (laboratories) of 0 0 1 3 10 15
Russian Federation certification units'
Number of specialists trained and retrained in advanced Not less than 30 | >200 1000 | 2000 20000 50000
production technologies man
"Industry 4.0" technologies make a significant

III.  ANALYSIS OF THE IMPACT OF DIGITAL BUSINESS ON
FORMATION OF COMPETITIVE ADVANTAGES OF SOCIO-
ECONOMIC SYSTEMS IN THE RUSSIAN ECONOMY

Digitalization opens up interesting prospects for business
to improve efficiency in the field of inventory management
and logistics processes of the enterprise. The introduction of
automated supply chain management systems allows
achieving significant optimization of stocks of finished
products, raw materials, spare parts stored in the warehouses
of the enterprise. Digital tools also reduce logistics costs,
help to plan routes more effectively, control the load of
transport, and more accurately prioritize logistics operations
throughout the enterprise.

contribution to the improvement of production safety and
labor protection at enterprises. First of all, it concerns the
possibility of placing sensors on equipment and personnel
for automated monitoring of their movements on the
production site, analysis of potentially dangerous actions,
prevention of injuries and accidents at work.

The process of developing new product types can also be
improved with the help of Industry 4.0 tools. Based on the
analysis of data on the actual use of products by customers,
the development of new types of products, as well as
improving the efficiency of the pre-sale analysis process
when introducing new products to the market can be carried
out.
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The introduction of individual elements of modern it
systems can also lead to improvements in staff productivity.
Modern systems with access to data from production lines
allow to reduce the number of mistakes made by employees
due to the optimal supply of raw materials, to ensure a more
complete load of production equipment and to reduce the
amount of waste.

The primary task of digital business is to identify
promising areas of application of "Industry 4.0" technologies,
as well as the development and implementation of a strategy
for their development. To successfully implement such a
strategy, it is necessary to clearly explain the benefits of
digital technologies at all levels of management, to create a
digital culture within the company that encourages
experimentation and rapid development of new technologies.

The presence of digital specialists in the company is the
most important factor in the success of the digital strategy, so
it is necessary to create a system of selection and retention of
such personnel and training of existing and potential
employees in digital disciplines. For this purpose, it is
necessary to develop educational programs in cooperation
with technology companies, universities and vocational
education organizations, including the provision of dual
specialties and training in enterprises.

The development of "Industry 4.0" technologies requires
a concentration of resources, so companies need to form
industry partnerships for joint financing of projects, risk
reduction, interaction with government agencies, technology
companies and research centers, within which to create
expert consulting centers, model enterprises, to develop
industry platforms, solutions and standards.

Large companies can interact with technology
entrepreneurs and digital specialists by creating their own
venture funds and business incubators specializing in
Industry 4.0 technologies, as well as through technology
competitions aimed at solving specific problems and
business problems.

Russia already has the necessary technological
groundwork to offer the domestic market high-quality
solutions in the field of "Industry 4.0"technologies. On the
basis of the innovation center "SKOLKOVO" created by the
cluster of information technologies, where the focus of the
company, leading the development and already have the
finished products in all segments of Industry 4.0; formed two
national consortium of Internet of things — the Russian
Association of Internet of things on the basis of
"SKOLKOVO" and the national consortium of industrial of
the Internet, created by "Rostelecom". The company also
stated its desire to work in the industrial Internet market and
create its own platform Mail.ru ahhh! At the enterprises of
machine-tool and aerospace industries, an integrated
platform for the industrial Internet of things of Russian
production relating to the technologies of "Industry 4.0"has
already been introduced. Moreover, the Russian software
solution in the field of computer-aided design is used by
Airbus, and unmanned systems for forklifts of the Russian
innovative company are used in the warehouses of
Volkswagen and Samsung.

The development by the Russian Government of a long-
term strategy for the modernization of the country's industry
on the basis of the principles of "Industry 4.0" and the use of
financial and non-financial mechanisms to stimulate demand
from companies for such technologies could significantly
support the digitalization of the Russian economy and
improve the competitiveness of its socio-economic system.
At the same time, it is important to motivate the industrial
business to attract Russian suppliers, engineering companies
and research centers for the development and
implementation of these technologies. Through this approach,
domestic demand will drive the development of local
technology companies and platforms. As part of this strategy,
the government could develop programs to localize advanced
foreign developments [4], increase government funding for
R & d in the field of digital industrial technologies, subsidize
the creation of experimental sites for testing Russian
technologies.

An important element of the state policy will be the
training of personnel in the field of new industrial
technologies, as well as support for corporate and regional
programs of retraining and advanced training, digital literacy
and development of new technologies by the personnel of
Russian industrial enterprises [11].

The state program "the Digital economy of the Russian
Federation" approved by the Decree of the Government
dated 28 July, 2017 No. 1632-p, defines the goals and
objectives within the framework of 5 basic directions of
development of digital economy in the Russian Federation
for the period up to 2024, which are defined in more detail in
the framework of the national development objectives of
presidential Decree No. 204 of 08.05.2018 [12].

The basic directions include regulatory regulation,
personnel and education, the formation of research
competencies and technical reserves, information
infrastructure and information security [13].

In our opinion, the issues of industrial modernization
within the framework of this Program are planned in
insufficient volume and format.

In the direction of the formation of the digital economy
ecosystem, which is closely related to the industry, it is
planned to achieve the following indicators by 2024:

"successful operation of at least 10 leading companies
(ecosystem operators) competitive in global markets;
successful operation of at least 10 industry (industrial) digital
platforms for the main subject areas of the economy
(including digital health, digital education and smart city");
successful operation of at least 500 small and medium-sized
enterprises in the field of digital technologies and platforms
and the provision of digital services" [14].

Thus, the Program plans the results of the construction of
platform-type companies and companies-operators of
ecosystems, but did not set the task of modernization of
industrial companies.
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IV. CONCLUSION

At the end of the study, we note that in accordance with
the processes of digitalization of the industrial sector of the
national economy, the directions of further development and
transformation of economic security systems that ensure the
continuity and protection of information online platforms
were proposed. To develop the proposed directions, a
systematic analysis of the dynamics of the industrial sector
was carried out, the results of the formation of the system of
GIS on the basis of the Ministry of industry and trade of
Russia were evaluated, and the main target indicators of the
road map "TechNet" were considered.

The directions of development and formation of the
information platform of the industry of Russia considered in
this article opened a number of problems with safety of the
online systems connected with its introduction. First of all,
the information nature must be addressed in the near future.
Today, the issues of increasing information security are
brought to the fore due to the frequent cyber-attacks on
information systems not only of financial structures, but also
of state institutions and industrial production complexes.

The model of competitiveness of the national economy of
the Russian Federation on the basis of digital technologies
should be based on indicators of digitalization of the industry,
especially today, during the deployment of the Fourth
industrial revolution.
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