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Abstract: The spoofing interference can mislead target receiver in reporting wrong position and
time, it is a serious threat to the security of global navigation satellite system (GNSS) applications.
The paper proposed an anti-spoofing method using the pseudo-range single-difference (PRSD)
measurements of two receivers; the method recognizes spoofing signal by analysing the signal-in-
space properties. Under the assumption that all the spoofing signals generating from the same
antenna, their incident directions are same. However, the signals’ incident directions are different
for spoofing-free case, as they come from different satellites. Based on this difference, a spoofing
decision variable is deduced. And the statistical characterization of the variable is analysed. In the
last, the spoofing detection performance is evaluated by Monte-Carlo simulations. When the
baseline is 2 meter long, the simulation results illustrated that if the false alarm rate is 0.01, the
spoofing detection probability is up to 99%.

1. Introduction

The position, velocity and time (PVT) services, provided by GNSS, have a large inference in our
daily life. Nowadays, various civilian applications such as aircraft navigation and landing systems,
electrical power distribution grids, digital communication networks, stock exchange transactions,
police and rescue services and many more are relying on GNSS signals. With the deeply using of
GNSS, the security of the services is becoming more and more important. However, as the signals
become extremely weak when it reaches the earth, they are vulnerable to interference. In addition,
because the working frequency band, the modulation type, the civilian pseudo-random noise (PRN)
codes and data information are public, the GNSS signals can be easily faked.

The counterfeit signals are termed spoofing interference. Among all the types of interference, the
spoofing one is most harmful, as it can fool the target receiver report wrong position, time results
without perception which may lead to serious consequences, such as leading unmanned aerial
vehicle (UAV) off course [1], blocking digital communication networks [2], inducing power grids
equipment failure [3] and so on.

Therefore researchers proposed many anti-spoofing techniques. All the techniques recognize
spoofing signals by analysing difference between the authentic signal and the counterfeit one. With
the assumption that all counterfeit signals born by one antenna, the spatial distribution of fake
signals is very different from authentic ones. Because all the fake signals arrive from the same
direction; while authentic signals born by different satellites, arriving from different directions.
Based on this feature, Montgomery [4] have proposed a spoofing detection technique by comparing
the calculated phase difference and the theoretical one of two fixed GNSS antennas, this technique
requires a calibrated antenna array and it takes about one hour to do the detection. Borio [5]
designed a double antenna receiver and developed a phase only analysis of variance (PANOVA)
method in order to detect the phase difference coherency of spoofed PRN signals, this method can
effectively recognize spoofing signals when the SNR (signal noise ratio) is larger than 10dB,
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otherwise the detection performance is poor. Swaszek [6] designed a multi-receiver system which
detects spoofing by checking the position result of the receivers, if the system is spoofed, all
receivers will obtain same position result, in order to detect spoofing successfully it requires the
distance between receivers at least large than twice position solution and that all the receivers are
spoofed.

In this paper, a spoofing detection method is proposed which is also based on the signal spatial
distribution difference mentioned above. However, the spoofing decision variable is constructed
using pseudo-range measurements from two receivers in a PRSD-type calculation. It will be shown
in the following section that the received signals can be checked in a short duration, thus the method
may detect the spoofing signals in time. Also the method can be conducted even when the received
signal is poor, as long as we can get the pseudo-range of the signal. Comparing with reference [6] a
short baseline (such as 1 meter) is enough to get a good detection performance for the proposed
method.

The rest of the paper is organized as follows: the PRSD measurement model was analysed firstly
in section 2. In section 3, the spoofing decision variable is derived and its statistical characterization
is analysed. The simulations are conducted in section 4 to evaluate the detection performance. In the
last, the conclusion is drawn in section 5.

2.PRSD Measurement Model

In the section, the PRSD measurement models of the spoofing-free case and spoofed case are
analysed respectively.
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Figure 1 Hlustration of signal geometry distribution and dual-receiver spoofing detection system
2.1. PRSD Measurement Model of Spoofing-free Case

The signal-in-space property of authentic signals is illustrated in Fig.1 (a). The un-spoofed PRSD
measurement model takes the form:

Apiy (K) = b (K) = ph (K) = - 70 (K)- 7' (K) +c(dty (K)—dlt, (K))+n' (k) (1)

where k represents the time instant. p), o are the pseudo-range from satellite i to receiver A

and B respectively. d is the receiver baseline length. As d is short than 1Km, the ionosphere delay
and troposphere delay can be assumed identical during the signal travelling arrival the two receivers,

and the signal arrival direction to the two receivers can be assumed same. 7',7,,are both unity
vector in the reference coordinate system, 7' denotes the signal steering vector from satellite i to
the detection system, and 7, is the vector from receiver A to receiver B. c is the light velocity. dt,
and dt, are the clock bias of receiver A and B respectively. n' is measurement noise, which is a
zero mean Gaussian variable, and the square root of variance is ¢'.
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2.2. PRSD Measurement Model of Spoofed Case

The signal-in-space property of spoofing signals is illustrated in Fig.1(b). The spoofed PRSD
measurement model is:

Ap;A(k):(dB(k)—dA(k))+c(dtB(k)—th(k))+n‘(k)zﬂs(k)+n‘(k) (2)
B, (k) =(dg (k)—d, (k))+c(dtg (k)—dt, (k) (3)
where d,,d; are the distance of spoofing transmitter antenna to receiver A and B antenna

respectively. S, integrates the geometric term and the clock bias term. This lumping together of

unknowns is reasonable because none of the terms on the right-hand side of Eq. (3) depends on the
satellite identifier superscript i.

3.Spoofing Decision Variable

It is shown in Eg. (1) and (2) that the means of PRSD measurement different authentic signals
are different, while they are same for all the spoofing signals. It is a significant difference between
the spoofing-free and spoofed case, which can be used to detect spoofing signals. In the following,
the spoofing decision variable is deduced based on generalized likelihood ratio (GLRT) criterion.
And the statistical characterization of the spoofing decision variable is analysed.

3.1. Derivation of spoofing decision variable

Before the derivation, the PRSD measurements are transformed by filtering, to improve the
measurement’s precision. That is

APt = 200t (K) @

where K is the filter length.
For spoofing-free case, putting (1) in (4), we get

Apéﬁ%i(m( ' )%i(( dt, (k)))+
(

= = ©)
~d- 75 (k) 7' (k) +c(dty (k) -d (k))+ﬁi

g 1& - . . . .
where A' ZEZ n' (k) it is a zero mean Gaussian variable, and the square root of variance is
k=1

& =2_. The approximately equal at the second line bases on the assumption that the changing of

JK
the parameters 7',7,,,dt, and dt, are negligible during filtering. It is reasonable when K is not

very large. For example when the pseudo-range rate is 10Hz, if K =10, the filtering duration is 1
second. The changes of the above mentioned parameters are very small during 1 second.
For the spoofed case, we can get the identical result, that is

Apga = B, (k) + 1 (6)

For the sake of simple expression, the spoofing decision variable is deduced using the
normalized Apy, . That is

o =P i @)
O'
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, n is normalized Gaussian variable.

. Apga (K
where 4' denotes the mean of pB+()
o

Upon the equations (5) and (6), the spoofing detection hypothesis is

H, (spoofed) Vi, 1= @®
H, (spoofing — free):3i, j Ty

In order to compute the GLRT, the joint probability density function (pdf) of the observed
variables is required. More specifically the joint pdf of the p' is given by

1 13 i i\2
f(p)zWexp{—EZ(p —u') } 9)

i=1
where p = [ p, p%,---, p" ]T , N is the number of received signals.
Then the decision variable of the GLRT can be written as

max , , . f(plH
|(p): MM ey H (pl 1) (lo)
H

After calculating and simplification, the spoofing decision variable is

10)=3(p' -4 )

N .
where ﬁ:%z p'.
i=1

3.2. Statistical characterization of the spoofing decision variable

For the spoofed case, it is obvious that p' — 2 is a normalized Gaussian variable. Therefore 1(p)
is a central chi-squared random variable with N —1 degrees of freedom. The one degree lose is due
to the averaging of p'.

For spoofing-free case, p' — £ is a non-zero mean Gaussian variable, and its variance is 1. Thus
I(p) is a non-central chi-squared random variable with N —1 degrees of freedom. And the non-

N - . .
central parameter is A = 2[1'2 ,fi' isthe meanof p'— 4.
i=1
We use Neyman-Pearson criterion to determine decision threshold. As the pdf f(x|H,) of
I(p|H,) is relevant with the geometry position of satellites, f(x|H,) is difficult to determine.
While the pdf f(x|H,) of I(p|H,) is easy to compute, we choose to use the missing probability of

H, to determine decision threshold. That is

P(I(p)>T|Hy)=«a (12)

where P is probability. « is the missing probability of H, and 7'is the threshold to be computed.
If the decision variable is lower than 7', then H,is accepted. If the converse is true, H,is rejected
in favor of H,. The spoofing signals detection probability P, and false alarm probability P, are
P, j (x| Hy)dx=1-a

(13)
P, j (x| H,)
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4. Simulations

According to (15), the spoofing detection performance is determined by non-central parameter
A, which is relevant with the parameters o', d,K and N . To verify the influence of the above
four parameters on the detection performance, we simulate the receiver operation character (ROC)
using Monte Carlo simulations. Corresponding to the four parameters, we set up three simulation
tests. For each test only one parameter is changing, the other three is constant. Each test runs 10°

times. The receiver direction vector is setas 7, = [1,0,0]T Thus
Ven(K)-7' (k) =cos & cos 6, (14)

where ¢, 6, are the azimuth and elevation of the ith satellite. Under normal conditions the
signals can arrive from arbitrary directions, and the angles {¢.},{6.} can be reasonably modelled as
uniform random variables with support[0,360°] and [0,90°] respectively.

ROC
10° T T e

10"

. ' )
- d=1m
5 d=m

= d=4m

Figure 3 The simulation results for the scenario that o> =2m*, d =1,20r4m,K =10,N =4
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Figure 4 The simulation results for the scenario that o> =2m*, d =1m,K =5,10 or 15,N =4
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Figure 5 The simulation results for the scenario that o> =2m?, d =1m,K =10, N =4, 8 or 12

From the simulation results shown in figure 3 to figure 5, we can get that

1) When fixed other parameters, considering one parameter only, the smaller the noise
variance o', the longer the receiver baseline length d, the longer the filter length K, the more the
number of satellites, the better the detection performance.

2) In consideration of the noise and satellite number are changing with time and surroundings,
we can improve detection performance by increasing the receiver baseline length or increasing the
filter length.

5.Conclusion

The spoofing interference is a serious threat to GNSS application security. The paper proposes a
dual-receiver anti-spoofing technique using PRSD measurements, which can detect spoofing signals
effectively when the two receivers are putting at a proper distance. This technique can be used in
the digital communication network, smart grid to insure the security of GNSS timing service. And it
also can be used in transportation to insure the security of GNSS navigation service, only if the
platform is longer enough.
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