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Abstract. We propose a new certificate-based signature scheme and an identity-based ring signature 
scheme based on quintic  residues in order to improve the efficiency of  computation. The schemes do 
not need any bilinear pairing computation which is known to be difficult to computation. The 
schemes  are secure against existential forgery on the adaptive chosen message and identity attacks 
assuming the hardness of factoring. 

Introduction 
Many signature schemes require pairing operations. The pairing computation is considered as 
expensive comparing with normal operations such as modular exponentiations in finite fields.Liu et 
al. [1] first proposed a certificated-based signature scheme without pairings. However, Zhang [2] 
showed that the scheme without pairings was insecure and gave an improved scheme with pairings. 
Ming and Wang [3] proposed a certificate-based signature scheme without pairings. Li et al. [4] 
showed that the scheme is subject to universal forgery for a Type II adversary and constructed a new 
certificate-based signature scheme. Under the discrete logarithm assumption, the scheme is 
existentially unforgeable against adaptive chosen message and identity attacks in the random oracle 
model. Rong et al. [5] proposed a certificate-based signature scheme. The scheme does not need any 
bilinear pairing computation, just needs compute Jacobi symbol, quadratic residue and power 
exponentiation. Dong et al. [6] proposed a certificate-based signature scheme based on cubic residues. 
If one selects proper parameters, the computational efficiency of constructing a cubic residue is better 
than constructing a quadratic residue. On the other hand, a ring signature can be regarded as a 
simplified group signature with no manager, no group setup procedure, and no revocation mechanism 
against signer’s anonymity. In a ring signature scheme, the information of all possible signers serves 
as a part of the ring signature for the signed message. A valid ring signature will convince the verifier 
that the signature is generated from one of the ring members, without revealing any information about 
which ring member is the actual signer. In [7], an identity-based ring signature scheme was proposed 
based on quadratic residues. The proposed signature scheme is more efficient than those which are 
constructed from bilinear pairings. Dong et al. [8] proposed an identity-based ring signature scheme 
based on cubic residues. The schemes in [6] and [8] are only suitable for primes p and q , where 

2(mod3)p ≡ and 4(mod9)q ≡ or 7(mod9)q ≡ .In [9], we proposed a novel method to compute a 
quintic root of a quintic residue and then  gave a new identity based signature scheme by the method. 
The scheme is the first identity based signature scheme based on quintic residues. The scheme is 
suitable for primes p and q , where 1(mod 5)p ≠ , 1(mod5)q ≡  and 1(mod 25)q ≠ . In this paper we 
propose a new certificate-based signature scheme and an identity-based ring signature scheme based 
on quintic residues in order to improve the efficiency of computation. The rest of the paper is 
organized as follows. In Section 2, we give some preliminaries. In Section 3, a certificate-based 
signature scheme is proposed based on quintic residues. In Section 4, we give an identity-based ring 
signature scheme.  
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Preliminaries 

Definition 1[9]. If there exists an integer x  such that ( )5 modx a p≡ , where a Z∈ and 
( , ) 1a p =  ,then a  is called a quintic  residue modulo p . 

Lemma 1[9]. Suppose that ( )5 | 1p − . Then a  is a quintic residue modulo p  if and only if 

( )( 1)/5 1 modpa p− ≡ . 

Lemma 2[9].  If 1(mod5)p ≠  and ( ), 1a p = . Then a  is a quintic residue modulo p . 
Lemma 3[9]. Let  1(mod5)p ≠ , 1(mod5)q ≡  and 1(mod 25)q ≠  be primes. Then there is an 

integer a such that ( 1)( 1) / 5 1(mod5)a p q− − ≡ − .  
Theorem 1[9]. Let  1(mod5)p ≠ , 1(mod5)q ≡  and 1(mod 25)q ≠  be primes, N pq= , δ a quintic 

residue modulo q and ( ), 1pδ = . Then 5 (mod ),d Ndd ≡ where [ ( 1)( 1) 5] / 25d a p q= − − + and 

( 1)( 1) / 5 1(mod5)a p q− − ≡ − .A 5l th root of δ  could be efficiently computed as (mod ).
ld Nτ d=  

Remark 1. Without knowing the factorization of modulus N  one cannot get the quintic root of a 
quintic residue. 

Certificate-based Signature Scheme Based on Quintic Residues 

We now propose a certificate-based signature scheme based on quintic residues. The scheme is 
composed of 5 algorithms, called Setup, UserKeyGen, CertGen,Sign and Verify. 

Setup: The algorithm takes in security parameters ( , )k l .Generate two primes CAp  and CAq  such 
that  1(mod5)CAp ≠ , 1(mod5)CAq ≡  and 1(mod 25)CAq ≠ , satisfying 2k

CA CAp q < , then compute 
.CA CA CAN p q= Choose a secure hash function 1 :{0,1}

CANH Z ∗→ and a random integer a  such that 

( )( 1)/5 1 modCAq
CAa q− ≡/ and ( ) ( ), , 1CA CAa a qp = = ,where  

CANZ ∗ is the multiplicative group of integers 

modulo CAN .Let ( 1) / 5CAqβ = − , and mod ( )CAa qβξ = .The system public  parameters are 
params 1{ , , }CAN a H  and master secret key is{ , }CA CAp q . 

UserKeyGen: Given params, select a random user private key { , }ID ID IDusk p q= such that   
1(mod5)IDp ≠ , 1(mod5)IDq ≡  and 1(mod 25)IDq ≠  satisfying .ID ID ID CAN p q N= < The user public 

key is ID IDPK N= . Then choose a secure hash functions 2 :{0,1}
IDNH Z ∗→  and a random integer b  

such that ( )( 1)/5 1 modIDq
IDqb − ≡/ and ( ) ( ), , 1ID IDb b qp = = . Publish 2{ , , }IDN b H . 

CertGen: Given public parameters 1{ , , }CAN a H  and master secret key{ , }CA CAp q , user identity ID  
and user public key IDN . Compute 1 1( || ),IDh H N ID= 1 (mod )CAh qβω = .  

Compute 

4

3

2

0, 1
1,
2,
3,
4,

c

ω
ω ξ
ω ξ
ω ξ
ω ξ

=
 == =
 =

=

  and compute 1(mod ).c
CAV a h N= Then compute mod

ld
ID CACert V N≡ , 

where [ ( 1)( 1) 5] / 25CA CAd s p q= − − + , and ( 1)( 1) / 5 1(mod5)CA CAs p q− − ≡ − as in Theorem 1. Send 
{ , }IDCert c  to the user with the identity ID . 

Remark 2. Since 5 1(mod ),CAqω = the subgroup generated by ω  and the subgroup generated by ξ   
are both the cyclic group with order 5 in the finite field 

CAqZ .Therefore, we have iω ξ= for 
some 0 4.i≤ ≤   

Remark 3. V is a quintic residue modulo CAp  and CAq .  
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 In fact, ( 1)/5
1 1(mod ).CAq c c

CAV V a h qβ β β ξ ω− = = = =  Thus, by Lemma 1 V is a quintic residue 
modulo CAq . Since 1(mod5)CAp ≠ , by Lemma 2 V  must be a quintic residue modulo CAp . 

Sign: For message {0, ,1}m∈   choose a random number 0 CAr N< <  and compute 
5 mod

l

CAR r N≡ , 2 2 ( || || || )IDh H N ID m R= .  
Let 1 1

1 2 1(mod ),IDh q bbb ω ξ= = , where  1 ( 1) / 5IDqβ = − . 

Compute 

4

3

2

1

1 1

1 1 1

1 1

1 1

0, 1
1,
2,
3,
4,

c

ω
ω ξ
ω ξ
ω ξ
ω ξ

=
 == =
 =

=

 and compute 1
1 2 (mod ).c

IDV b h N=  

The user with the identity ID computes 2
1 modh

ID CAr rCert N≡  and computes 2 1 mod
lw

IDr V N≡ , 
where [ ( 1)( 1) 5] / 25ID IDw t p q= − − +  and ( 1)( 1) / 5 1(mod 5)ID IDt p q− − ≡ − as in Theorem 1. 

Then send 1 2 1{ , , , }r r c cτ =  to verifiers. 

Verify: Given message and signature pair ( , )m τ , a verifier first computes 1 1
5 mod

l

CAR r N≡ , 

2 2
5 mod

l

IDR r N≡ , 1
2

' 1
2 ( ) modc

IDh R b N−≡ , and then computes 
'
2'

1 1( ) modhc
CAR R a h N−≡ . 

 Finally, checks the equation ' '
2 2( || || || )IDH N ID m R h= . If the equality holds, output accept; 

otherwise, reject. 
Remark 4. Since 1 1 1 1 1 1

1 2 1 1 1( ) 1( )c c c
IDV b h b modqbbb   ω ξ ω= ≡ ≡ ≡ , it is a quintic residue modulo IDq . By 

Theorem 1  5
1 1 .

l lw
IDV V modN≡  

1 1 15' 1 1 1
2 2 1 1 2 2( ) ( ) ( ) ,

l lwc c c
IDh R b V b V b h modN h− − −≡ ≡ ≡ ≡ =  

' ' ' '
2 2 2 2 2 25' 5 5 5

1 1
5

1(( ) ( )
l ll l l lh h h h d h hc

ID CAR R a h r V rCert V r V V r modN R− − − −≡ ≡ ≡ ≡ ≡ = .  
Thus ' '

2 2( || || || )IDH N ID m R h=  if and only if the signature is valid. 

Identity-based Ring Signature Scheme Based on Quintic Residues 
We now propose a identity-based ring signature scheme based on quintic residues. The scheme is 
composed of 5 algorithms, called Setup, PubKeyGen, SeckeyExt, Sign and Verify. 

Setup: The algorithm takes in  security parameters ( , ).k l  Private key generator(PKG) generates 
two primes p   and q  such that 1(mod5)p ≠ ， 1(mod5)q ≡  and 1(mod 25)q ≠ ,  satisfying 2 ,kpq <  
then compute .N pq=   Choose  secure hash functions 1 :{0,1} ,NH Z→   2 :{0,1} {0,1} ,tH → and a 
random integer a   such that ( )( 1)/5 1 modqa q− ≡/  and ( ) ( ), , 1a ap q= = . Let ( 1) / 5,qβ = −  and 

( ).a modqβξ =  The system public parameters are params 1{ , , }N a H   and master secret key is{ , }.p q   
PubKeyGen: Given public parameters  1{ , , }N a H   and ,UID  PKG computes the public key and a 

tag c   as follows:  

Compute 1 1( ),Uh H ID= 1 (mod )h qβω =   and 

4

3

2

0, 1
1,
2,
3,
4,

c

ω
ω ξ
ω ξ
ω ξ
ω ξ

=
 == =
 =

=

. A user U   with identity UID   has the 

public key 1(mod ).
U

c
IDPK a h N=  Then compute ,mod

ld
IDCert V N≡   
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where [ ( 1)( 1) 5] / 25d a p q= − − + and ( 1)( 1) / 5 1(mod5)a p q− − ≡ −  as in Theorem 1.Send 
{ , }IDCert c   to the user with the identity .ID   

Remark 5. 
UIDPK  is a quintic residue  modulo p  and  q . 

SeckeyExt: Given 
UIDPK  , PKG computes the corresponding private 

key mod
l

U U

d
ID IDSK PK N≡  .PKG secretly send { , }

UIDSK c   to the user with the identity UID  . 

Sign: Let 1{ , , }nL ID ID=    be the set of identities of all users and  {0,1}m∈   the message to be 
signed. The user with identity sID   gives an identity-based ring signature on behalf of the group .L  
For iID  , execute PubKeyGen to get{ , }.

iID iPK c  Choose  random numbers 0 ir N< <    and compute 
5

2mod , ( || || )
l

i i i iR r N h H L m R≡ =  for {1, , } { }.i n s∈ −  Choose  random numbers 0 sr N< <   and 

compute 5
2, ( || ||mod )

l

s s s sR r N h H L m R≡ =     and 1( ) od .ms i

s i

h h
s ID i ID

i s

R PK R PK N−

≠

≡ ∏


 Compute 

2 ( || || )s sh H L m R=  and ( ) .mods s

s

h h
IDV SK N+=



 The returned ring signature is 
1

{ , , , }.
n

i
i

L m V Rσ
=

=


 

Verify: A verifier can check the validity of the signature pair 
1

{ , , , }
n

i
i

L m V Rσ
=

=


  as follows. 

For ,iID  execute PubKeyGen to get { , }.
iID iPK c   Compute 2 ( || || )i ih H L m R=   for {1, , }.i n∈   

Finally, checks the equation
1

5 ( ) mod .
l

i

i

n
h

i ID
i

V R PK N
=

≡∏  If the equality holds, output accept; otherwise, 

reject. 
Remark 6.Since 1( ) 1(mod ),

s

c c c
IDPK a h a qβ β βω ξ ω= ≡ ≡ ≡  it is a quintic residue modulo .q  By 

Theorem 1, 5 mod
l l

s s

d
ID IDPK PK N≡ and 5 5 ( )5 5( )

l l l ll
s s s s s s s s

s s s s s

h h d h h h h h h
ID ID ID ID IDV SK PK PK PK PK+ + +≡ ≡ ≡ ≡ ≡

   

 

So,
1

( ) ( ) mod .s i i

s i i

n
h h h
ID s i ID i ID

i s i

PK R R PK R PK N
≠ =

≡∏ ∏  Thus, 
1

5 ( ) mod
l

i

i

n
h

i ID
i

V R PK N
=

≡


if and only if the 

signature is valid. 

Summary   
In this paper, we propose a new certificate-based signature scheme and an identity-based ring 
signature scheme based on quintic residues without pairing operations. Our schemes improve the 
efficiency of computation. The schemes are the first certificate-based signature scheme and 
identity-based ring signature scheme based on quintic residues. As in [8], the schemes satisfy security 
requirements such as  key secrecy and unforgeability. We can formally prove that our schemes are 
secure against existential forgery on the adaptive chosen message and identity attacks assuming the 
hardness of factoring.  
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