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Abstract. The proerties of fast physical random-number that is generated based on room-temperature 

chaotic oscillations in weakly coupled superlattices are investigated in detail, including the 

balansability, the linear complexity, the cross-correlation, and auto-correlation characteristics. 

Experimental and simulating reasults indicate that the ratio between the number of ones and zeros is 

10001:10000 and the correlations are excellent and the linear complexity is good, which proves the 

physical random-number generated ased on room-temperature chaotic oscillations in weakly coupled 

superlattices can be used in the information secure communications effectively. 

Introduction 

Binary pseudo-random number that has good balance, correlation and linear complexity can generated 

with mature methods [1-8], which has been widely used in many areas such as numerical simulations, 

statistical mechanics, gaming industry, cryptography and communication. However, the fatal short 

coming of binary psedo-random number is its pseudo-random properties, which limits its application. 

For example the periodicity will make pseudo-random sequence encryped information being 

deciphered easily. Fortunately, the true random sequence that is generated based on physical sources, 

including radiative decay, frequency jitter, photon emission and detection, electronic noise and 

atmosphere noise [9-11],  can overcome the short coming. In theory, it can really realize the absolute 

for its excellent random properties with no periodicity. In this manuscript, the proerties of fast physical 

random-number that is generated based on room-temperature chaotic oscillations in weakly coupled 

superlattices are investigated in detail [8], including the balansability, the linear complexity, the 

cross-correlation, and auto-correlation characteristics. Experimental testing and numerical simulating 

are given in detail. 

Theory Analyses 

Balnaced Property. The balanced code has a smaller cross-correlation sidelobe value and a narrower 

amplitude range, which is very important for the use of the sequence. For binary random sequence ia , 

it can be presented as follows. 
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If the difference between the total number “one” and “zero” of sequence ia  is no more than one, 

the sequence can be known as balanced sequence, which satisfies the following expression. 
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Autocorrelation and Cross Correlation. Autocorrelation and cross correlation properties of both 

pseudo-random sequence and true random sequence are important for their application in 

code-division multiple access systems, spread spectrum communication systems, radar systems and so 

on [12, 13].  The theory process can be expressed as follows. The cross correlation of function ( )f t  

and ( )g t can be given by the following formula. 

( ) ( ) ( )cR f t g t dt 
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If ( )f t  and ( )g t are essentially equal, the auto-correlation function can be obtained. 

( ) ( ) ( )aR f t f t dt 
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The above twoformulas are general experssions.  For binary random sequence
 ia

, the defination 

of auto-correlation can be obtained by the following formula. 
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Where   is valued according to 0 1N   . 

For excellent random sequence, the best auto-correlation property is binary correlation, which can 

be presented as the following form. 

  0, 0( )
1, 0aE R 





                                                                                                                          (6) 
In the above expression E presents the mathematic expectation. 

Linear Complexity. Generally, the linear span of m-sequence is short relative to their period, 

which has easy predictability making it unsuitable for some applications. The linear span of a sequence 

is one measure of its predictability. Any “good” random sequence must have large linear span 

comparable to its period [14, 15]. The sequence linear span L can be obtained based on the following 

formula [16]. 
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Where ( )w i is the Hamming weight and the sum is 0 if I  . 

Experimental and Simulating Results 

A high speed all-electronic physical random bit generator based on chaotic current oscillations of 

semiconductor superlattice at room temperature generating the random sequence provided by Suzhou 

Institute of Nano-tech and Nano-bionics of Chinese Academy of Sciences. The cross-correlation and 

auto-correlation characteristics are described in Fig. 1. 
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Figure 1.  Schematic of the cross-correlation and auto-correlation characteristics 

 

Based on Fig. 1, it is easily to find that auto-correlation and cross-correlation properties of the 

physical random sequence are excellent. Further caculating results indicate that the signal rejection 

ratio can reach as high as 76 dB, which can effectively satify the requirement of normal information 

tansmission. 

At present, the pseudo random sequence’s linear span length is short because all pseudo random 

sequences have periodicity property no matter how long they are. Such easy predictability makes them 

unsuitable for some applications requiring pseudorandom bits. Fortnately, there is no periodicity 

property of the physical random sequence. The linear complexity property is shown in Fig. 2. 

 

 
Figure 2.  Schematic of the linear complexity 

 

We randomly extract 256 consecutive binary numbers of the sequence to give the result shown in 

Fig. 2. It is easy to find that the linear complexity increases with the length of the sequence, which is 

better than the pseudo random sequence and means it can resist the linear attack method more 

effectively. 
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After processing, the ratio between the number of ones and zeros is 10001:10000. The randomness 

of the generated sequences is verified using the NIST and TestU01 statistical test suites. 

Conclusions 

We have presented general results on the balansability, the linear complexity, the cross-correlation, and 

auto-correlation of a new class of binary sequences that are obtained based on room-temperature 

chaotic oscillations in weakly coupled superlattices are investigated in detail, including characteristics. 

The results imply that the binary sequences under consideration have good balanced proerty, excellent 

correlations and perfect linear complexity, which proves the physical random-number generated ased 

on room-temperature chaotic oscillations in weakly coupled superlattices, can be used in the 

information secure communications effectively. 
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