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Abstract. Machining learning techniques have achieved great success in anti-spam area. But
because of the limitations of these techniques, classifiers derived from them often get attacked by
spam senders thus posing a threat to the whole Spam filtering system. This article briefly describes
the type of attacks to classifiers and then simulates an attack on a public Chinese spam corpus to
analyze the adversarial impact of several major classifiers.
Introduction
E-mail has been widely used since it appeared in the 1970s. According to the report of
NetEase Company of China in 2014, each netizen owns 3.8 e-mail boxes on average, 87% of which
use e-mails every day. However Spam Research Center (ASRC) points out that over 70 % mails are
spams in Security Trends Report which also states that 3/4 of spams are from China. Spams not
only consume network resources, reduce network operational efficiency, causing a great threat to
network security, but also invade privacy which results in leakage of personal information.
Machine learning algorithms have been successfully applied to anti-spam filter system [1,2,3],
and they have become the target of deliberate obstruction from spam senders in mainly 2 aspects,
generating new spam variants and attacking classifier learning. The most common spam variant is
adding spam information including texts, pdf documents, images with advertising message [4], html
documents into attachments in order to escape detection. As for classifier attacking, spam senders
usually try to change the classification and identification in the training process [5] by modifying
the training data on purpose. Machine learning techniques assume that the training corpus can be a
good representative of the real data and ignore the artificial data modification, classifier attacks can
often reduce the accuracy of the classifier and undermine its credibility [6]. Thus classifiers’
adversarial impact under malicious attacks is the research priority.
This article firstly introduces the related work and the types of classifier attacks especially in
spam filter area, then describes several machining learning classifiers widely used in anti-spam area
briefly and at last simulates an attack what we call Confusion Attack on a public Chinese spam
corpus to analyze the adversarial impact of these classifiers.
Related Work
Adversarial classification is proposed for the first time by Dalvi, et al [6] in 2004 who view the
classification as a game between the classifier and its adversary and formalize the problem into a
frame and an algorithm which acquires a more optimal classifier. Considering that the attacker may
not have perfect knowledge of the classifier, Lowd, et al [7] introduce a theoretical framework ,
adversarial classifier reverse engineering (ACRE) , for studying adversary and classifier which
determines whether an adversary can efficiently learn enough about a classifier to minimize the cost
of defeating it. Barren, et al [8] present a taxonomy of different types of attacks on machine
learning techniques and a variety of defenses against those attacks. Wei Liu, et al [9] model the
interaction between a data miner and an adversary as a Stackelberg game with convex loss
functions ,then solve the Nash equilibrium problem. Battista Biggio, et al [10] use multiple
classifier to resist adversarial attacks. Wei Deng, et al used the idea of injecting malicious
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information to corpus raised by Battista Biggio [11] to perform good word attacks in Chinese spam
corpus and receive good effects. Xiaohui Pei, et al compare the performance of linear classifiers on
Chinese spam corpus under good word attacks, and prove that SVM performs better.
Attacks to Spam Classifier
The attacks to classifiers are defined in 3 aspects: influence, specificity and security violation
[8].In terms of influence, attacks can be divided into Causative Attacks and Exploratory Attacks.
The difference between which is Causative Attacks have some measure of control over the training
of the learner while Exploratory Attacks have not and can only use other techniques such as
offline analysis to discover information. As to specificity, attacks are classified into Targeted
Attacks and Indiscriminate Attacks. Targeted Attacks focus on a particular or a small set of points.
However Indiscriminate Attacks have a flexible goal of involving a general class of points, for
example, “any false negative”. The third is security violation which can be separated to Integrity
Attacks and Availability Attacks. The main issue of Integrity Attacks is increasing false negatives,
but Availability Attacks have a much more boarder influence of resulting in so many classification
errors including false negatives and false positives.
The attacks to spam classifier are mainly about the attacks for spam recognition. The spam
senders intend to disturb the identification and investigation of the receiving end by sending some
confusion or poison information. Among all types of attacks, a kind of Exploratory Attacks named
Evasion Attack [12] is the most commonly used. In Evasion Attack, spam senders disguise spam
content by removing a portion of spam words or blurring these words, and adding some legitimate
content, so that a spam looks more like a legitimate message and then escapes the detection of
classifiers, releases successfully. Evasion Attack can degrade the accuracy of spam filters and let a
camouflage spam escape filter detection. Dictionary Attack [13], Frequent Word Attack [13],
Frequency Radio Attack [13], Weak Statistical [13], Sparse Data Attack, Obfuscation are frequently
seen in Evasion Attack.
In Causative Attacks for spam classification, Poison Attack [14] is most frequently used by
attackers. Spam senders add samples doped with misleading information to training set to mislead
the learning procedure of classifiers. This will lead to a result that classifiers generate much more
false positives in test set [15].
Furthermore, some other ways like adding junk words into legitimate e-mails with the aim to
reduce the junk attributes of these words, or alter mails with spam titles and legitimate body to
reduce the junk attributes of spam titles in classifiers are also popular.
Introduction to Main Classifiers in Spam filter
Support Vector Machine (SVM)
Support Vector Machine method is widely used in data mining, pattern recognition and some
other areas since it was firstly proposed in 1995 [16]. The basic idea of SVM is that feature vectors
will be mapped to a high-dimensional space, in which the data can be separated properly by a plane
with a maximum interval. As illustrated in Fig.1, in a two-dimensional plane, point set T
,
,
,
…
,
where
∈
and y ∈ 1, 1 denoted in the map by ○ and×
respectively. The straight line in Figure 1 represents the maximum interval plane which can be
formalized as a function.
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Fig.11 SVM schem
matic
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The daata in Fig. 1 is linear separable.
s
W
When faced
d with the point set of the linear inseparable,
i
,
SVM maps them intoo a high dim
mensional sppace to sepaarate. But th
he consequuences of su
uch deal aree
likely to llead to a rapid increaase in highh-dimension
nal space diimension. IIn order to
o solve thiss
problem, S
SVM will use the RB
BF (Radiall Basis Fun
nction) whose nature is calculating in thee
low-dimennsional spacce but expreessing the eessence of classification
c
n in high-di
dimensional space. Thee
choice of R
RBF may innfluence thee performancce of SVM and should
d be based on specific issues.
Naive B
Bayesian Model
M
( NBM )
Bayesian Model is
i firstly inttroduced byy Sahami, Dumais
D
Hecckeman et al [17] and
d applied too
spam filterring for the first time. The
T basic iddea of NBM
M is calculating the postterior probaability of ann
object usinng bayes foormula wheen given its prior prob
bability, and
d select the class with the largestt
posterior pprobability as the classs of the ggiven objectt. Assuming that X
, ,…,
is thee
feature vecctor of an e-mail,
e
means
m
the feeature valuee in ith possition, n reppresents the number off
feature dim
mensions. Let
L C∈
，
represen
nts categoriies. Then N
NBM use the
t formulaa
below to ccalculate thhe condition
nal probabiilities of eaach mail P C |X , nam
mely the pro
obability off
sample X bbelongs to category
c
.
|
P |X
X
∏ P
P |
(2)
P | ∗ P | ∗ P | ∗ …∗P |
In the fformula,
is the priori prob ability of cllass .
is the inpput probabiility, i.e. thee
probabilityy of generatiing the featu
ure vector X
X, regardlesss of the cattegory.
Multi-Layer Percceptron neu
ural networrk
Multi-L
Layer Perceeptron neuraal network ((MLP) is a kind of neu
ural networkk composed
d of a groupp
of sensing units that are connected to all thhe units fro
om adjacen
nt layers, buut no junctiions amongg
work has aan input lay
yer, one or more
m
interm
mediate layers (hiddenn
units in the same layer. The netw
l
[18]. Each unit has severall inputs
with a weigght
and
d one outputt
layer), andd an output layer
y, namely the activattion value of the neuuron. Formu
ula below quantifies
q
tthe perception of unitt
calculationn.
y f
x
f ∑
(3)
The traaining proceedure of ML
LP consists of 2 section
ns, forward
d section andd backward
d section. Inn
forward seection a trainning samplee X is proviided to ML
LP, the activation value y of X is passed
p
from
m
the input llayer to thee output lay
yer through each interm
mediate lay
yer, and finaally producce the inputt
responses of the netw
work from all sensingg units in th
he output layer.
l
In baackward secction, MLP
P
modifies aall connectioon weights
from thhe output laayer to inpu
ut layer throough each in
ntermediatee
layer with the aim to reducing
r
thee actual erroors.
Adaptiive Aadbooost
The allgorithm’s idea of bo
oosting origginates from
m Probably
y Approx Corret (PC
CA) Modell
proposed bby Valiant [19]. The nature off the boostting is to enhance
e
w
weak classiffiers whosee
recognitionn error ratess are lowerr than 0.5 too a strong classifier
c
by
y combinatiion. Howev
ver boostingg
has a defecct that it reqquires the prior
p
knowleedge of the weak classifier. Thus FFreundY ett al [20] putt
forward ann improved algorithm Aadboost
A
whhich overco
omes the sho
ortcoming.
In the ttraining proocess, each sample is a ssigned witth a weight, T iterationns. After eacch iteration,,
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the weightts of miscateegorized saamples will increase. After
A
T iterations, Aadbboost produ
uces T weakk
classifiers with differrent weightss, and the ffinal predicction functio
on H in claassification problem iss
produced bby weightedd voting metthod using aall T weak classifiers.
c
Experimen
nt Introducction
Confussion attack
k
This arrticle simulaates a Causaative Attackk what we call Confusio
on attack onn Chinese spam corpuss
CCERT. Inn Confusionn Attack wee modify thhe corpus manually
m
by
y adding leggitimate em
mail contentt
into a portiion of spam
ms, so the whole
w
confu sion corpuss consists off ham, spam
m and confu
usion spam..
Then we uuse the origiinal corpus and modifiied corpus, in other wo
ords confusiion corpus, to train thee
classifiers. By compaaring the cllassificationn performan
nce of several classifieers on balaance datasett
and imbalaanced dataseet, we give an analysis on Chinesee spam filterr under advversarial imp
pact.
Corpu
us composittion
The exxperiment inn this articlee is based oon a public Chinese spam corpus nnamed CCE
ERT corpuss
which conttains 2 subssets, 2005-Jun data set and 2005-JJul data set. There are 225088 spam
ms and 92722
hams in 20005-Jun datta set, 20308 spams annd 9042 ham
ms in 2005--Jul data sett. All hams in CCERT
T
are collecteed from foruum and spaams are gathhered by hon
neypot tech
hnique.
Considdering the faact that the number of sspam is far higher than
n the hams iin actual sittuation, andd
the imbalaance of corppus also intterferes classsifier [21].. So we sett a Balance Dataset A, a Balancee
Confusion Dataset B and an Im
mbalanced C
Confusion Dataset C as illustrate
ted in Fig. 2. Balancee
Dataset A consists off all 9042 hams and 99042 spams randomly
y chosen fro
rom 2005-Ju
ul data set..
Balance Coonfusion Daata B has th
he same ham
ms and 4542
2 spams with Balance B
Bata A, and
d other 45000
spams injeected with hams
h
random
mly chosen from 2005-Jun data seet. Imbalancced Confusion Datasett
C is compoosed of 90442 hams, 11208 spams and 9100 spams
s
contaaining hamss that is also randomlyy
chosen from
m 2005-Junn data set.
Balance confussion
Data B

Balan
nce Data A

Ham 9042

Ham 9042

Spam 4542

Spam
m 9042

CCERT 2005‐Jul
Original

Imbalanced Data

Ham 9042

Ham 90
042

Haam 9042

Spam 20308

Spam 20308

Sppam 11208

4500
Spam with
ham
4500

Im
mbalanced
conffusion Data C

9100
CCERT 2005‐Jun
4500
4
Ham 9272

910
00

Sppam with
ham
9100

Fig.
F 2 experiiment corpuss composition
n

Data P
Processing
Data ppreprocessinng and featu
ure represenntation are key issues in applyingg machine learning too
solve probblem, and inn the meanw
while deterrmine the quality
q
of cllassifiers tra
rained. We process
p
thee
experimentt corpus as shows in Fiig. 3.

Fig.3 Dataa processing flow chart
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In the Clean Data stage, we extract the body of a mail for the reason that it is rich in
information.
According to the Chinese language features, there is no space to separate words. We perform
word segmentation using ICTCLAS segmentation system developed by ICT. It is also necessary
to remove stop words which occur frequently but meaningless to get corpus with analyzable value,
namely Word set in Fig. 4.
Feature Extraction and Presentation
Vector Space Model (VSM) [22] is widely used in text classification and information retrieval
area and performs well. In this paper we use VSM to represent each mail, a mail can be expressed
, ,…,
where
indicates the weight of ith word, n represents the
as a feature vector X
total number of feature words, in other words, feature dimension.
Feature words are selected by feature selector as illustrated in Figure 4. Commonly used
Chinese text feature selection methods are chi-square statistic (CHI) [23], information gain (IG) [23]
and DF [23]. According to the result of Siyao Han et al [24] on anti-spam study, we use CHI to
choose feature words and the weight of each feature word is its TF-IDF value.
We perform data preprocessing and feature representation procedure on Balance Dataset A,
Balance Confusion Dataset B and Imbalanced Confusion Dataset C, then transform each mail into a
feature vector.
Assessment criteria
Precise and Recall are 2 important indicators to evaluate a classifier. Precise represents the
degree that a classifier classifies objects correctly, for example in this article, how many mails are
really spams among the spams assigned by the classifier. Recall means the classification integrity of
a classifier, for example, how many spams are assigned to spam in all spams. Sometimes there may
be contradictions between Precise and Recall, so a new evaluation standard F-Measure which
combines Precise and Recall together is applied. This article takes Precise, Recall and F-Measure
(F1) as the assessment criteria. The calculation methods are shown in Table 1.
Table 1 Calculation methods table
Ham
Spam
f00
f01
f10
f11

Judged as Ham
Judged as Spam
Precise =

Recall =

F1 =

∗

∗

Experiment Tools and Parameters of Classifiers
Weka is a collection of machine learning algorithms for data mining tasks and contains tools for
data pre-processing, classification, regression, clustering, association rules, and visualization. Our
experiment is based on Weka. LibSVM, Naive Bayesian, MLP, AdaBoostM1 in Weka are the
classifiers we want to analysis.
For the parameters selection, we use Grid search to find the optimal parameters and use Cross
Validation to select the suitable models which avoid over-fitting. LibSVM classifier performs better
with gamma 5, cost 25 and nonlinear kernel RBF. Native Bayesian classifier takes default
parameters in Weka. AdaBoostM1 classifier is trained with 500 iterations by using weak classifier
Decision stump. For MLP the learning rate is 0.3 and the momentum is set to 0.2.
Experiment Results
On dataset A, B and C we randomly split 80% corpus for training and the remaining 20% for
testing, 20-200 features with interval of 10, namely 10 different dimensions. All training models are
trained with 10-fold cross-validation to get the most suitable classifiers. The result is in the
following.
The Precision Result
Fig. 4 shows the precision results on all dataset, balance and imbalance, normal and confusion.
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Adboost, M
MLP and SV
VM have so
ome a little iinfluence un
nder confussion attack, drop by som
me 3-4% inn
average whhen comparred with thee result on B
Balance Dattaset which shows in thhe figure 5 above.
a
Alsoo
the imbalannce of corpuus doesn’t influence
i
prrecision as show
s
in in the
t figure 5 below.
To our surprise, thhe precision
n of Naive B
Bayes has a dramatic in
ncrease abou
out 20 perceent. And thee
shape of N
Naive Bayess shows a rising downw
nward trend along with
h the increasse of featurre numbers..
Feature sellection method CHI th
hat calculatees the correelation betw
ween variablles and classses is usedd
to select feeature wordds in our exp
periment. Inn confusion
n attack, ham
ms are injeccted into spams, whichh
reduces thee relevancyy of certain legal wordss and hams,, and in the meanwhilee improves the rankingg
of junk woords. But whhen more feeatures wordds are added
d, more legaal words aree added. Th
his will leadd
to the risinng downwarrd trend of Naive
N
Bayess.

Fiig. 4 The preecision resultts on all dataset

The Reecall Resullt
As shoow in Fig.5,, confusion attack doeesn’t make a big influeence on Adbboost, MLP
P and SVM
M
classifiers in recall, thhe value is about
a
95%. B
But for Naive Bayes, th
hings are diifferent. Thee recall ratee
decreases by 20% and
a
10% respectively
r
y on Balan
nce Confusion Dataseet B and Imbalanced
I
d
Confusion Dataset C.. Recall is an
a index too measure how
h
many spams
s
are juudged as sp
pam in thiss
article. Thee decline off recall meaans more sppams escapee the interceeption of claassifiers. Naative Bayess
classifier cclassifies a mail by co
omparing thhe probabiliities the maail belongs to spam and ham. Inn
confusion attack, morre legal worrds are seleccted as featu
ure words, and the ratiio of junk words
w
in thee
mail body will declinee for the reaason that wee add hamss into part of spam corppus. All these lead to a
low spam probabilityy of a disgu
uise spam, tthen it will massively more likelyy be judged
d as a ham..
From Figuure 6, we allso draw a conclusion
c
that the im
mbalance of corpus doeesn't degrad
de the recalll
performancce of variouus classifierrs, howeverr, the recall of Native Bayes
B
get im
mproved when
w
addingg
more spam
m data.
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Fig. 5 The reecall results on all dataset

The F11 Result
F1 valuue is a compprehensive criterion to evaluate a classifier. The
T graph abbove in Fig
g.6 is the F1
result on ooriginal balaance dataset, the imagees below arre results on
n confusionn corpus. According too
the figure, confusion attack
a
do afffect the perrformance of
o all classiffiers. Adbooost, MLP an
nd SVM aree
less affecteed with onlyy a speck of
o drop, youu might say,, they perform stably uunder confusion attack..
Native Bayyes falls abbout 5% in average,
a
annd the trend
dline on Ballance Datasset A keeps rising withh
the increasse of featurre numbers,, but this noot happens on confusion data, thhey stay at about
a
85%..
What’s moore, the imbbalance of corpus
c
imprrove the peerformance of all classsifiers underr confusionn
attack and we can see it from the images bellow.

Fig. 6 Thee F1 result in
n all dataset

Summary
This arrticle gives an
a overview
w on the maachine learn
ning classifiiers and theen perform a confusionn
attack on 4 machine learning classifiers in bbalance and
d imbalance corpus. Sup
upport Vecto
or Machine,,
Adaptive A
Adboost annd Multi-Laayer Percepptron neuraal network perform sttably underr confusionn
attack onlyy with a littlle performan
nce loss. Naative Bayess is affected seriously, aand it’s not smart to bee
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used in anti-spam system. According to the experimental results, the imbalance of corpus may
improve the performance of classifiers under confusion attack.
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