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Abstract. In this paper, the technology of network intrusion detection based on data mining technology is 

studied. As the conventional BP neural network be used to establish the network intrusion detection 

techniques has some problems, because the BP neural network is easy to fall into minimum value and the 

accuracy is low, the paper uses particle swarm algorithm to optimize the BP neural network model, and uses 

dynamic inertia weight coefficient to determine the parameters of BP neural network. By using dynamic inertia 

weight coefficient to determine the parameters of BP neural network, by combining the network intrusion 

traffic characteristics and BP neural network parameters to encode to a particle, we achieved the parameters 

of the network intrusion traffic characteristics and BP neural network synchronization selection. By using the 

KDD CUP99 database of intrusion traffic data to train and test the model we proposed and the conventional 

model separately, the results show that the algorithm we proposed has better detection efficiency and 

detection accuracy. 

Introduction 

With the increasing complexity of computer Internet environment, as well as the increasingly common 

network technology, Internet intrusion detection methods are becoming more and more diverse, intelligent 

and complex, so the use of traditional firewall and operating system reinforcement can’t resist the current 

intrusion attacks, and can’t meet the requirements of network security. In this situation, intrusion detection 

system came into being [1]. The intrusion detection system can detect the network traffic data and detect the 

abnormal traffic. However, the network traffic data is huge, which leads to the need of data to support the 

decision of the system, which is often difficult to start with the mass of data, and can not quickly or efficiently 

extract the required information and valuable knowledge. To comply with this demand, data mining 

technology has developed rapidly in recent years. As a first-class data analysis tool, data mining technology 

has strong ability of data processing and analysis, and the current merger of communication technology, 

computer technology and network technology makes the amount of data to further expand. So the status of 

data mining technology has been promoted in the field of information management[2]. 

Machine learning algorithms such as BP neural network, are commonly used in data mining technology, 

they can automatically find the operation need parameters and patterns in a large number of training samples 

and after learning, they have excellent data processing ability and self learning ability, and can accurately 

identify. But the network intrusion detection technology based on conventional BP neural network has some 

problems such as: the BP neural network is easy to fall into the minimum, which leads detection efficiency and 

the accuracy to be low[3]. In this paper, the BP neural network model was optimized by using particle swarm 

algorithm, we used dynamic inertia weight coefficient to determine the parameters of BP neural network, 

combined the network intrusion traffic characteristics with BP neural network parameters, then encoded it 

into a particle in order to achieve the synchronous selection of the network intrusion traffic characteristics and 

parameters of BP neural network.   
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Improved BP neural network 

BP neural network  

Set the training sample as  ,k kx y ,
kx  is the input vector, 

ky  is the desired output vector，namely, actual 

type. The output of the BP neural network and the error of the actual type
ky  is expressed as: 
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In Formula (1)，
kE  is expressed as: 
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The output of BP neural network and the error of the actual type 
ky  are changed by the adjustment of the 

weights. Set the output (which is numbered i ) of BP neural network hidden layer as follows: 
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The method of adjusting the weight of BP neural network is as follows: 
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The adjustment method of weights of layer r  in BP neural network is as follows: 
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In the use of BP neural network to establish the network intrusion detection model in practical application, 

because of the gradient descent algorithm of BP neural network to optimize the weights can lead to local 

optimal solution, the error of the network intrusion detection model is gradually increased, and the detection 

accuracy is reduced. Therefore, the particle swarm optimization algorithm is used to optimize the weights of 

BP neural network in this paper[4]. 

Improved particle swarm optimization algorithm. 

Particle swarm optimization algorithm is inspired and evolved by birds’ foraging behavior. Set the location 

of No. i particle in the particle swarm optimization algorithm as  1 2, , ,i i i inX x x x  , the flight speed of No. i 

particle as  1 2, , ,i i i inV v v v   , the optimal position vector of the particle is expressed as  1 2, , ,i i i inP p p p  , 

the optimal position vector of the whole particle swarm is expressed as  1 2, , ,i i i inG g g g  . Then the particle 

swarm update speed and update location method are expressed as: 
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Because the search efficiency and accuracy of the particle swarm optimization algorithm are determined by 

the inertia weight in particle swarm optimization algorithm, the dynamic inertia weight coefficient is used to 

determine the parameters of BP neural network: 
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In the formula (8), 
maxw represents the maximum value of inertia weight；

minw  represents the minimum value 

of inertia weight；
avgf represents mean value of the fitness function；

minf  indicates the minimum value of fitness 

function[3]. 

In this paper, the characteristics of network intrusion traffic flow and the parameters of BP neural network 

are combined to form a particle in order to realize the synchronized selection of the network traffic 

characteristics and the parameters of BP neural network. The position vector of the particle is represented as: 

(1) the feature of the intrusion, "1" is selected, "0" is not selected; (2) BP neural network parameters. The 

fitness function of the particle is expressed as: 
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Among them, 
if  is the characteristic state; w  is the weight value of the detection rate. 

In this paper, the network intrusion detection method is as follows: 

Step 1: Collect the data of the network intrusion traffic and select the characteristics, and normalize the 

characteristics of the intrusion; 

Step 2: Set up the model of BP neural network and particle swarm optimization algorithm, initialize the 

particle swarm, the particle swarm is an encoded combination of network intrusion traffic characteristics and 

the parameters of the BP neural network; 

Step 3: Calculate the fitness value of each particle, update the optimal position of particle history and 

particle swarm optimization; 

Step 4: Inertia weight of the particle swarm optimization algorithm and update the speed and position of the 

particles; 

Step 5: If the update iteration satisfies the termination condition, the optimal parameters of the BP neural 

network are obtained by the particle swarm optimization. If the termination condition is not satisfied, then the 

iterative update will be performed from step 3; 

Step 6: Establish the network intrusion detection model on the base of the optimal parameters of BP neural 

network. 

In this paper, the method of network intrusion detection is shown in Figure 1. 
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Fig. 1 Network intrusion detection process 

Experimental study 

In this paper, we use the database of KDD CUP99 to study the network intrusion detection technology, 

and use MATLAB to establish the intrusion detection model. KDD CUP99 database includes all kinds of 

intrusion traffic data, we select 4 kinds of classical intrusion models, they include Probe (scan attack), DOS 

(denial of service attack), U2L (unauthorized use of the local super privilege access attacks) and U2R 

(remote users not authorized to access). For the four types of intrusion, 200 data streams are selected, among 

them, 100 randomly selected data streams are used to train the detection model, and the other 100 are used 

to test the detection performance of the model test. 

Normalized processing of data streams to simplify the model data processing : 
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In the formula (10): S  is the value before the normalized processing; 
maxS  is the maximum of the 

normalized processing;  
minS is the minimum value of the normalized processing. 

In order to compare the detection performance of the network intrusion detection model based on the 

particle swarm optimization BP neural network algorithm, the conventional BP neural network is used to 

establish the same detection model, and the model training and performance tests are carried out using the 

same training and test data. The detection results of the detection model based on the two algorithms are 

shown in Figure 2 and Figure 3. 
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Fig. 2 Recognition results of BP neural network algorithm model based on particle swarm optimization 

 
Fig. 3 Recognition results of traditional BP neural network algorithm model 

In figure 2 and 3, the meaning of horizontal axis and vertical coordinate is shown in Table 1. 

The performace of network intrusion detection method is evaluated by false positive rate(FPR), detection 

rate(DR) and detection time(DT)[5]. 

100%
Numberof normal samplesbeing invaded by false positives

FPR
Number of normal samples

                                                     (11) 

intrusion detected
100%

intrusion

Numberof samples be
DR

Number of samples
                                                                              (12) 

Table 1  Horizontal and vertical coordinates of figure 2 and figure 3 

Horizontal 

axis 

Meaning Vertical 

axis 

Meaning 

1~100 Test Sample of Probe 1 Sample be judegd as Probe 

101~200 Test Sample of DOS 2 Sample be judegd as DOS 

201~300 Test Sample of U2L 3 Sample be judegd as U2L 

301~400 Test Sample of U2R 4 Sample be judegd as U2R 
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The detection rate and the false positive rate of the two methods are shown in Table 2. 

Table 2  Detection rate and false positive rate results of two methods 

Intrusion 

Type 

Improved method of this 

paper 

Conventional BP neural 

network 

Detection 

Rate 

False Positive 

Rate 

Detection Rate False Positive 

Rate 

Probe 95.6 4.4 82.3 17.4 

DOS 88.1 11.9 76.5 23.5 

U2L 92.3 7.7 81.6 18.4 

U2R 91.6 8.4 83.5 16.5 

The comparison of detection efficiency between Using the algorithm of this paper and the conventional BP 

neural network algorithm are shown in Table 3. 

Table 3  Detection time comparison of two methods 

Intrusion 

Type 

Improved method of this paper Conventional BP neural network 

Training 

Time(s) 

Detection 

Time(s) 

Training 

Time(s) 

Detection 

Time(s) 

Probe 23.69  8.68  65.86  18.55  

DOS 9.50  6.85  23.26  16.64  

U2L 9.29  6.25  29.97  16.45  

U2R 13.43  11.39  31.20  15.05  

From the experimental data, we can see that the network intrusion detection model based on the improved 

particle swarm optimization BP neural network algorithm is significantly improved compared to the 

conventional BP neural network algorithm. For 4 types of intrusion detection, by using the improved algorithm, 

the average detection rate is 91.9%, the average false positive rate is 8.1%, while by using the conventional 

algorithm, the average detection rate is 80.975%, the average false positive rate is 18.95%. At the same time, 

the detection efficiency of this paper is higher than the conventional algorithm, for the four types of intrusion, 

the average training time is 13.98s, the detection time is 8.3s, while by using the conventional algorithm, the 

average training time is 37.6s, the detection time is 16.67s. 

Summary 

As the problem that by using the traditional firewall and strengthening the operation system can not resist 

the current intrusion or meet the requirements of network security[6], the paper researched on network 

intrusion detection technology which is based on data mining technology. Machine learning algorithms such as 

BP neural network, are commonly used in data mining technology, they can automatically find the operation 

need parameters and patterns in a large number of training samples after learning, they have excellent data 

processing ability and self learning ability, and can accurately identify. But the conventional BP neural network 

be used to establish the network intrusion detection techniques has some problems, because the BP neural 

network is easy to fall into minimum value and the accuracy is low, this paper used particle swarm algorithm 

to optimize the BP neural network model, by using dynamic inertia weight coefficient to determine the 

parameters of BP neural network,combining the network intrusion traffic characteristics and BP neural 

network parameters and encoding to a particle, to achieve the parameters of the network intrusion traffic 

characteristics and BP neural network synchronization selection. By using the KDD CUP99 database to train 

and test the intrusion traffic data using this method as well as the conventional BP neural network, the results 

show that the proposed algorithm has better detection efficiency and detection accuracy. 
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