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eral Reserve Chairman Ben S. Bernanke in a May 2006
speech at the Federal Reserve Bank of Chicago’s 42nd
Annual Conference on Bank Structure and Competition.
All the largest banks in the world that carry international component are mandated to become Basel certified.
Resulting international risk management practice for
financial institutions focuses on three main risk categories: Market Risk, Credit Risk and Operational Risk
(OR). OR is a relatively newly defined category of risk
which includes many different types of risk, from the
simple operations risks of transaction processing, unauthorized activities and systems risks to other types of
risk that are not included in market or credit risks, such
as human, legal, informational and reputational risks
with the exception of strategic risk [2]. By contrast with
credit and market risks where acceptable models and
measurements exist, it is relatively difficult to identify
and evaluate levels of operational risk due to the complexity of its origin, lack of existing historic quantitative data and explanation. One of the best publicized
OR risk events are rouge trading in the French Société
Générale bank, BP oil spill, and American Maddoff
“ponzi” scheme causing billions of dollars to a global
financial system.
Scenario analysis as a decision making tool has been
in existence for several decades and has been used in
various disciplines, including management, engineering, defense, medicine, finance and economics [6]. Scenario analysis is one of the four required data elements
that banks must incorporate into their Advanced Modeling Approach to adequately measure their operational
risk levels. Scenario analysis brings a forward looking
element into OR assessment since it describes future
plausible severe OR loss events. The current range of
practice published in 2009 by Basel Committee of
Banking Supervision [16] identifies a lack of consistent
controls to address scenario analysis bias noting that
scenario analysis is subjective in nature. Chosen and
estimated scenarios become an effective technique for
stimulating management to identify key strategic operational risks facing their businesses. Scenario workshops
are used as the preferred method to develop a set of
scenarios. During scenario workshop, experts are supplied with a library of plausible extreme operational
events that have or may have happened in peer financial
organization and are asked to assess the likelihood and
severity of similar events if they occur in their business,
as described by the Bank of Japan [25]. Scenarios as a
framework offer the ability to bring qualitative business
intuition data into a systematic assessment of OR which
is increasingly important in an era of stress testing of
international financial sector. Making point estimates in
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Risks and losses arising from system failure, unauthorized activity, fraud and other operational errors are
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the experts opinions collected from scenarios. The methodology is based on the use of fuzzy numbers to express subjective probability of expert estimates.
Keywords: operational risk, scenario analysis, fuzzy
decision making, fuzzy number
1. Introduction
In the light of the global financial crisis, both media,
leading policy makers, economists and practitioners are
questioning the appropriate levels of risk in the international financial system. Decision makers and banking
practitioners are struggling to evaluate the risk attributed to the globalization of modern banking, the fast
evolving information technology, new economic theories, opaque financial instruments, and complex mathematical modeling. International banking industry had
been trying to balance the existing risks in the financial
systems for quite some time by regulating the approaches to measure and manage risks. Although the
latest financial crisis made us question some regulatory
requirements, it had accentuated the necessity to evaluate risks more holistically.
The Bank for International Settlements, an international organization which fosters international monetary
and financial cooperation and serves as a bank for central banks, had realized that developing banking practices such as securitization, outsourcing, specialized
processing operations and reliance on technology had
introduced substantial risks which need to be reflected
in credible capital assessments. As a result, Basel II Accord that includes risks other than credit and market
was proposed to be “a comprehensive framework for
improving bank safety and soundness by more closely
linking regulatory capital requirements with bank risk,
by improving the ability of supervisors and financial
markets to assess capital adequacy”, according to Fed-
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a distant future is cognitively prohibitive for humans
which form their judgment better as vague linguistic or
in-range estimates.
This paper presents a methodology based on fuzzy
approach for estimation of the operation risk level from
a set of plausible scenarios. There are two main contributions of this paper. The first one is of the most importance to the practitioner. It lies in the proposal of the
systematic approach to integrate scenario data which is
“fuzzy” and vague in nature into OR quantification system. The second contribution is more important for
theoretician since it extends the theory and applicability
of fuzzy numbers.
The paper starts with the brief description of the current state of affairs in terms of the usage of scenarios in
OR management. Then we describe the applicability of
fuzzy approaches for decision making. This paper follows with a proposition of the research problem and the
description of research methodology. It continues with
an example of research methodology applicability and
description of validation study which are very important
when a new method is introduced. The paper concludes
with discussion on limitations and future work.

• Basic Indicator Approach – based on annual revenue of the Financial Institution,
• Standardized Approach – based on annual revenue of each of the broad business lines of the Financial Institution,
• Advanced Measurement Approaches (AMA) –
based on the internally developed risk measurement framework of the bank.
Under AMA, a bank must have a comprehensive operational risk quantification system, using inputs from
its internal loss data and assessment systems, that provides an estimate of the bank’s operational risk exposure, which is defined as the 99.9th percentile of the
distribution of potential aggregate operational losses
over a one-year horizon. The bank’s operational risk
exposure is the starting point in determining the riskbased capital requirement for operational risk, according to Basel II guidance document. The 99.9th percentile can be roughly adequate to the one in 1000 year
loss. Under Basel framework, operational risk regulatory capital needs to be building on four data elements:
• bank’s internal loss experience – where actuarial
loss distribution approach is usually employed,
• external/industry wide loss experience – where
actuarial or Bayesian approaches are employed,
• scenario analysis – where ad-hoc approaches are
still emerging,
• business environment and control factors.
In order to compute adequate regulatory capital
which offsets operational losses, a bank’s operational
risk quantification system must use a combination of
internal operational loss event data, relevant external
operational loss event data, business environment and
internal control factor assessments, and scenario analysis results. The bank should combine these elements in
a manner that most effectively enables it to quantify its
operational risk exposure. Bank has to build appropriate
analytical framework which best describes its business
model. An observed loss experience stored as internal
loss data (ILD) creates a foundation for the framework
and is used in loss distribution approach (LDA). LDA is
an actuarial method where severity and frequency of
occurred loss are modeled using statistical distribution
fitting method. In LDA losses are considered to be
identically and independently distributed variables. The
assumption used in LDA are limiting since some of the
losses might not yet be observed by an institution and
some can be not independent and identically distributed.
In order to overcome the limitation posed by ILD
and LDA, Basel regulation requires the use of data produced via scenario analysis.

2. Literature Overview
The literature review provides definition of operational
risk and description of existing standards for measuring
OR. It provides relevant insight into explanation of scenarios and their use as a mandatory data element in
evaluation of OR. The theory of fuzzy numbers and
their use in decision making, problem solving in general
and OR in particularly is provided.
2.1. Operational Risk under Basel II
Decision makers are weighting their alternative in terms
of their risk-benefit composition. Risk can be defined as
an exposure to uncertainty, according to [8]. Risk is
subjective in nature, because different people may have
different views on the uncertainty. Moreover, the same
person might have dissimilar views on the same risk
after assessing it from another point of view. Subjective
nature of risk may bring a decision maker to a different
conclusion evoking different actions.
The term “operational risk” can be viewed as a catchall for financial risks that are not traditionally classified as market or credit risks. Under Basel requirement
for risk measurement and capital levels, operational risk
is described as a risk not covered by credit or market
risks which lie in operational controls and business environment of a bank. Operational losses arise from failure of controls classified in one of seven Basel event
categories: External Fraud, Internal Fraud, Execution
and Delivery Management, Damage to Physical Assets,
Client Practice and Business Process, Employee and
Workplace, Business Disruption and System Failure.
Basel II and various Supervisory bodies of the countries have prescribed soundness standards for OR management for banks and similar financial institutions,
which should follow one of the three accepted approaches:

2.2. Scenario Analysis as a Mandatory Data Element in Measuring Operational Risk Level and
a Decision Making Tool
Scenario analysis, according to the NPR Supervisory
Guidance, is “a systematic process of obtaining expert
opinions from business and risk management experts to
derive reasoned assessments of the likelihood and loss
impact of plausible high-severity operational losses”.
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examine the feasibility and implications of desirable
futures – or risks of undesirable ones [24].
Scenario analysis in OR in banking is designed to inform bank executives in terms of bank financial exposure in case of plausible rare extreme OR loss event.
Events, such as Madoff ponzi scheme or hurricane Katrina, that have very low probability of happening but
high severity and thus require large capital to cover the
loss for a bank to stay liquid.
Unlike other data components in AMA, scenario
analysis does not have a well-accepted theoretical quantification approach. One of the approaches in the literature tries to combine by bootstrapping, internal loss data
in a form of distribution with distribution of losses derived in scenario analysis [6]. The approach relies on
well statistically defined frequency and severity distributions. It assumes that the same shapes of distribution
can be extended by severity data but not change. However a dramatic event, such as “black swan” analogy
described by Taleb in his “The Black Swan”, can potentially change the shape and parameters of fit distributions. Another approach in account for scenario data in
quantification of OR is to use scenario analysis for derivation of priors in Bayesian quantification method
[22]. This approach is difficult to implement since the
scenario participants are not able to predict distribution
shapes and parameters for priors.
Scenario analysis can be viewed as an extraction of
mental models from the knowledge workers. The mental models incorporate intuition which requires sophisticated data mining methods.

Scenario analysis is especially relevant for business
lines or operational loss event types in which internal
data, external data, or assessments of business environment and internal control factors do not provide a sufficiently robust estimate of the bank’s exposure to operational risk. For example, a bank’s scenario analysis
should include consideration of high-severity loss
events that occur infrequently in the industry. It could
also include the effects of mergers or other significant
organizational changes that may affect the nature of operational losses in the future. Business line and risk
management experts’ use of well-reasoned, external data may itself be a form of scenario analysis.
The broad use of the term “scenario” to characterize
the systematic framing of uncertain possibilities can be
traced to post-World War II strategic studies when
Kahn and Wiener [10] explored possible consequences
of nuclear proliferation, defining scenarios as “hypothetical sequences of events constructed with the purpose of focusing attention on causal processes and decision point”. Most organizations according to Ringland
[19] use a Pierre Wack Intuitive Logics in their scenario
framework. This approach was first introduced by former Shell group planner Pierre Wack and is concentrated on “creating a coherent and credible set of stories
of the future as a “wind tunnel” for testing business
plans or projects, prompting public debate or increasing
coherence”. Initiated and developed in the 1960s and
1970s, it aims at finding ways of dealing with mindsets
of managers so that they can anticipate various futures
and prepare for them [7, 26]. The long term goal is to
improve scenario analysis for strategic decision making.
There is a distinction between quantitative (modeling) and qualitative (narrative) traditions of scenario
analysis. Quantitative analysis often relies on formal
models, using mathematical algorithms and relationships which represent key features of human and environmental systems, such as interest rate which is
“stressed”. Quantitative modeling is often used for predictive analysis, which is appropriate for simulating
well-understood systems such as engineering over short
times. But as complexity increases and the time horizon
of interest lengthens, the power of prediction diminishes [9]. For a long time, the degree of the state of the
system under consideration cannot be specified, the dynamics governing change are not fully understood, and
precise mathematical algorithms cannot be created. In
such case, even probabilistic forecasting of a given future state, or a spectrum of possible states, becomes not
feasible lowering the applicability of simulations and
quantitative scenarios.
The limitations of quantitative analysis mean that it
should be complemented by qualitative scenario exploration to capture other factors influencing the future
states. The scenario storylines describe the important
qualitative factors shaping future decisions. Approaches
described in [20, 24, 25] combine the long-term narratives with scenarios quantification. From a methodological point of view, scenario authors can attempt to discern the likely outcome of a range of “expected” trends,
outline the implications of different assumptions not
chosen on the basis of likelihood (what-if analysis) or

2.3. Related Literature: Fuzzy Approach to Measuring Operational Risk Level
The methodology of this paper is built on the fuzzy
number definition provided in [5] by Dubois and Prade,
on the α -cut concept [11] as well as on the concept of
fuzzy probability presented in [4].
This paper does not aim at extensive overview of the
literature on fuzzy sets [27] and theory but rather at exploration of its applicability to evaluation of OR from
scenario derived expert opinions. The idea of fuzziness
and general hypothetical applicability of fuzzy logic to
OR domain was given in [23]. In [14, 21] experts based
on their knowledge and experience provide if-then
fuzzy rules that relate loss amounts to key risk indicators. The paper on “Fuzzy Capital Budgeting” by Kuchta [12] that evaluated fuzzy cash flows was an inspiration of the applicability of fuzzy numbers to scenario
description in operational risk.
3. Research Problem
Expert opinion is solicited for description of a potential
large and plausible extreme operation risk loss event. A
group of subject matter experts are asked to describe
extreme plausible OR event in a workshop-like meeting
to minimize overconfidence and anchoring biases. Subject matter experts are chosen as the ones who have extensive business experience, know-how, and intuition.
Prior to the workshop they are supplied with relevant
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years (most frequently). In order to help expert frame
their imagination, 100-year time horizon is used.
There is a confidence estimate (in percentages) that
experts provide at the workshop which informs us how
confident experts are in the completeness of their estimates in terms of severity and frequency of a plausible
scenario event. This estimate informs decision maker in
the perception of completeness of information experts
had at the time of the workshop. It answers the question
whether experts had all the correct financial knowledge
and right people at the table to come up with frequency
and financial impact estimates.
As one can see, both frequency and severity estimates can be presented as triangular fuzzy numbers [5,
13]. The question is how to formally answer a question
posted by decision maker mathematically using fuzzy
logic.

descriptive information about large OR events observed
in the industry, internal and external operational loss
events which provide unbiased ground for their multicriteria decision making in terms of choosing the most
likely scenario story line and producing frequency and
financial impact estimates. The workshops assemble
groups of business line and risk management experts.
The teams are asked to review samples of operational
loss scenarios sourced from collected external industry
data on operation events and predict the likelihood of
such an event occurring at the host company and, given
that it occurs, the likely financial impact on the firm.
An example can be an occurrence of rogue trading the
level of SocGen at Citigroup.
A set of bank’s subject matter experts are then asked
the following questions:
• what type of nearly catastrophic events are plausible to ever happened to their business granted
business profile, historic loss experience of the
bank and loss experience of the banks with similar business profiles,
• what will be the financial impact of the discussed
scenario loss event,
• how often this scenario might happen.
Teams are asked to produce optimistic, realistic, and
pessimistic forecasts for each scenario storylines which
produce three severity and frequency estimates.
Based on the all inclusive universe of completed scenarios, a decision maker, a person responsible for setting up adequate level of capital, has the following
question that needs to be answered:
If all of the scenarios happen, what will be bank exposure and how much capital a bank needs to put aside
in order to cover the losses resulting from those scenarios and remain liquid?
Scenario data is derived via structured round table
discussion in terms of estimation of plausibility and financial severity of various loss events among experts.
There could be any number of scenarios in a complete
data set. The requirement is to have a set of scenarios
that holistically describes all possible and known OR
dangers. The number of scenario data points can be a
function of the number of business activities a financial
institution is participating in and Basel loss event types.
The sample of typical data derived via workshop discussion is presented below in Table 1. In a course of a
workshop, for instance, on external fraud in retail brokerage, a circle of experts comes up with optimistic,
realistic, and pessimistic story lines – a set of hypothetical conditions upon which the best, average, and worstcase financial impact can occur. Financial severity or
impact from the scenario is measured in dollars and is
presented as min, mode, and max severity (or optimistic, realistic, and pessimistic). Experts make their predictions of likelihood in terms of how many years will
lapse between this scenario events occurring again. The
frequency of a scenario is given in years. There are
three frequency estimates that the experts are asked to
provide: max, mod, and min frequency. For instance,
scenario 108 can happen at the maximum once in 15
years (least frequently), on average (most probable)
once every ten years or at the minimum once every 5

4. Research Methodology: Computing Regulatory
Capital Based on Scenario Data Using Fuzzy
umbers and Subjective Probabilities
Pessimistic, realistic, and optimistic expert judgments
[amin , amod , amax ] on financial impact of scenario can
be naturally represented by a triangular fuzzy number A
= (amin , amod , amax ) .
In order to perform fuzzy arithmetic operations [11]
with fuzzy numbers we transform to LR-type triangular
fuzzy number ALR = ( a, γ A , δ A ) , where a = amod ,

γ A = a − a min , δ A = amax − a (Fig. 1).
In a similar manner we can represent expert judgments [bmin , bmod , bmax ] about the frequency of scenario as a triangular fuzzy number. According to Basel II
regulations [3], a risk horizon for evaluation of operational risk is set at one year. Consequently, if the regulatory capital has to cover the possible losses that the
entity may suffer from all the OR dangers within oneyear period, the annual frequency should be modeled.
Hence, we proceed to a subjective (fuzzy) probability
P( Ai ) of suffering a financial loss Ai :

P( Ai ) = (1 / bmax ,1 / bmod ,1/ bmin ) ,
or, using LR-type notation,

P( Ai ) LR = ( p, γ P , δ P ) ,
where

p = 1 / bmod , γ P = p − 1 / bmax , δ P = 1 / bmin − p .
We use the formula for multiplication of triangular
fuzzy numbers to calculate an operational risk exposure from the ith scenario:

Ai ⋅ P ( Ai ) ≅ (ai pi , ai γ P + pi γ A − γ Aγ P ,
ai δ P + pi δ A + δ Aδ P ).
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The degree of confidence (level of presumption) with
which an expert makes a judgment corresponds to a notion of α-cut of a fuzzy number. The confidence
represents the completeness of information that an expert perceives to have at the time of making estimation
in terms of severity and frequency of a plausible scenario event. All scenarios in a set are considered to be independent. The entire set is collected to be all encompassing, which means it describes all the known possible events.
Let Ai = (ai , γ i , δ i ) be an operational risk exposure from the

of decreasing heights. Furthermore, we combine the results of fuzzy interval addition in each of the groups,
starting with the group with the maximum height. When
combining fuzzy intervals with equal heights the formulae are simplified to

χ = χi + χ j
β = βi + β j
m = mi + m j
m = mi + m j

ith scenario given by a triangular fuzzy

number. We take α-cut as follows (Fig. 1):

,
,
,
.

As a result, we get a trapezoidal fuzzy interval corresponding to optimistic (liberal) and pessimistic (conservative) viewpoints, respectively.

ORCi = [ Ai ]α = [a − (1 − α )γ i ,
a + (1 − α )δ i ], ∀α ∈ [0, 1].

µ (x )

To calculate an operational risk exposure from two or
more scenarios, we add α-cuts as fuzzy confidence intervals:

1

α

n
n
n
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+

+
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x

5. Results and Analysis
This section starts with an example of the applicability
of the proposed methodology. It continues with the description of real life experiment undertaken as a validation part.
Suppose, there are two hypothetical scenarios: 108
and 114. The scenario 108 comes from the group of the
scenarios on External Fraud, which consists of stories
describing raids, theft and robberies. In retail banking,
branch robberies happen quite often and usually have
low financial impact and are considered to be a cost of
doing business. As scenario participants predict, in the
best set of circumstances, the theft event from scenario
108 can have an impact of $1.2mln and has a potential
to occur once every 5 years (or 20 times in a course of
100 years). These minimum estimates are framed via an
optimistic scenario story line. The same event most
probably can cause $1.7mln loss but happen once every
10 years (or 10 times in a course of 100 years) framed
by realistic storyline with more likely circumstances. At

h = min(hi , h j ) ,

χi

βi

mi

Fig. 2: Trapezoidal fuzzy interval

(m, m, β , χ , h) , where

χ = h(

x

hi

mi , upper

fuzzy

a + (1 − α )δ a

µ (x )

bound mi , left width βi , right width χ i , and height hi
(Fig. 2).
The sum M i + M j of two fuzzy trapezoidal intervals
Mi, M j

a − (1 − α )γ a

Fig. 1: LR-type triangular fuzzy number

We note that it is not always possible to use this formula in practice as the degree of confidence varies from
scenario to scenario.
Hence, we consider α-cut as trapezoidal fuzzy interval M i represented with a group of five

M i = (mi , mi , β i , χ i , hi ) with lower bound

a +δa

a

),

),

m = mi + m j + χ i + χ j − χ ,
m = mi + m j − βi − β j + β .
When calculating a total regulatory capital required
offsetting OR for one year if this year is assumed to be
the worst year, i.e. all scenarios are materializing, we
divide the intervals describing the scenarios into groups
with equal heights. The groups are arranged in the order
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the worst case with congruence of bad circumstances
which can happen less frequently, – once in 15 years (or
6.7
times
in
a
course
of
100
years)
– the event 108 would cause the most dramatic loss of
$2.2 mln. Similar logic but different estimates are derived by experts for scenario 114 on the breaches of
regulatory requirements. The scenario 114 in general is
a little less frequent than scenario 108 but more severe.
Regulatory breaches can potentially cause large fines
and costly law suits. Both scenarios come with alpha
estimates which deliver to an analyst an assessment on
how complete was the information at hand when experts were making their predictions. The scenario data
is presented in Table 1. Estimates adjusted to one year
time horizons and given as LR-type triangular fuzzy
numbers are presented in Fig. 3 and Fig. 4 respectively.
After applying fuzzy arithmetic, the result from the
summation of scenarios 108 and 114 is represented in
Fig. 5. The financial impact from two scenarios transpiring together is a 85%-trapezoidal fuzzy interval of
{$0.205mln; $0.548mln; $0.771mln; $1.692mln},
where an interval of {$0.548mln; $0.771mln}
represents the range of the most probable financial impacts.
Applying similar logic, the financial impact of the
entire set of available scenarios is summarized in a descending order of their alpha levels. The result of this
describes a level of operation risk that exists in the organization for one in 100 years. In order to be compliant with Basel II requirements where the OR capital
needs to be estimated with a precision of one worst year
in 1000 years, the operation risk level estimates need to
be adjusted by multiplying them by 10.
In order to validate the proposed method for evaluation of operation risk, the real time experiment was undertaken. In a course of a year, different groups of
banking experts from a particular banking organization
were required to complete scenario workshops and
come up with plausible storylines and estimates of extreme events that can potentially breach bank solvency
and happen to their institution in a course of 100 years.
The events had to cover all business activities and risk
event types. Banking experts were informed by plausible internal and external OR loss data and supported by
applicable media stories. In order to minimize bias of
anchoring, the same training and facilitation were used
in all scenario workshops. A set of 49 scenarios was
derived. Application of the methodology described in
this paper had delivered a fuzzy interval estimate
($543mln, $577.3mln, $1,220mln, $1,409mln). Alternative approaches deliver comparable estimates of the required OR regulatory capital: the Basic Indicator Approach computation resulted in $640mln and the Standardized Approach resulted in $1,080mln.

1
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Fig. 3: Scenario 108 estimates corrected for 1-year horizon
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Fig. 4: Scenario 114 estimates corrected for 1-year horizon

1
$547 987 $770 919

Confidence (α)

0,8
0,6
0,4
0,2
0
$0

$500 000

$1 000 000

$1 500 000

Financial severity

Fig. 5: Joint scenario estimates

6. Conclusions and Future Research
In contrast to the traditional approaches to compute
precise probability of hypothetical scenario events using distribution or Bayesian approaches, this paper leverages on imprecise nature of scenario. It introduces
and applies the methodology based on fuzzy probabilities and fuzzy severities of scenarios provided by experts to evaluate the level of operational risk and adequate capital required to cover it. We depart from severity and frequency triangular fuzzy numbers with their
confidence assessment captured in alpha level. The contribution of the research is in the way trapezoidal fuzzy
intervals of various heights are combined. The applicability of the proposed methodology is confirmed by a
real-world experiment where operational risk exposure
was computed using the current method, and more established approaches.
One can argue about the limitation of the proposed
methodology. As one can notice, the operational risk
level computed using the current methodology depends
on the completeness and accuracy of the set of scenarios at hand. Complementary methods, possibly with
the use of text mining technology, should be developed

Frequency (1 in … years)
Type of Scenario
Financial Severity (1 in … years)
α
N Pessimistic Realistic Optimistic
(story line)
Optimistic
Realistic
Pessimistic
108
15
10
5 Theft, Robberies, Raids $1,209,080 $1,709,080 $2,209,080 0.85
114
12
8
4 Regulatory Breaches $1,500,000 $3,500,000 $5,000,000 0.95

Table 1: Sample scenarios raw data
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