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Abstract. Nowadays, life has been occupied by digitalization,which bringsmany
conveniences as well as negative effects. Big data technology can make informa-
tion explode and spread widely, and can promote the leapfrog development of
the country. But at the same time, big data technology is also a double-edged
sword, and the “maturity” of big data is one of its shortcomings. In order to effec-
tively curb the phenomenon of big data ripening, ensure the maximum interests of
users, and provide theoretical support for dealing with the phenomenon of big data
“ripening”. First, define the definition of big data “killing ripe”; Secondly, analyze
the reasons for the phenomenon of big data “killing ripe” from the social level;
Analyze the principle of big data “killing ripe” from the technical level. Finally,
countermeasures are put forward to curb the phenomenon of big data maturity.
The phenomenon of big data “killing” is the result of the joint action of consumers,
platforms and laws. It is suggested to start with enterprises, consumers, relevant
departments and national laws to curb the phenomenon of big data “killing”.

Keywords: big data “ripening” · Social dimension · Technical level · Coping
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1 Introduction

Nowadays, the era has changed into the era of artificial intelligence. With the continuous
progress of the information industry, our lives have been occupied by digitalization. The
use of big data by businesses and legal institutions has not only brought us a lot of
convenience, but also brought negative effects. Big data “killing ripe” is one of them
[1]. The phenomenon of big data “killing” is real and growing. For example, Ms. Hu in
Zhejiang ordered hotels on Ctrip app, and finally found that the order price she paid was
twice the actual listing price of the hotel; When shopping on a shopping platform, Ms.
Han in Beijing found that the price she saw was twenty-five yuan higher than what her
friends saw; Professor Sun of a well-known university led his team to conduct a research
on “taking a taxi with mobile taxi software” and came upwith a research report. Through
the research report, it is found that the taxi prices of mobile phones of different brands
are inconsistent. The survey verified that the phenomenon of big data “killing” really
exists. Big data “killing” is essentially big data analysis, which is the product of the rapid
development of the Internet in recent years. Many Internet platforms continued to spend
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money in order to expand the market in the early stage. After expanding the market, the
Internet platform has a huge user base. After several years of accumulation of user data,
the platform can analyze the characteristics of each user, so that the Internet platform can
provide personalized services for different users, which is good in nature and meet the
diverse needs of different users. However, the phenomenon of big data “killing” is that
the platform uses good technology in the wrong place tomaximize profits for businesses.
Therefore, in order to effectively curb the phenomenon of big data “killing” and avoid
the damage to the interests of users, it is of great practical significance to analyze the
causes of big data “killing” and put forward countermeasures based on this.

2 Definition of Big Data

Literally, big data “kill” refers to the same goods or services. Customers who often
use the platform, i.e. regular customers, see that the price is much higher than that
of new customers. In real life, not only regular customers but also those who are not
price sensitive will encounter “killing”. Therefore, big data “killing” is more regarded
as “killing people who are not price sensitive” [2]. However, scholars mainly define the
“maturity” of big data from three aspects: objective characteristics, subjective purpose of
operators and technical path. Scholars who emphasize objective characteristics believe
that the so-called “killing off” of big data is a phenomenon of price discrimination [3].
Starting from the subjective purpose of operators, some scholars define “killing” big data
as an infringement, which damages the interests of consumers [4]. Scholars who start
from the technical path believe that big data “killing off” means that businesses collect
consumers’ personal information, then draw a picture of consumers according to their
consumption habits or preferences, and then implement differentiated pricing through
algorithms, so as to finally achieve the purpose of accurate marketing and maximize
benefits [5].

To sum up, big data has the following characteristics: Fistly, differentiated pricing.
Different consumers will pay different prices for the same commodity or service on
the same platform under the same transaction scenario and the same consumption time.
Second, the realization of the process needs to rely on technical means. Businesses
must rely on big data technology and algorithm technology when carrying out big data
“killing” behavior. Third, the form of “ripening” is hidden and difficult to find. Most
consumers will only compare the prices of the same service or commodity on different
platforms, rather than compare prices with different consumers. Therefore, it is difficult
for consumers to be found after being “cooked”.

3 Causes of Big Data “Killing”

This chapter will analyze the reasons for the phenomenon of big data “killing” from
the social level. In this paper, the social level is divided into consumer plate, relevant
department plate, platform enterprise plate and relevant legal plate.
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3.1 Consumer Segment

Fistly,the user stickiness is high. Generally, when consumers have a good impression
on a certain service or commodity of a certain platform, they will often browse the
platform and consume the service or product for a long time, and eventually become
loyal users of the platform [6]. Users have a high degree of dependence and stickiness
on the platform. When the user stickiness increases, it will improve the tolerance of the
“killing ofmature” phenomenon of the platform, resulting in frequent “killing ofmature”
phenomena that can be relied on for survival. Second, consumers do not understand the
relevant concepts of big data “ripening”. Existing studies have shown that [7] more than
40% of consumers have never heard of the concept of big data “ripening”, and only
4.22% of consumers know the concept of data “ripening”. Third, consumers’ awareness
of privacy protection is relatively weak. Previous studies have shown that [7], when
checking the privacy agreement, nearly 90% of users will not carefully read the privacy
terms. Fourth, consumers’ awareness of personal rights and interests protection is weak.
Studies have shown that [7], less than 5% of consumers actively take measures to protect
their rights after they know that they have been “killed”. Even if they have the awareness
of protecting their rights, most people do not know how to protect their rights and how
to protect their rights is wrong.

3.2 Relevant Departments

To curb the phenomenon of big data “killing” requires the supervision of relevant depart-
ments and the coordination and cooperation of multiple departments. Including industry
and commerce, industry and information technology, Internet information office and
other departments. However, at present, there is still no relatively complete regulatory
system among multiple departments, which provides a relatively loose environment for
businesses to “kill” big data.

3.3 Platform Enterprise Segment

Big data “killing off” means that businesses, due to their greed [8], implement differen-
tiated pricing for consumers through big data technology and algorithm technology in
order to seek private interests.

3.4 Relevant Legal Sections

At present, there is no legal characterization of big data “killing” in China, and the
relevant laws and regulations are imperfect. For example: First, the legitimacy of data
acquisition is not defined. Second, theways andmeans of using consumer data on Internet
platforms are not standardized. Third, there is no provision on the relevant punishment
after the big data “killing” behavior occurs.
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4 Big Data “Kill” Principle

This chapter will analyze the principle of “killing the ripe” of big data from the technical
level. There are usually four steps to realize the “killing” behavior of big data. They are:
defining labels, data collection and analysis, building user portraits through algorithms,
and pricing differentiation through algorithms [9].

First, define the label. Draw different labels for users at the product level. When
defining labels for users, we can roughly divide them into four categories, as shown in
Fig. 1. The basic tag refers to the user’s basic information, including age, occupation,
gender, education, etc. The behavior tag refers to the user’s personal behavior when
using the platform, including the number of likes, purchase records, etc. The preference
tag refers to the user’s personal preferences, such as whether the user likes food or travel.
The prediction tag is a personal prediction of the user’s recent behavior, such as whether
he plans to travel in the near future and whether he plans to buy a house in the near
future.

Second, data collection and analysis. After the label is defined, the data is collected,
processed and analyzed. The whole architecture includes data acquisition layer, data
processing layer and data service layer. There are two ways for the platform to collect
data [10]. One is to collect personal information legally. When logging in and register-
ing, users will generally upload their personal information and sign privacy contracts
as required. The platform can legally collect users’ personal information. These data
information will become the data of the platform. Second, the platform collects users’
personal information by itself through algorithms. When users use a certain software,
they will generate data such as browsing times. For some shopping software, there will
also be data such as the number of orders, evaluation times, return times, and complaint
times. These data are combined with platform data and eventually become platform big
data. The platform collects this kind of data by itself, and then forms a “data warehouse”.

Third, build user portrait through algorithm. After collecting and analyzing user data,
the user portrait is constructed by algorithm. According to the overall life cycle, users
can be divided into new users, old users, potential users, etc. Then, for different user
groups, it subdivides the purchase habits and shopping preferences of users. In practice,
users can be divided into many types. Although the division methods are different,
the principles are basically the same, that is, users can be divided into different types
according to a variety of judgment criteria. As shown in Fig. 2, it is assumed that the
platform division divides users into three categories: stable after-sales customers, price
insensitive customers and high viscosity customers. If the number of times you place
an order for similar goods is less than the average value of users, the total price of
the order ranks among the top 30% of all users, and the frequency of coupon use is
less than the average value, it indicates that you are a price insensitive customer. Judge
whether you are a stable after-sales customer through three aspects: the number of returns
and exchanges, the number of complaints, and customer chat and sending statements.
Determine whether you are a high viscosity customer by the length of APP use and the
depth of APP pages. Thus, the user portrait belonging to you is constructed by algorithm.

Fourth, differential pricing is implemented through algorithm. For different user per-
sonas, the algorithm is used to price each user differently. In the process of realizing
differentiation, the price or service is adjusted by algorithm to ensure that the transaction
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Fig. 1. Label type

is facilitated with the maximum probability and the maximum profit is obtained. Com-
mon forms of differentiated pricing include issuing coupons, directly adjusting prices
or adding additional services.

5 Coping Strategies

This chapter will put forward countermeasures to curb the phenomenon of “killing” of
big data from the four levels of platform enterprises, consumers, regulatory authorities
and laws.

5.1 Platform Enterprise Level

Businesses should establish a correct concept and abandon the bad competition with
other enterprises. The sales platform should consciously abide by the principles of moral
constraints and data transparency. Enterprises should achieve relevant industry norms
and industry self-discipline. Businesses should consider social responsibility rather than
pursue the maximization of interests, and adhere to the concept of “people-oriented”.
Protect the rights and interests of consumers. For example, it can make users not accept
the merchant’s regulations on the collection of users’ personal information and the
merchant’s right to use users’ personal information.

5.2 Consumer Level

Consumers can avoid over reliance on a platform. If you use an app for too long, con-
sumers can uninstall the app and reinstall it in a few days. This behavior will trigger
an early warning of customer loss on the platform, and the platform will try its best to
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Fig. 2. User portrait

save you and give you new treatment. In online shopping, you can compare prices on
different platforms, with friends around you, or with third-party websites. In addition,
consumers should improve their awareness of privacy protection and rights protection.
Big data technology enables your behavior to be “watched” by the platform, including
not only your basic personal information, consumption habits, frequency of platform
use, but also the geographical location of users, as well as monitoring your life infor-
mation through monitoring functions. Therefore, consumers should carefully read the
privacy terms when registering the software. When knowing that they have encountered
big data “killing” or found that their privacy has been violated, consumers should have
the courage to expose big data “killing” or privacy violations to relevant departments.

5.3 Relevant Department Level

Relevant departments should work together to establish a complete supervision system.
The big data technology can be used to supervise whether the enterprise implements
“killing mature” behavior, and then the obtained analysis results can be fed back to
users. At the same time, since big data “killing” depends on big data technology, relevant
departments can set up relevant teams to use big data “anti killing” technology to contain
this phenomenon.
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5.4 Legal Level

The state should improve laws and regulations. Clearly define the “maturity” of big data.
Define the legitimacy of consumer data obtained by the platform. Regulate the relevant
penalties after big data “killing” behaviors, such as formulating huge fines, increasing
illegal costs, etc.

6 Conclusions

This paper first defines and summarizes the characteristics of big data. It is found that
big data “killing” mainly has three characteristics: differential pricing for different users,
the realization process of big data “killing” depends on technical means, and the form of
big data “killing” is relatively hidden and not easy to be discovered by users. Secondly,
it analyzes the reasons for the “killing of big data” from the consumer sector, relevant
departments, platforms and relevant legal sectors. Finally, analyze the principle of big
data “killing ripe” from the technical level. In order to effectively curb the phenomenon
of big data “killing”, this paper puts forward suggestions and countermeasures from the
platform enterprise level, consumer level, relevant department level and national legal
level.

The phenomenon of big data “ripening” can be seen everywhere. On the surface, the
phenomenon of big data “ripening” is price discrimination, but from a deeper level, it is
the lack of personal data protection in China and the weak awareness of consumer rights
protection. Therefore, this paper believes that the “killing of big data” is the result of the
interaction of consumers, relevant departments, platform enterprises and other parties. It
is the common task of consumers, relevant departments and national legal departments
to eliminate the phenomenon of big data “killing”.
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