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1. INTRODUCTION

At present, the car is an indispensable means of transportation in 
daily life. The internal environment of the car affects the physical 
condition of the driver and passengers to a certain extent. Therefore, 
it is necessary to design an intelligent vehicle internal environ-
ment monitoring system. The multi-function internal environment 
monitoring system can collect the temperature, humidity, Carbon 
Monoxide (CO) concentration and other internal environment 
information in the car in real time, and display them on the Liquid 
Crystal Display (LCD) screen. When the detected data exceeds the 
preset threshold, the monitoring system will generate an alarm to 
remind the user to carry out corresponding operation. The system 
can also transmit various data information to the monitoring plat-
form through WiFi wireless communication, and users can view the 
historical data information on the monitoring platform. The vehi-
cle interior environment monitoring system can effectively monitor 
and alarm the vehicle interior environment information in real time. 
The system is convenient to use and has a certain market value.

2.  MAIN CONTROL CHIP AND  
PERIPHERAL CIRCUIT

The overall hardware structure of the system is composed of main 
control chip and peripheral modules, as shown in Figure 1. The 
multifunctional internal environment monitoring system selects 
STM32F103VET6 single-chip computer as the core controller of 
the hardware control system. The processor of STM32F103VET6 
is ARM Cortex-M3 high performance kernel, with a maximum  

operating frequency of 72 MHz, Flash memory of 512 KB, SRAM 
of 64 KB, and encapsulated in LQFP64 [1]. Its peripheral config-
uration is strong and supports many communication interfaces 
including Serial Peripheral Interface (SPI), I2C interface, Universal 
Serial Bus (USB) interface, Universal Synchronous Asynchronous 
Receiver Transmitter (USART) interface, Analog to Digital 
Converter (ADC), timer and other peripherals [2]. With 80 IO 
ports, it is easy to connect peripheral modules for function expan-
sion. The powerful function ensures that the chip can fully meet the 
hardware functional requirements of the whole system.

2.1. AD Converter Circuit

STM32F103 master control has three ADCs, and each ADC has 
16 conversion channels. The conversion accuracy is 12 bits and 
the resolution is 1/4096. The ADC conversion circuit is shown 
in Figure 2. The dynamic contacts of the patch sliding rheostat of 
the AD conversion circuit in the monitoring and control system 
are connected to the ADC channel pins of the Microprogrammed 
Control Unit (MCU) chip. When the user rotates the sliding rheo-
stat adjustment knob, the magnitude of the dynamic contact volt-
age in the AD conversion circuit part of the system will change 
accordingly. The range of voltage change is 0–3.3 V, which is also 
the default ADC voltage collection range of the hardware end cir-
cuit board of the system.

2.2. JTAG Interface Circuit Design

Joint Test Action Group (JTAG) is an international standard test 
protocol. It mainly tests the internal MCU chips but also simu-
lates and debugs the hardware control part of the monitoring and 
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The internal environment of the vehicle affects the driver’s state to a certain extent, so it is necessary to design an intelligent vehicle 
internal environment monitoring system. In this paper, a STM32F103 single-chip microcomputer is used as the core controller, 
which integrates multiple sensors including temperature sensors, humidity sensors and so on to collect various environmental 
information in the vehicle, and transmits the data to the monitoring platform through WiFi wireless communication. When the 
detected vehicle interior environment data exceeds the preset safety value, the monitoring system will automatically generate an 
alarm to remind the user to carry out relevant operations. Lower cost, more convenient use and higher precision would make the 
system have certain commercial value and market prospect.
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control system. The basic principle of JTAG is to define a tap inside 
the device and test the internal nodes through a special JTAG test 
tool. Most complex devices support the JTAG protocol, such as 
arm, Digital Signal Processor (DSP), Field Programmable Gate 
Array (FPGA) and so on. As shown in Figure 3, there are four main 
lines in the JTAG interface part: Test Mode Selection (TMS), Test 
Clock (TCK), Test Data Input (TDI), Test Data Output (TDO), 
which are mode selection, clock, data input and data output lines 
respectively. In the design of the monitoring and control system, 
the JTAG interface circuit uses 20-pin interface wiring connection.

3.  PERIPHERAL MODULE OF THE 
HARDWARE SYSTEM

The peripheral modules of the hardware system mainly include 
sensor nodes and communication modules. The following mainly 
introduces the selection and design of the temperature and humid-
ity sensor, smoke sensor, interactive display screen and WiFi 
module.

3.1. Temperature and Humidity Sensor

DHT11 digital temperature and humidity sensor is a tempera-
ture and humidity composite sensor with calibrated digital signal 

output. By using special digital module collection and tempera-
ture and humidity sensor technology, the environmental mon-
itoring and control system has strong reliability and stability for 
temperature and humidity detection of the environment. The 
DHT11 module has low cost and strong anti-jamming capability, 
and it can measure the relative temperature and humidity of the 
automotive interior environment quickly. DHT11 sensors are cal-
ibrated in an extremely accurate humidity calibration room. The 
calibration coefficients are stored in One Time Programable (OTP) 
memory in the form of program. These calibration coefficients are 
called during the processing of detection signals inside the sensor. 
As shown in Figure 4, the DHT11 module contains a capacitive 
humidity sensor to measure ambient humidity and an Negative 
Temperature Coefficient (NTC) temperature sensor to measure 
ambient temperature. Besides, a small, high-performance 8 bit 
MCU is connected to the module.

3.2. MQ-2 Sensor

The physical picture of the MQ-2 is shown in Figure 5. MQ Series 
sensors are low-cost sensors, which are widely used in gas leakage 
monitoring devices in homes or factories. The MQ-2 gas sensor 

Figure 2 | ADC converter circuit.

Figure 3 | JTAG download circuit.

Figure 4 | DHT11 sensor.

Figure 1 | Overall architecture of hardware system.
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used in the environmental monitoring and control system can 
detect the presence of liquefied gas, butane, methane or alcohol in 
the environment which are potentially dangerous to human health. 
The sensitive material used in MQ Series sensors is metal oxide 
semiconductor with high activity. After the sensor is heated, the 
conductivity is different in different gas concentrations. The cur-
rent smoke concentration value is output from the sensor signal 
by the conditioning circuit and sent to the MCU for processing. 
The alarm concentration of this sensor is 0 when it is not set, and 
the alarm concentration threshold can be set by the user with an 
upper limit of 100%. The MQ-2 sensor has a wide detection radius, 
maintains high sensitivity and fast response in a variety of complex 
environments and excellent stability in harsh environments.

3.3. ESP8266 Module

ESP8266 WIFI wireless communication module is selected as the 
data transmission bridge between smart hardware and server in this 
system, as shown in Figure 6. The ESP8266 module integrates a low 
power ESP8266 chip developed by LEXIN Information Technology 
Company (Shanghai, China). The chip is highly integrated with a 
built-in TCP/IP protocol stack and TR switches, amplifiers, regula-
tors, power management components, etc. Its on-chip storage and 
processing power is strong, and it requires very few peripheral cir-
cuits, so it is easy to embed and develop [3].

The ESP8266 module is powered by a 3.3-V voltage and operates 
in three modes: Soft AP mode, Station mode and SoftAP+ Station 
coexistence mode. In the Soft AP mode, the module is equivalent 
to a wireless access point providing wireless access services, and 
other terminal devices can establish a local area network for data 
transmission through esp8266 connection; in the Station mode, 
this module is equivalent to a wireless terminal, which can connect 
to the Internet through a router and transmit data to the server; 
in the SoftAP+ Station coexistence mode, ESP8266 module can 
establish LAN communication with other terminal devices as a 
wireless access point, and can also connect services for Internet 
communication [4].

The ESP8266 module usually uses the Transfer Control Protocol 
(TCP) and User Datagram Protocol (UDP) for data transmission. 
UDP is a connectionless and unreliable protocol. It is impossi-
ble to determine whether the data is complete during transmis-
sion. TCP protocol is a reliable link-oriented protocol. It needs 
to wait for the confirmation of the receiver before establishing a  

connection. It can ensure the integrity of data. The ESP8266 
module in this system uses the TCP protocol to set the WiFi 
application mode of ESP8266 as STA mode through AT instruc-
tion, and chooses TCP connection to realize the function of 
establishing data connection with the server.

3.4. User Interactive Display Module

The display is composed of the LCD display panel, capacitive touch 
panel and Printed Circuit Board (PCB) substrate. The touch panel 
is equipped with a touch control chip, which is specially designed 
to handle the touch signals generated by the user when he touches 
the display, and then transmits the information through the out-
going signal lines. Because the MCU of the system cannot control 
the LCD panel directly, a LCD controller is needed to deal with 
the process of displaying. MCU only needs to give the data to the 
controller to display.

4.  SOFTWARE DEVELOPMENT 
ENVIRONMENT

This system chooses to develop the STM32F103VET6 controller 
in Keil5 development environment, and chooses C language as the 
development language. Keil5 is an integrated development envi-
ronment with powerful compilation and simulation debugging 
capabilities.

STM32 is developed in two ways: register development and library 
development. This system is developed in the way of Library devel-
opment, calling function interface directly to configure registers, 
which is fast and readable. Use STMISP downloader to program 
the STM32 core controller. The TCP serial debugging assistant is 
used to test the system function.

The core controller of STM32 needs to collect data information of 
each sensor module, and control each peripheral module to realize 
the sub-functions of the system through the internal logical analy-
sis and processing.

5. CONCLUSION

The intelligent vehicle environment monitoring system based on 
WiFi designed in this paper can realize the pre-designed functions. 

Figure 5 | MQ-2 sensor. Figure 6 | ESP8266 module.
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LCD can display the data collected by each sensor to the user in 
real time. When the data exceeds the set threshold, the system will 
automatically send an alarm. Through the serial port debugging 
assistant, the WiFi communication function is normal, and the 
hardware device can connect through the WiFi module and send 
data to the cloud server.
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