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Abstract—The existing technological structure of the electric 

power industry has reached the limit of its efficiency and in the 

future will lose its high competitiveness compared to the digital 

energy solutions. One of the key global trends in the 

development of the fuel and energy complex in current-day 

realities is the modification of digital and intelligent process 

solutions in the management of production capacities of the 

energy industry.  

Energy digitalization in the domestic market as a process 

has been launched relatively recently, but already now this 

phenomenon is a positive impact to the development of the fuel 

and energy complex of our country. Active implementation of 

digital technologies in the internal and external business 

processes of enterprises results in innovative business models 

that ensure the future competitiveness of the industry.  

The current-day realities impose their strict requirements 

for the domestic energy market, and to take the leading 

positions, the fuel and energy complex of Russia has to create 

a fundamentally new and powerful platform, which will be 

based on a set of measures in key trends mentioned in the 

Ministry of Energy project “Digital Energy".  

This study asses the current stage of “digital” energy 

development in the Russian market. The specifics of “digital” 

technologies related to the energy industry are evaluated. The 

main point and features of the implementation of “digital” 

technologies in the industry of the fuel and energy complex are 

realized. The business processes of the industrial enterprise 

EDF are analyzed using the digital technologies. The main 

trends for development of “digital” energy in the Russian 

Federation are identified.  

The digital technologies propose creation and 

implementation of new methods for communication with 

consumers. The digital technologies affect all critical elements 

of the organization as such the possibility of integrated survey 

concerning the readiness for these transformations. For 

effective development in conditions of digital transformation in 

the energy sector, the enterprises need to have a suitable 

management strategy and a number of competencies. There is 

active work going on implementation of innovative solutions 

relating to production at enterprises, creation of new specific, 

unique oversight functions at the state level, transformation of 

professional education to train future specialists in the field of 

digital energy.  

The key results of implementation of these measures shall 

be upgrading the efficiency of enterprises activity in the fuel 

and energy sector of the Russian economy, optimization of the 

business processes of “smart” gas distribution networks and 

electric “smart” networks, enhancement of the level of 

technical condition of production assets of the electric power 

industry and reliability growth of power supply to consumers.  

Keywords—digitalization, energy, industrial economics, digital 

economics, distribution networks, “smart” technologies.  

I. INTRODUCTION  

2017 was a significant year for development of the fuel and 
energy complex of the Russian Federation through the active 
formation and implementation of a new policy orientation, 
namely the transition to a digital economy. With a view 
modification of the main production capacities of the energy 
sector of the Russian Federation and creation of the conditions 
for introduction of innovative technologies in the digital 
platform solutions of the national fuel and energy complex, the 
Ministry of Energy of the Russian Federation formed the 
industry project “Digital Energy”. Taking into account the 
priorities setting out by the President of the Russian Federation, 
which were approved in the national program “Digital 
Economy of the Russian Federation” in 2017, the project 
“Digital Energy” is going to create a new purposive approach 
to the vision of the conceptual system “energy digitalization” 
and its active implementation in electric power production to 
create a new national technological base for its further 
development and generation of proposals to improve the 
competitiveness of the energy industry [1].  

The existing technological structure of the electric power 
industry has reached the limit of its efficiency and in the future 
will lose its high competitiveness compared to the digital 
energy solutions. The conceptual system of “digital” energy is 
multifaceted and diversified that is a problem, on the one hand, 
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due to the variety of opinions. However, on the other hand, this 
category may be the only solution to a fundamental change in 
the internal architecture and management of the fuel and 
energy complex.  

Based on the above, the aim of the study is to determine the 
features and main aspects of digital technologies effect on the 
electrical power industry in the context of global digitalization. 
In connection with the established goal, it is necessary to solve 
the following issues:  

• To characterize the current stage of “digital” energy 
development;  

• To consider the “digital” technology specifics in the 
energy sector;  

• To realize the main point and features of the 
implementation of “digital” technologies in the 
industry of the fuel and energy complex;  

• To analyze the business processes of the industrial 
enterprise EDF using the digital technologies;  

• To identify the main trends for development of 
“digital” energy in the Russian Federation [2].  

II. MATERIALS AND METHODS  

This study was made based on scientific books on the issues 
raised, the regulatory framework of the Russian Federation in 
the field of “digital” energy was analyzed, and the international 
experience of the power supplier was studied in the 
“digitalization” conditions.  

Based on the analysis of the above sources, the following 
assumptions were made, namely:  

• The “digital” technologies propose creation and 
implementation of new methods for communication 
with consumers.  

• The “digital” technologies affect critical elements of 
the organization as such the possibility of integrated 
survey concerning the readiness for these 
transformations.  

• The enterprises of the fuel and energy complex need to 
have a suitable management strategy and a number of 
competencies for effective development in the current-
day realities;  

• There is an active work going on implementation of 
“digital” solutions relating to production at enterprises, 
creation of new specific oversight functions at the state 
level, transformation of professional education to train 
future specialists in the field of digital energy, having 
the unique competence.  

III. RESULTS  

The existing technological structure of the electric power 
industry has reached the limit of its efficiency and in the future 
will lose its high competitiveness compared to the digital 
energy solutions. One of the key global trends in the 
development of the fuel and energy complex in current-day 
realities is the modification of digital and intelligent process 

solutions in the management of production capacities of the 
energy industry.  

Active implementation of digital technologies in the 
internal and external business processes of enterprises results 
in innovative business models that ensure the future 
competitiveness of the industry. The current stage of “digital” 
energy development in the Russian market was assessed is this 
study. The specifics of “digital” technologies related to the 
energy industry are evaluated.  

The main point and features of the implementation of 
“digital” technologies in the industry of the fuel and energy 
complex are realized. The business processes of the industrial 
enterprise EDF are analyzed using the digital technologies. The 
main trends for development of “digital” energy in the Russian 
Federation are identified.  

The national energy market set the priority for the victory 
in the global technological race and the formulation of a new 
digitalization benchmark that will ensure combination of the 
financial and intellectual potentials of our country.  

For successful development in conditions of digital 
transformation, the energy industry enterprises need to have a 
suitable management strategy and a number of competencies. 
Thanks to the mentioned components, the organization will be 
able to more flexibly accept the internal and external changes 
of its business processes and successfully create innovative 
business models and products.  

Thus, companies in the energy sector will retain their 
organizational ability regardless of the range activity; they will 
be able to balance the accumulated and gained experience, 
creation and modification of new management strategies  

Many companies are involved in developing energy of all 
forms and potentials are embarrassed by the problem of 
environment and consumers protection, thus, setting 
themselves the task of “clean” energy production without 
damage to the consumers’ health and the general condition of 
the ecosystem of our planet. Current digital technologies allow 
world-class companies to quickly transform their internal 
business processes, modernize production facilities, and, thus, 
to get the most effective results from their activities.  

The implementation of the latest digital and intelligent 
technological solutions is one of the key global trends in 
development of the energy industry at the present stage.  

The gradual digitalization of domestic energy was launched 
as a process only a few years ago, but now, according to the 
studies made by leading experts in the field of economics, IT-
technologies and the electric power industry, this phenomenon 
has had an extremely positive impact on the fuel and energy 
complex development.  

Right now, the digitalization subject is central and 
invariably concerned in almost all discussions regarding the 
key positions of the energy industry, as well as the main trends 
for development of this sector of the Russian economy.  

However, in addition to up-to-date technologies, it is 
necessary to change the approach not only to the process 
vision, but also to the management itself. As Alexey Teksler, 
the First Deputy Minister of Energy of the Russian  
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Federation said in an interview: “The digitalization is not the 
pro-technology; the digitalization is a change in lifestyle” [3]. 
Due to active development of the digital technologies, both 
internal and external business processes of enterprises are 
changing resulting in the new business models that become a 
key factor of providing the future competitiveness. In this case, 
the digitalization being a phenomenon affects not only the 
optimization of management decisions and enterprises cost 
reduction, but also acts as a guarantor on the reliability of 
energy systems, what the state is primarily interested in.  

Over the past five years, great changes have occurred in all 
sectors of the fuel and energy complex due to implementing 
the unique innovative technologies and developing the 
advanced digital products. The “smart grids” technologies, 
virtual prognostics and monitoring of the generating equipment 
state, as well as dispatching of energy facilities to improve the 
quality of energy supply are being actively implemented within 
the energy sector. The “smart grids” technologies to be 
considered as the basis for electric power industry 
modernization and improvement have been actively used in the 
European companies over the past few years [4]. The 
accumulated experience of strategic developments and 
managerial concepts in the field of intelligent digital energy in 
different countries of the world shows that its creation is aimed 
not only at overcoming certain engineering, economic or 
managerial tasks, but also at implementing the system process 
platform that will meet the energy needs of the new digital 
economy.  

The advanced technologies used in networks based on 
adapting the equipment specifications depending on the mode-
setting situation, active interaction with generation and 
consumers allow to create an efficiently functioning system 
where modern information-diagnostic systems, automation 
systems for all elements control involved in production 
processes, transferring, distribution and consumption of 
electric power. The electric network turns from a passive 
device for transferring electric power distribution into an active 
element, the parameters and characteristics of which vary 
depending on the requirements of real-time operation modes, 
in which all participants of the electric power market 
(generation, network, consumers) take an active part in the 
processes of electric power transferring and distribution.  

To implement this new function, the networks shall be 
equipped with modern high-speed devices of power electronics 
and electric machine gate systems, systems that provide on-line 
information on network operation modes and the state of 
various types of electrical energy storage devices 
(accumulators), and consumers become active participants in 
electric power distribution and consumption process [5].  

A change of concepts system of the distribution network, 
development of information and communication technologies, 
improvement of individual components of energy conversion, 
advances in the field of devices and systems of protection 
against failures promoted to the appearance of new 
technologies that will affect the development of the electric 
power system. A few specific examples of such technologies 
are given below:  

• Distributed energy that is rapidly developed and 
equipped with adjusted “plug-and-play” devices 
automatically connected.  

• Intelligent or communication meters. Some countries 
have started large-scale projects implementation to 
replace conventional meters in power consumer houses 
with smart meters, which allow taking the readings 
remotely and also serve as a portal for other purposes 
related to the quality of electric power and energy 
services.  

• Actuators integrated into the electric power system. 
Generally, these devices are based on high-power 
electronics and are used to more effectively control 
power flows or other network variables, such as voltage 
or short-circuit currents. They can also provide 
capabilities for managing network architectures in 
emergency situations.  

• Quick-acting switching devices and intelligent 
protection. As a result of the studies, significant 
advances were made in the field of switching devices 
that led to cost decreasing and service life increasing. 
Protection has become more effective and can 
independently adapt to the environment.  

• High-performance and cost-effective sensors 
associated or not associated with the existing devices: 
For example, distribution networks are equipped with 
ineffective measuring instruments providing a problem 
of monitoring of these networks. The presence of low-
cost sensors combined with appropriate communication 
capabilities provides for the additional prospects for 
monitoring.  

• The advanced EMS (energy management system) and 
especially DMS (distribution management system): 
these functions can be located in conventional control 
centers or can be distributed in distribution networks (a 
programmed substation or a decentralized data control 
and acquisition system SCADA) [6].  

• Energy storage units. Despite the fact that today the 
abilities of energy storage on a large scale are extremely 
scarce and the total cost of this operation is relatively 
high, significant progress can be expected in the future, 
especially with regard to the development of 
intermittent sources of renewable energy.  

• Superconducting devices. In particular, they include 
fault current limiters and superconducting cables in the 
smart grid at the “damage repair” circuit control level 
or at the voltage and energy flows control levels.  

After several decades of gradual development, energy 
systems are subject to great changes under influence of such 
factors as increasing needs for the integration of renewable 
energy types, equipment obsolescence, insufficient energy 
efficiency and increasing concern upon the system 
vulnerability with increasing a number of participants in 
conditions of energy markets liberalization. The energy 
systems operation is more and more laborious that finally will 
require the wide introduction of intelligence in the interests of 
ensuring safety, economy and efficiency, while creating the 
prerequisites for the concept of “smart energy systems” [7].  
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Currently, the operation of electric networks is based on 
four segments due to the structure of the global electric power 
system [8]:  

• The most part of electricity is produced by large power 
plants located at strategic points of unified energy 
system;  

• The transmission electric network transmits electric 
power from power plants to energy consumption 
centers and distribution networks. It is the basis of the 
entire energy supply system and is equipped with the 
most advanced equipment. The power grid 
management is carried out centrally in accordance with 
the adopted hierarchy;  

• Distribution networks take up space between the 
transmission network and the end user. They are 
connected to the transmission network through 
“substations” through transformers. For economic 
reasons and to simplify operation, distribution networks 
are mainly used in radial structures. In the absence of 
significant local energy sources, the distribution 
networks are featured by unidirectional energy flow 
(energy always goes in one direction, from the 
substation to the end user);  

• End users, who are mostly passive customers, are 
characterized by uncontrolled loads and do not 
participate in the system management.  

The first three segments, although they are institutionally 
separated by clearly defined areas of responsibility, are closely 
interconnected and subject to the specific physical laws, in 
particular, production-consumption balance and technical 
restrictions. In general, this system was developed to produce, 
transmit and distribute electric energy in accordance with the 
best standards of quality, safety and economy. This system is 
considered to be the most complex ever man made, it consists 
of millions of kilometers of wires and cables, generators, 
transformers, connection points, etc. It combines several 
voltage levels, modern protection equipment, checkout 
facilities and control centers.  

The French power system, for example, includes 1 300 
000 km of power lines and cables. In addition, the most 
electric power systems on the continents are interconnected 
providing enormous size, while the control is still limited in 
scope [9].  

The end-user segment has also evolved visibly. Indeed, the 
consumers who were “passive” and did not interact 
dynamically with the electric energy system are currently in the 
process of transformation, especially owing to the development 
of a smart meter and related servers and power generators. For 
example, they have the ability to manage the load that allows 
them to participate in resolving some network restrictions, 
while reducing peak consumption or offering other services 
required for the system.  

In addition, with the development of distributed energy, the 
end user being a consumer can also become a producer or a 
source of energy storage. Thus, the consumer becomes “active” 
or even “overactive” when opportunities arise for control of the 
load, local energy production or storage, depending on the 
requirements of the law, market structure or available 

technologies. In addition, the expected development of hybrid 
and electric vehicles with their charging characteristics and 
storage capabilities will contribute to system management 
complication. These changes inspire engineers and researchers 
to develop innovative solutions to overcome problems and 
meet changing needs, minimizing the investments in the 
system and optimizing the entire energy chain [10].  

In the last decade, the dynamic implementation of advanced 
digital technologies in the industry of the fuel and energy 
complex takes place, which leads to increasing enterprises 
efficiency through changes in internal business processes, as 
well as the modernization of production facilities. Further 
dynamic development of digital technologies and their 
practical application in the activities of industry companies will 
bring about the greater opportunities and economic benefits. 
As a result, the use of digital technologies in complex solutions 
will lead to a change in the business environment, as well as to 
an increase of competition for all industry enterprises [11]. 
According to the majority of experts’ opinions, the scale of this 
transformation requires a systematic target vision of 
digitalization at the industry level. In this case, competent 
government regulation shall be an integral part of digital 
transformation. The energy industry of the Russian market 
does not have this experience, however, Skolkovo partners, 
namely, the French power company EDF, whose leadership 
indicated the need for a unified communications platform with 
the participation of companies and the expert community, has 
formed its integrated position in terms of the challenges of 
energy industry digitalization several years ago.  

The EDF Company that takes the leading position in the 
European market in terms of its production capacity realizes 
innovations and modern information and communication 
technologies as an integral part of its activity, which allow 
creating smart products that make the consumer life and the 
environment only better.  

In 2015, a unique EDF Pulse platform was created based on 
the company, this platform combines the innovation and 
science, thereby providing the initial startups with the 
opportunity to implement their innovative projects in various 
areas of life. This initiative met the response of hundreds of 
working groups involved in the development of innovative 
products but who had no previous opportunity to implement 
them [12]. Thus, the EDF gave rise to the development of a 
certain area of the TPC, namely, the digital power industry that 
provides for developing the smart products for the consumers 
life and international companies in conditions of the active 
digitalization of the most economy sectors.  

Based on the above, hereafter I would like to consider the 
implemented projects of the company, which are based on the 
digital technology. The presented EDF products are aimed at 
smarter energy consumption, which underlies the idea of the 
company's research and production complex to create a new 
generation of the Smart City.  

The personnel of the company research and production 
center have been developing this concept for more than fifteen 
years, and during this time they managed to achieve great 
results. Every year, the EDF Pulse science platform organizes 
a competition for the best innovative project in one of three 
categories: “Smart home”, “health”, “clean energy”. The 
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“smart home” category takes the leading position, which 
indicates the concern of project developers about the 
consumers’ health and comfort.  

One of the latest developments of the EDF Pulse is the 
E.quilibre application, which is a kind of on-line service. 
Access to E.quilibre can be obtained by any customer from 
their personal account on the official website of the application. 
The visual interface of the application is quite simple and easy 
to use, which will not be difficulties for elderly people. This 
development helps the consumer to monitor the level of energy 
and gas consumed in real time. In addition, the application 
allows optimizing energy costs if the consumer uses the smart 
meter Linky™ [13].  

Linky™ is an advanced next-generation meter built on the 
remote control technology for remotely transmitting data over 
a distribution network. In a period between 2013 and 2015, a 
trial run of this project was carried out, the it results in creating 
two hundred and fifty thousand meters of the distribution 
network using the smart Linky™ meter [14]. The EDF is 
planning to install the distribution network of thirtyfive million 
meters throughout France by 2020 based on the innovative 
Linky™ technology.  

Efficient operation of distribution networks is ensured by 
“smart” meters, which provide consumers with quick access to 
the energy consumption data. In addition, this technology has 
the function of recognizing a problem that has occurred on the 
problem line from remote access without requiring a specialist 
call and spending diagnostics time.  

Another development that controls the amount of 
payments for electric power and allows you to adjust the 
room air temperature is the Sowee.  

The Sowee device is a control panel modification, which 
is set to control room heating, as well as to control all “smart” 
devices operation within a radius of one hundred meters, 
which will provide maximum comfort. This project has been 
presented on the French market since the end of 2016, and 
the EDF is planning that every fifth consumer will use the 
Sowee device in the next ten years [15].  

In the further perspective, the EDF research and production 
center is planning to update this project for consumers who use 
electric cars and solar panels in everyday life. The advanced 
Sowee device will be designed for independent control and 
autonomous monitoring of energy production of all “smart” 
devices available to the consumer.  

With regard to electric cars, dozens of multifunctional 
mediation and information points (PIMMS) have already been 
created specifically for consumers who may suddenly 
encounter the problem of access to the special energy sources 
[16]. This project was created by the EDF with the support of 
partners and state services involved in coordinating the 
activities of social services in various regions of France. 
Currently, the project has been implemented in the amount of 
fifty-five centers, which were originally located in the largest 
cities of France, but now they are actively spreading to rural 
areas owing to mobile network structures.  

IV. DISCUSSION  

For many years, leading experts in the field of information 
and communication technologies, innovations and IT 
technologies have been researching creation of the Smart City 
concept, an integral part of which was the idea of the complete 
automation of all processes that make consumers life more 
practical and comfortable [17]. However, relatively recently, 
the leaders of the global electric power market have thought 
about the problem regarding the protection of the environment, 
health and safety of consumers, thus, setting themselves the 
task of “clean” energy production without damage to the 
consumers health and the general condition of the ecosystem 
of our planet [18].  

The Russian electric power market does not have the 
implemented projects of such value as the above experience of 
the French energy company, the EDF. The current-day realities 
impose their strict requirements for the energy market, and to 
take the leading positions, the fuel and energy complex of 
Russia has to create a fundamentally new and powerful 
platform, which will be based on a set of measures in key trends 
mentioned in the Ministry of Energy project “Digital Energy”.  

• Digital Transformation Coordination System of RF 
PEC;  

• Unified information and communication energy 
environment;  

• The regulatory base of production capacities and the 
regulatory framework governing the new "digital" 
structure of energy;  

• Training of highly qualified personnel with unique 
competencies;  

• Digitalization of the FEC management and supervisory 
activities at the state level.  

The approach used by the EDF to change internal business 
processes and bring digital technologies in the energy industry 
to a new level allowed the company to create a balance, on the 
one hand, incentives for successful process development of 
companies and attract investment, and, on the other hand, 
requirements for ensuring reliability and safety of FEC 
facilities. In addition, a single look at the priorities of digital 
transformation at the industry level will create a trusted digital 
environment based on the general standards. It will join various 
digital solutions and maximize all the advantages that 
digitalization brings and accelerate the export of high-tech 
Russian solutions.  

V. CONCLUSIONS  

The national energy market set the priority for the victory 
in the global technological race and the formulation of the 
targeted digitalization trend that will ensure combination of the 
financial and intellectual potentials. Smart grids, digital 
substations, renewable energy - all these are being actively 
implemented in the Russian energy sector.  

The digital technologies propose creation and 
implementation of new methods for communication with 
consumers. If previously the interaction between the 
companies and consumers was one-way: consumers learned 
about goods and services through advertising and the media, 

Atlantis Highlights in Computer Sciences, volume 1

114



currently, there is feedback, where customers’ opinion plays 
the more important role than the advertising in the media.  

The digital technologies affect all critical elements of the 
organization as such the possibility of integrated survey 
concerning the readiness for these transformations. The 
effective digital transformation of an enterprise requires 
mastery in two types of leading activities: in developing the 
innovative ideas and implementing them in all organization 
business processes [18].  

For effective development in conditions of digital 
transformation in the energy sector, the enterprises need to 
have a suitable management strategy and a number of 
competencies. Thanks to the mentioned components, the 
organization will be able to more flexibly accept the internal 
and external changes of its business processes and successfully 
create innovative products and business models.  

Thus, the enterprise will retain their organizational ability 
regardless of the range activity, be able to balance the 
accumulated and gained experience, creation and modification 
of new management strategies  

The energy industry digitization only gets starting now but 
there is active work going on implementation of innovative 
solutions relating to production at enterprises, creation of new 
specific, unique oversight functions at the state level, 
transformation of professional education to train future 
specialists in the field of digital energy.  

The key results of implementation of these measures shall 
be upgrading the efficiency of enterprises activity in the fuel 
and energy sector of the Russian economy, optimization of the 
business processes of “smart” gas distribution networks and 
electric “smart” networks, enhancement of the level of 
technical condition of production assets of the electric power 
industry and reliability growth of power supply to consumers.  
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