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Abstract 

Risk Management is one of the key cares of any organization strategic management; proper benefit of risk 
management is finding risks and their solutions. In this article, we will suggest a new Strategic Risk Reduction 
technique for producing optimal risk reduction strategies; which reduce risk exposure for expected income by 
allowing several countermeasures per risk rather than one countermeasure as previous works did. Our Strategic 
Risk Reduction will be optimized using Ant Colony Optimization approach. 
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1. Introduction 

Risk management is an important step in project 
management because every project is a temporary 
endeavor undertaken to provide a unique result [1]; it is 
an undertaking that has not been done before. Therefore, 
all projects involve some level of risk, even if similar 
projects have been completed successfully; risk is a 
situation that, if it occurs, adversely affects the goals of 
a project [2]. Risk management is important for any 
project because of the uncertainties that all projects 
face. These uncertainties come from weakly defined 
requirements, changes in customer needs, difficulties in 
estimating the resources and the time needed for 
development and wide range in individual skills. A risk 
management process consists of many steps; risks 
identification is the first step, risk identification can 
begin with the source of problems, or with the problem 
itself. After risks have been identified, then the next step 

will be the assessment of the risk impact and its 
probability of occurrence. These can be difficult to 
know for sure in the case of the probability of an 
unwanted event occurring. Therefore, it is critical to 
make the excellent educated decisions in the assessment 
process in order to properly prioritize the 
implementation of the risk management plan. The most 
widely accepted formula for risk quantification is: Risk 
magnitude equal the impact of the event multiplied by 
probability of occurrence [3]. After identifying and 
assessing risks, the next step is risk planning process 
which considers each of the risks that have been 
identified, and develops strategies to manage these 
risks. For each risk, there is an action to take in order to 
minimize the disruption to the project if the trouble 
identified in the risk occurs. The methods of risk 
management typically include reducing the negative 
effect or probability of the risk, transferring the risk to 
another company, avoiding the risk, or even accepting 
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some or all of the potential or actual effect of a 
particular risk [3]. Risk controlling is the stage 
immediately after risk plan phase. Risk controlling 
consists of preparing a Risk Treatment Plan, which 
documents the decisions about identified risks and how 
should be handled. The next step is implementation of 
the controlled methods for reducing the effect of the 
risks [4]. Risk management is a prioritization process 
that followed by how the risks with the highest loss (or 
impact) and the highest probability of occurring are 
carry first, and risks with not high probability of 
occurrence and lesser loss are handled in descending 
order [5]. “Risk reduction strategy” is the approach to 
make this selection [6]. The two techniques for 
obtaining effective risk reduction strategies are: the 
Defect Detection and Prevention (DDP) tool [7] and the 
Strategic Method [8]. We will propose a news risk 
reduction method that we name Strategic Risk 
Reduction (SRR); our new method takes advantages of 
both strategies [10]. Strategic method can't prevent or 
reduce risk in an efficient way because it reduces risk 
exposures by applying one countermeasure for each 
risk. So, it doesn't give the best strategy for a given 
budget. The Strategic Risk Reduction method, that we 
propose, overcomes weakens of the Strategic Method by 
allowing many countermeasures to be used for reducing 
a risk; unlike Strategic Method that reduced any risk by 
using only one countermeasure per risk. Defect 
Detection and Prevention (DDP) reduces risk exposures 
by applying sets of countermeasures for each risk. Also, 
it uses meta-heuristics to output best sets (may be 
optimal) of countermeasures. But it doesn't output the 
strategy which reduces risk exposures for a given 
budget. On the other hand, our Strategic Risk Reduction 
(SRR) reduces risk exposures by applying sets of 
countermeasure for each risk. Also, it provides best 
strategy (may be optimal) for a given budget. Strategic 
Risk Reduction overcomes drawback of Defect 
Detection and Prevention by providing a strategy as 
output rather it determines a set of attribute and 
countermeasure pairs that optimize risk reduction with 
respect to fixed budget. Our Strategic Risk Reduction is 
a method for producing optimal risk reduction 
strategies, that reducing risk exposure for expected 
income and allowing several countermeasures per risk. 
Finding optimal risk reduction strategy is a 
combinatorial process. To overcome the problem of 
exponential time of execution induced by Strategic Risk 

Reduction, we propose to optimize our Strategic Risk 
Reduction Algorithm with Ant Colony (SRR-ACO); 
SRR-ACO will use Ant colony Optimization to find 
best (may be optimum) subsets of countermeasures for 
each attribute (or risk) but in reasonable time of 
execution. The SRR-ACO utilizes the property of 
Evolutionary Algorithms that discovers new subsets in a 
polynomial time; it does not require knowledge about 
all subsets, this way our SRR-ACO can efficiently 
explore the space of possible subsets. 
The reminder of this article is organized as follows: 
section 2 is devoted to explain Defect Detection and 
Prevention method. However section 3 will explain 
Strategic Method. Our Strategic Risk Reduction (SRR) 
method is detailed in section 4. Then section 5 will 
explain how to use Ant Colony Optimization for 
Strategic Risk Reduction (SRR-ACO). Experiments of 
our new method are presented in section 6. Finally we 
conclude in section 7. 

2. Defect Detection And Prevention 

The Defect Detection and Prevention (DDP) method is a 
powerful tool for choosing the various risks impacting 
requirements and the associated costs of relieving their 
influences [7]. The information gained through this 
method can be applied in many statuses where choices 
have to be adjusted in the earlier stages of a project. The 
application of DDP method could therefore be very 
useful in many hard or software production related 
projects. Detection and Prevention (DDP) have 
developed and implemented at Jet Propulsion 
laboratory, the DDP process used for achieving life-
cycle risk management, and is a top-down approach to 
managing risk, this process has been represented in a 
software tool [9]. The Defect Detection and Prevention 
approach is applied as a way of making sure that 
selections made in the early stages of a project, are 
based on quantified information and probabilistic 
assessment methods, instead of incomplete human 
assessment. By using the Defect Detection and 
Prevention methodology, minimum costs to a project 
can be measured in early stages, as well as optimal risk 
distribution. In essence, the Defect Detection and 
Prevention method shares many characteristics with risk 
management systems, because risks are defined and 
assess in order to make a quantified and probabilistic 
assessment of their impact and likelihood. DDP then 
uses either exhaustive search when the number of 
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techniques is small or heuristic search to locate near-
optimal solutions (the current DDP uses simulated 
annealing [9]. Our Strategic Risk Reduction method will 
overcome weakens of the Defect Detection and 
Prevention by providing a strategy as output rather it 
determines a set of attribute and countermeasure pairs 
that optimize risk reduction with respect to fixed 
budget. 

3. Strategic Method 

The Strategic Method is a technique for producing 
optimal risk reduction strategies, which reduces risk 
exposure for expected income [8]. The input to the 
strategic method is a specification, about attributes 
(risks) and countermeasures which are risk reduction 
techniques of interest, the probability and impact of 
failure for each risk, both before and after using each 
countermeasure, and the cost of applying each 
countermeasure technique. The Strategic Risk 
Reduction method, that we propose, overcomes 
weakens of the Strategic Method by allowing many 
countermeasures to be used for reducing a risk; unlike 
Strategic Method that reduced any risk by using only 
one countermeasure per risk. 
The strategic method uses a basic rule of risk exposure 
(RE), which is equal the product of the probability of 
loss P(L) and impact S(L). Total system risk exposure is 
the sum of each risk exposures, total RE = Σ𝑃(𝐿𝑖) 
*𝑆(𝐿𝑖), where 𝐿𝑖 is the loss due to the 𝑖𝑡ℎ risk. The 
strategic method uses Risk Reduction Leverage (RRL). 
RRL is a simple measurement that gives a numeric 
value to a countermeasure, enabling different 
countermeasures to be compared. If Cost stands for the 
cost to implement countermeasure, then the formula for 
RRL is the change in Risk Exposure divided by the cost 
to implement countermeasure: 

 𝑅𝑅𝐿 = (𝑅𝐸𝑏𝑒𝑓𝑜𝑟𝑒  - 𝑅𝐸𝑎𝑓𝑡𝑒𝑟) / Cost 

where REbefore is a risk exposure before using 
countermeasure, and REafter is a risk exposure after 
using countermeasure.  

𝑅𝐸𝑏𝑒𝑓𝑜𝑟𝑒 =  𝑃𝑏𝑒𝑓𝑜𝑟𝑒(𝐿) ∗  𝑆(𝐿)               (1) 
𝑅𝐸𝑎𝑓𝑡𝑒𝑟 = 𝑃𝑎𝑓𝑡𝑒𝑟(𝐿) ∗ 𝑆(𝐿)                  (2) 

It is usually the case that a countermeasure technique 
reduces only the likelihood of a risk and not its impact. 
In this case, the benefit is given by: 

𝐵 = �𝑅𝐸𝑏𝑒𝑓𝑜𝑟𝑒 −  𝑅𝐸𝑎𝑓𝑡𝑒𝑟� −  𝐶𝑜𝑠𝑡  
= �𝑃𝑏𝑒𝑓𝑜𝑟𝑒(𝐿) −  𝑃𝑎𝑓𝑡𝑒𝑟(𝐿)� ∗ 𝑆(𝐿) −  𝐶𝑜𝑠𝑡 (3) 

and the cost-benefit (CB) ratio reduced by RRL is given 
by: 

𝐶𝐵 = (𝑅𝐸𝑏𝑒𝑓𝑜𝑟𝑒 − 𝑅𝐸𝑎𝑓𝑡𝑒𝑟)/𝐶𝑜𝑠𝑡 
𝐶𝐵 = [𝑃𝑏𝑒𝑓𝑜𝑟𝑒(𝐿) − 𝑃𝑎𝑓𝑡𝑒𝑟(𝐿)] ∗ 𝑆(𝐿)/𝐶𝑜𝑠𝑡  (4) 

The strategy generated is one that satisfies the utility 
function: 

minτ,J�∑ REafterk
i=1 �Ai, TJ(i)�+ CombCost(Ai, TJ(i)) +

∑ REbefore(Ai)N
i=k+1 �                                                                           (5) 

 
 “where the minimum is taken over the sets {(𝐴1, 𝑇𝐽(1), 
τ(1)), (𝐴2, 𝑇𝐽(2), τ(2)), …,(𝐴𝑁, 𝑇𝐽(𝑁), τ(N))} and all 
permutations τ of {1,2,…,N} and functions 
J:{1,2,…,N}→{1,2,…,M} (i.e. J is a set of non-distinct 
integers 1 through the number of activities N, M is the 
number of countermeasures. The utility function 
chooses the attribute-technique pairs that minimize total 
RE and cost after k activities  have been performed 
assuming k is arbitrary” [8]. A risk profile (or RE 
profile) is the assessment of RE as a function of a 
monotonically increasing quantity such as elapsed time, 
cumulative effort, or cumulative cost [8]. 
For example [8] Table 1 and Table 2 (see Appendix for 
descriptions of attributes and techniques used here) 
show typical sets of risk and cost provided for 
calculating the effectiveness of countermeasures. Table 
3 shows probability of a loss after assessing with a 
countermeasure.  Table 4 shows the optimal strategy 
computed for the matrices in Tables 1, 2 and 3. In the 
first row of Table 4, risk reduction equal total RE 
because there is no countermeasures used to reduce risk, 
the risk reduction amount 15700 is resulted from 
100*6+90*5+…+60*40 (see Table 1). In second row 
upon the Strategic Method the first risk attached to the 
attribute A13 is reduced using countermeasure T11. Risk 
exposures of A13 before using countermeasure T11 equal 
to 4500 (using formula 1) and risk exposures of A13 
after using countermeasure T11 equal to 450 (using 
formula 2). Then risk exposure change of A13 using 
countermeasure T11 equal to 4500 – 450= 4050; the 
Cost of A13 using countermeasure T11 is equal to 10 
(from Table 2) then benefit B of A13 using 
countermeasure T11 equal to 4040 (using formula 3) and 
cost benefit CB is equal to 405 (using formula 4). The 
risk reduction 11650 is the difference between the risk 
reduction of 15700 of the line 1 and the risk exposure 
change 4050.  
The utility function result is equal to 
(3730+488+200=4418) (using formula 5) where 3730 is 
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REafter for all assessed attributes; except attribute A12; 
using Tj countermeasures and 488 is cumulative cost for 
all assessed attributes; except A12; using Tj 
countermeasures, and 200 is the risk exposure of A12 
(attribute not assessed). The attribute A12 is not 
assessed because all subsets of countermeasures will not 
reduce A12 probability or there is no benefit.  

 

 

 
 

4. Strategic Risk Reduction 

In this section we will present our new Strategic Risk 
Reduction (SRR) method that overcomes weakens of 
the Strategic Method and Defect Detection and 
Prevention at the same time. SRR allows many 
countermeasures to be used for reducing risk; unlike 
Strategic Method that is based on one countermeasure 
per risk. SRR overcomes drawback of Defect Detection 
and Prevention by providing a strategy as output rather 
it determines a set of attribute and countermeasure pairs 
that optimize risk reduction with respect to fixed 
budget. Our Strategic Risk Reduction (SRR) uses a 
basic rule of risk which is the risk exposure (RE) [11], 
RE is equal the product of the probability of loss P(L) 
and impact of loss S(L). Total system risk exposure is 
the sum of each risk exposures, total RE =Σ P(Li) * 
S(Li), where Li  is the loss due to the ith risk. The SRR 
method uses Risk Reduction Leverage (RRL or Cost 
Benefit). Cost Benefit is a simple measurement that 
gives a numeric value to a countermeasure, enabling 
different countermeasures to be compared. It is usually 
the case that a technique reduces only the probability of 
loss P(L) of a risk and not its impact of loss S(L). 

Table 2:  Risk Assessment Techniques and the Costs of 
assessing them 

Cost to assess A(i)w/T(j) A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11 A12 A13 A14
T1 50 10 70 10 50 5 10
T2 100 100 100
T3 80 80 80
T4 100 90 19
T5 70 100 70 70 70
T6 30 30 30 30 30
T7 5 10 5 5 3 3
T8 80 70 80 80
T9 3 10 20 20 20 10 20 10

T10 60 60 50 40 50 50 50 40 40 20 40 20
T11 60 90 60 60 50 10 10
T12 5 5 10 10 10 10 5
T13 30 30 30 30 30 5 30
T14 100 100 100 100 5 100  

Table 3:  Probability Of A Loss After Assessing With 
Technique T 

Pafter A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11 A12 A13 A14
T1 4 15 12 15 5 15 20
T2 6 13 15
T3 15 12 13
T4 6 0 19
T5 6 2 2 13 18
T6 6 2 5 13 19
T7 2 15 8 10 30 30
T8 1 10 7 9
T9 10 4 6 8 25 20 30 30
T10 6 12 19 3 15 8 8 8 27 20 30 20
T11 3 15 5 5 5 5 5
T12 3 18 9 10 10 30 20
T13 5 12 15 5 6 20 28
T14 3 3 5 5 10 20  

Table 4: The Optimal Strategy Computed For The 
Matrices In Tables (1- 3) 

Attribute
Counter-
mesure RE before RE after RE Change Cost Benfit CB

risk 
reduction

cumulati-
ve cost

None None None None None None None None 15700 0
A13 T11 4500 450 4050 10 4040 405 11650 10
A7 T9 1000 500 500 3 497 166.667 11150 13

A11 T11 1800 300 1500 10 1490 150 9650 23
A14 T10 2400 1200 1200 20 1180 60 8450 43
A3 T5 1800 180 1620 70 1550 23.143 6830 113
A6 T7 150 60 90 5 85 18 6740 118
A5 T11 1200 300 900 60 840 15 5840 178
A8 T9 200 80 120 10 110 12 5720 188
A4 T14 1200 240 960 100 860 9.6 4760 288
A2 T4 450 0 450 90 360 5 4310 378
A1 T11 600 300 300 60 240 5 4010 438
A9 T9 100 60 40 20 20 2 3970 458

A10 T13 100 60 40 30 10 1.333 3930 488
 

Table 1: Attributes And Their Loss Potential And 
Probability (Before Mitigation) 

Attribute(i) A1 A2 A3 A4 A5 A6 A7
loss potential for Ai 100 90 90 80 60 30 50

Pbefor(Ai) 6 5 20 15 20 5 20
Attribute(i) A8 A9 A10 A11 A12 A13 A14

loss potential for Ai 20 10 10 60 10 90 60
Pbefor(Ai) 10 10 10 30 20 50 40  
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In the following, for each attribute Ai; one can use a set 
of countermeasures Ť𝑗 such that Ť𝑗 = { 𝑇𝑖  |𝑖 ∈
{1, … ,𝑛}}, 1≤ j ≤ 2n. 𝐶𝑜𝑚𝑏𝐶𝑜𝑠𝑡 �𝐴𝑖 ,Ť𝑗  � will stand for 
the combined cost to implement many countermeasures 
Ť𝑗 for an attribute 𝐴𝑖. The formula for Risk Reduction 
Leverage of any given set of countermeasures is the 
change in risk exposure divided by the combined cost to 
implement countermeasures: 
 

𝑅𝑅𝐿(𝐴𝑖 ,Ť𝑗 ) =  𝛥𝑅𝐸(𝐴𝑖 ,Ť𝑗 )/𝐶𝑜𝑚𝑏𝐶𝑜𝑠𝑡�𝐴𝑖  ,Ť𝑗  � 
 
where risk exposure change is: 
 

ΔRE(Ai,Ťj ) = S(Ai) ∗ P(Ai) ∗ (1 −  �  
P(Ai, Tk)

P(Ai)  Tk∈Ťj  

) 

where 𝑃(𝐴𝑖,𝑇𝑘) is probability after assessment of Ai 
with Tk. 
Given this information, we can perform the following 
algorithm to calculate an optimal risk reduction 
strategy: 
 
Step 1: Label the greatest significant system assessment 
attributes from A1… An.  
 
Step 2: Label the greatest significant system assessment 
countermeasures techniques sets from Ť1…Ťn.  
 
Step 3: Estimate the probabilities P(Ai) and impact 
S(Ai) with attributes Ai; i=1…n before any assessment 
 
Step 4: Estimate the cost C(Ai, Tk) and probability 
P(Ai, Tk) after assessment of Ai with Tk, it is often the 
case that a countermeasures reduces only the likelihood 
of a risk and not its impact, the risk exposure after using 
the countermeasures techniques: 
 

REafter(Ai,Ťj ) = S(Ai) ∗ P(Ai) ∗  ∏  P(Ai,Tk)
P(Ai)  

Tk∈Ťj  
  (6) 

 
and the change in risk exposures: 
 

ΔRE(Ai,Ťj ) = S(Ai) ∗ P(Ai) ∗ �1 −∏  P(Ai,Tk)
P(Ai)  

Tk∈Ťj  
�    (7) 

 
Step 5: Calculate the Combined cost: 
 

𝑪𝒐𝒎𝒃𝑪𝒐𝒔𝒕�𝑨𝒊 ,Ť𝒋 � = ∑ 𝑪𝒐𝒔𝒕(𝑨𝒊 ,𝑻𝒌)  
 𝑻𝒌∈Ť𝒋

 (8) 

and the benefit matrix: 
 

𝐵(𝐴𝑖,Ť𝑗 ) =  𝛥𝑅𝐸(𝐴𝑖,Ť𝑗  ) − 𝐶𝑜𝑚𝑏𝐶𝑜𝑠𝑡�𝐴𝑖  ,Ť𝑗 �  (9) 
 
For each Ai find the Ťj where 𝐵(𝐴𝑖,Ť𝑗 ) is maximum. 
 
Step 6: Calculate the cost-benefit (CB) ratio reduced 
by RRL: 
 

𝐶𝐵 = 𝛥𝑅𝐸(𝐴𝑖 ,Ť𝑗 
 

  
)/𝐶𝑜𝑚𝑏𝐶𝑜𝑠𝑡 �𝐴𝑖 ,Ť𝑗 

 �      (10) 
 
sort CB from largest to smallest in the CB Column. 
 
Step 7: Calculate Risk Reduction: 
 

𝑅𝑖𝑠𝑘 𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 = 𝑅𝐸𝑡𝑜𝑡𝑎𝑙 −  ∑𝛥𝑅𝐸(𝐴𝑖,Ť𝑗 
 

  
)  (11) 

 
where: 
 

𝑅𝐸𝑡𝑜𝑡𝑎𝑙 =  𝛴𝑃(𝐿𝑖)  ∗ 𝑆(𝐿𝑖)                      (12) 
 
Calculate cumulative cost for each attribute Ai located in 
row n: 
 
𝐶𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒𝐶𝑜𝑠𝑡(1) = 0 
𝐶𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒𝐶𝑜𝑠𝑡(𝑛) = 𝐶𝑢𝑚𝑢𝑙𝑎𝑡𝑖𝑣𝑒𝐶𝑜𝑠𝑡(𝑛 − 1) + 𝐶𝑜𝑚𝑏𝐶𝑜𝑠𝑡 �𝐴𝑖 ,Ť𝑗 

 � (13) 
 
The Strategic Risk Reduction strategy generated is one 
that satisfies the utility function: 
 

minτ,J�∑ REafterk
i=1 �Ai,ŤJ(i)�+ CombCost�Ai,ŤJ(i)� +

              ∑ REbefore(Ai)N
i=k+1 �                                                                 (14) 

 
where the minimum is taken over the sets {(A1, ŤJ(1), 
τ(1)), (A2, ŤJ(2) , τ(2)),…,(AN, ŤJ(N), τ(N))} and all 
permutations τ of {1,2,…,N} and functions 
J:{1,2,…,N}→{1,2,…,M} (i.e. J is a set of non-distinct 
integers 1 through the number of activities N, M is the 
number of countermeasures). The utility function 
chooses the attribute-technique pairs that minimizes 
total RE and combined cost after k activities have been 
performed assuming k is arbitrary. 
 
Table 5 shows the optimal strategy computed for the 
matrices with two countermeasures techniques.  For 
example the risk exposure REafter  of  A13 after 
performing T7 and T11 is equal to (90 * 50 
*(5/50)*(30/50) = 270) (using formula 6) where impact 
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of A13 is S(A13)=90 and probability of A13 is Pbefore 
(A13)=50 (from Table 1), the probability of A13 after 
performing T7 is Pafter(A13,T7)=30  and the probability 
of A13 after performing T11 Pafter(A13,T11)=5 (from 
Table 3). The Risk exposure change of A13 after 
performing T7 and T11 equal to (90*50*(1-
((5/50)*(30/50)) =4230) (using formula 7)). From Table 
2, the cost of assessing A13 with T7 (resp. T11) is 3 
(resp. 10); therefore the CombCost, after using T7 and 
T11 with A13 equal to 13 (using formula 8). Benefit for 
A13 after using T7 and T11 equal to (4230–13=4217) 
(using formula 9). CB ratio for A13 after using T7 and 
T11 equal to (4230/13=325.385) (using formula 10). 
REtotal is equal to 15700 (by applying formula 12 on 
Table 1, 15700 = 100*6 + 90*5 + … + 60*40). Risk 
reduction equal to (15700–4230=11470) (using formula 
11). The Cumulative Cost is 13 (using equation 13). The 
utility function result is equal to 4119 (3413+506+200) 
(using formula 14) where 3413 is REafter for all assessed 
attributes using Ťj sets and 506 is cumulative cost for all 
assessed attributes (except A12) using Ťj sets, and 200 is 
the risk exposure of non assessed A12.  The attribute 
A12 is not assessed because all subsets of 
countermeasures will not reduce A12 probability or 
there is no benefit. The utility function obtained by 
using our Strategic Risk Reduction method is 4119, 
which is larger better than the Strategic Method that has 
4418 as optimum utility function result. 

 

5. Optimizing Strategic Risk Reduction Using 
Ant Colony Optimization 

In the previous presentation we have seen that each risk 
may have from 1 to 2n countermeasures subsets where n 
is number of countermeasures; this means that we are in 
the presence of an exponential problem. In this section 
we will present how to optimize our Strategic Risk 
Reduction using Ant Colony Optimization (SRR-ACO) 
that will be used in discovering the best (may be 
optimal) subsets of countermeasures for different risks 
in polynomial time.  
Ant Colony Optimization (ACO) is a meta-heuristic, 
meaning that it’s a general framework that can be used 
to create a specific algorithm to solve a specific 
exponential problem. Although ACO was proposed in a 
1991 doctoral thesis by M. Dorigo, the first detailed 
description of the algorithm is given in [12]. ACO 
algorithm is an artificial intelligence technique based on 
the pheromone-laying behavior of ants; it can be used to 
find solutions to exceedingly complex problems that 
seek the optimal subset through a huge number of 
subsets. The SRR-ACO uses ants; each ant represents a 
potential subset, and each subset has to be associated 
with a particle pheromone including benefit of 
countermeasures subset to attribute (risk). SRR-ACO 
requires the specification of several parameters such as 
the pheromone influence factor α, the benefit influence 
factor ß, the pheromone evaporation coefficient ρ and 
proportion of ant probability Ǭ  after using 
countermeasure subset Ťj; all these parameters control 
the behavior of the SRR-ACO algorithm.  
The ants are initialized to random subsets; after 
initialization, the best ant has a maximum benefit to the 
attribute. The key idea of ACO is the use of simulated 
pheromones, which attract ants to better subset of 
countermeasures among the huge number of subsets. 
The main processing loop alternates between updating 
the ant subset based on the current pheromone values 
and updating the pheromones based on the new ant 
countermeasure subset. After the maximum number of 
iteration is reached through the main processing loop, 
the program displays the best countermeasure subsets 
found for each risk and its corresponding benefit using 
formula 9, risk exposure change using formula 7, 
cumulative cost using formula 13, and CB (risk 
reduction leverage) using formula 10. Finally SRR-
ACO calculates utility function based on subsets that it 
chooses as best subset satisfying the formula 14.  

Table 5: The Optimal Strategy Computed For The 
Matrices In Tables (1 - 3). 

Attribute Counterme
sure

RE before RE after RE Change Cost Benefit CB(RRL) risk 
reduction

cumulative 
cost

None None None None None None None None 15700 0
A13 T11 , T7 4500 270 4230 13 4217 325.385 11470 13
A11 T11 1800 300 1500 10 1490 150 9970 23
A14 T10 2400 1200 1200 20 1180 60 8770 43
A7 T9 , T7 1000 375 625 13 612 48.077 8145 56
A3 T5 1800 180 1620 70 1550 23.143 6525 126
A6 T7 150 60 90 5 85 18 6435 131
A5 T11 1200 300 900 60 840 15 5535 191
A8 T9 200 80 120 10 110 12 5415 201
A4 T14 1200 240 960 100 860 9.6 4455 301
A2 T4 450 0 450 90 360 5 4005 391
A1 T11 600 300 300 60 240 5 3705 451
A9 T9 , T7 100 48 52 25 27 2.08 3653 476

A10 T13 100 60 40 30 10 1.333 3613 506
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Figure 1: SRR-ACO pseudo code. 

The pseudo code of SRR-ACO is shown in Figure 1; 
SRR-ACO algorithm works as follows:  the global 
parameters are first initialized by α=3, ß=2, ρ=0.01 and 
Ǭ =2. For each attribute Ai and for each ant among the 
set of underlying ants generate a random number. The 
binary representation of the random number is 
calculated to obtain a subset of countermeasures Ťj; for 
example, for the random number 3 and its binary 
representation 00000000000011 the entailed subset of 
countermeasures is Ťj={T1,T2}. Based on pheromone 

and benefit values τ(Ai) associated with each Ťj; apply 
pheromone update. Finally we sort the attributes Ai with 
their good subset Ťj from largest to smallest based on 
their cost benefit (risk reduction leverage) values. The 
underlying utility function is computed using formula 
14. 
As you can see from SRR-ACO, it took advantages of 
ACO methods. ACO, in common with other meta-
heuristics, is quite sensitive to choice of free global 
parameters α, ß, ρ and Ǭ. Although there has been quite 
a bit of research on ACO parameters, the general 
consensus is that you must experiment a bit with free 
parameters to get the best combination of performance 
and solution quality. In the next section, an experiment 
will be conducted to show how SRR-ACO doesn’t take 
a long time to operate, to give best (may be optimal) set 
of countermeasures for each attribute Ai. 

6. SRR-ACO Testing 

SRR-ACO is applied to discover the best (may be 
optimal) subsets of countermeasures for different risks. 
SRR-ACO using basic rules of risk which are the risk 
exposure and risk reduction leverage (cost benefit). 
Table 1 and Table 2 show typical sets of risk and cost 
provided for calculating the effectiveness of techniques 
and Table 3 has the probability of a loss after assessing 
with a technique (countermeasure).  All the experiments 
were performed on 2.53 GHz Intel® Core™ i5 CPU 
machine with 4.00GB RAM, running Microsoft 
Windows 7 Professional. The SRR-ACO algorithm is 
written with Java in NetBeans IDE 6.9.1 environment. 
In the experiments, there are two parameters that have 
been determined: number of ants and maximum number 
of iteration. We conducted two experiments in order to 
inspect the speed and utility of SRR-ACO. First 
experiment set maximum number of repetitions to 150 
with number of ants in [1…100].  However, the second 
experiment set the number of ants to 14 with maximum 
number of iteration in [15…1000]. The output of  SRR-
ACO experiments assures always the best subsets of 
countermeasures for each attribute or risk. 
In first experiment the number of ants was set to 14 and 
maximum number of iterations is set to 150. Table 6 
shows a sample of the best subsets generated from this 
experiment with utility equal to 3809.45. 

Input:  
N: number of attributes (risks); 
T: maximum number of iterations; 
NA: number of ants;  
α=3, ß=2, ρ=0.01, and  Ǭ =2 : Global parameters; 
 
Output:  
Best-subset(Ai) for each attribute Ai; 
Best-utility; 
 
SRR-ACO ( ) 
1. i=0; t=0; 
2. FOR each attribute Ai, i<N 
2.1.    Initialize all Pheromone(Ai)=0.01; 
2.2. FOR each t, t<T 
2.2.1. k=1; 
2.2.2. FOR each Ant(k), k<=NA 
2.2.2.1.       r =  random number between 1 and 2N; 
2.2.2.2.        Ť𝑗

 = binary representation of r; 
2.2.2.3.       Calculate 𝐵(𝐴𝑖 , Ť𝑗

 ); /* using formula 9 */ 
2.2.2.4.        τ (𝐴𝑖) = (Pheromone (𝐴𝑖))α  

* (𝐵(𝐴𝑖 , Ť𝑗
 ))ß ;     

2.2.2.4.1. IF (k=1 or τ (𝐴𝑖) > Best-τ(𝐴𝑖)) THEN         
2.2.2.4.1.1.      Increase (𝐴𝑖) = Ǭ / 𝑃(𝐴𝑖 , Ť𝑗

 ); 
2.2.2.4.1.2.      Best−𝐵(𝐴𝑖)= 𝐵(𝐴𝑖 , Ť𝑗

 ); 
2.2.2.4.1.3.      Best−𝜏(𝐴𝑖)= 𝜏(𝐴𝑖); 
2.2.2.4.1.4.      Best-subset(Ai) = Ť𝑗

  
2.2.2.4.1.5.       𝐶𝐵(𝐴𝑖) = 𝐶𝐵(𝐴𝑖 , Ť𝑗

 );  /* using formula 10*/ 
2.2.2.5.        END IF 
2.2.2.6.        Decrease(𝐴𝑖) = (1-ρ) * Pheromone (𝐴𝑖); 
2.2.2.7.        Pheromone(𝐴𝑖) = Increase (𝐴𝑖) + Decrease(𝐴𝑖); 
2.2.3.           k++; 
2.2.4.    END FOR 
2.3.        t++;  
2.4.     END FOR 
3.     i++; 
4. END FOR 
5. Sort attributes Ai according to C𝐵(𝐴𝑖) from largest to 

smallest; 
6. Compute best utility Best-utility using formula 14 
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Figure 2 shows the result of this experiment related to 
the increase of number of ants. It shows also the time in 
seconds spent by SRR-ACO algorithm and the utility 
result of its final output. From figure 2, one can see that 
increasing the number of ants will increase execution 
time, because its termination condition depends on 
number of ants. Moreover, this increasing in the number 
of ants will most likely improve utility result of the final 
output. 

 

In the second experiment the number of ants was set to 
14 and number of iterations was varied up to 1000. 

Table 7 shows a sample of the best subsets generated 
from this experiment with utility equal to 3400.  
 
Figure 3, shows the result of this experiment related to 
the number of iteration. It shows the time, in seconds 
spent by the SRR-ACO algorithm and the utility result 
of its final output. From figure 3, one can see that 
increasing the number of iterations will most likely 
increase the execution time; because it takes more time 
to apply the ACO cycles and calculate the subset 
variables of each ant. Moreover, this increasing in the 
number of iteration guarantee improvement of the utility 
result and it could even make it better. 
In order to suggest the best values of number of ants, 
and maximum number of iteration for SRR-ACO; we 
interrelate the two experiments. Considering the time in 
the two experiments, in figure 2, and figure 3, you can 
see that increasing number of time for iterations slow 
down ACO more than increasing the number of ants. 
Considering the utility results in the two experiments 
given in figure 2 and figure 3, you can see that 
increasing number of ants and number of iteration will 
improve utility results. Considering the output samples 
of the two experiments, in Table 6, and Table 7, you can 
see that the best utility result of the second experiment 
(3400) is better than the best utility result of the first 
experiment (3809.45). 
 

Table 6 : Experiment#1 Output Sample 

 

Attribute Countermeasure RE Change
Comb
Cost Benfit CB(RRL) risk reduction

cumulati-
ve cost

None None None None None None 15700 0
A14 T10 1200 20 1180 60 14500 20
A13 T1,T7,T11,T14 4456.8 123 4333.8 36.234 10043.2 143
A11 T1,T9,T10,T13,T14 1650 75 1575 22 8393.2 218
A6 T7 90 5 85 18 8303.2 223
A8 T9 120 10 110 12 8183.2 233
A2 T7 270 30 240 9 7913.2 263
A3 T1,T5,T6,T11 1774.6875 200 1574.688 8.8734 6138.5125 463
A7 T8,T9,T10 812.5 123 689.5 6.6057 5326.0125 586
A5 T1,T10,T11,T14 1146.5625 220 926.5625 5.21165 4179.45 806
A1 T11 300 60 240 5 3879.45 866
A4 T1,T11,T14 1136 230 906 4.94 2743.45 1096
A9 T9 40 20 20 2 2703.45 1116
A10 T13 40 30 10 1.33333 2663.45 1146

 
 

 
Figure 2: Time and utility related to number of ant 

Table 7: Experiment#2 Output Sample 

Attribute Countermeasure RE Change
Comb
Cost Benfit

CB 
(RRL) risk reduction

cumulative 
cost

None None None None None None 15700 0
A14 T10 1200 20 1180 60 14500 20
A11 T1,T9,T11,T13,T14 1772.22 45 1727.22 39.383 12727.78 65
A13 T7,T9,T10,T11 4497.9 146 4351.9 30.82 8229.88 211
A3 T1,T5 1789.875 160 1629.875 11.187 6440.005 371
A5 T1,T11,T13 1031.25 100 931.25 10.3125 5408.755 471
A6 T7,T12 141.36 20 121.36 7.068 5267.395 491
A7 T7,T8,T9,T12 971.5234 176 1795.523 5.52 4295.8716 667
A4 T5,T11,T14 1130.67 230 900.67 4.9159 3165.2016 897
A8 T9,T13 160 40 120 4 3005.2016 937
A2 T5,T7 378 120 258 3.15 2627.2016 1057
A1 T1,T13,T14 433.3 180 253.3 2.407 2193.9016 1237
A9 T9 40 20 20 2 2153.9016 1257
A10 T13 40 30 10 1.33333 2113.9016 1287
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From all the experiments, it is observed that increasing 
number of ants will take less time than increasing 
number of iterations but it will hurt utility result. In 
addition, after comparing the best output results in 
figure 2, and figure 3, it is observed that using of high 
number of iteration will generate almost better utility 
results but it will increase execution time, i.e. high 
iteration will acquire more time. At the end, from the 
results given above, it can be seen that it is important to 
choose the right numbers of ants, and maximum number 
of iterations. According to our experiments with SRR-
ACO, it is better to use high iteration (e.g. 150) with 
moderate number of ants (e.g. 14). This tradeoff 
decision will prospectively guarantee good results in 
short time. 

7. Conclusion 

In this article, we introduced a new Strategic Risk 
Reduction Algorithm that overcomes weakens of the 
Strategic Method and Defect Detection and Prevention. 
Our SRR method allows many countermeasures to be 
used for reducing risk impact; unlike Strategic Method 
that reduces risk impact by considering only one 
countermeasure for each risk. Strategic Risk Reduction 
overcomes also the drawback of Defect Detection and 

Prevention by providing a strategy as output rather it 
determines a set of attribute and countermeasure pairs 
that optimize risk reduction with respect to fixed 
budget. Our Strategic Risk Reduction (SRR) method 
was also augmented with Ant Colony Optimization 
Algorithm (SRR-ACO) to find best subsets of 
countermeasures for each risk or attribute in polynomial 
time. SRR-ACO experimental results demonstrated that 
SRR-ACO algorithm, incorporate high performance 
concerning the time of execution. 
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Appendix A.   Appendices 

The attribute and technique descriptions for the data 
indicated in the tables are [8]: 

 

A1:  Robustness/Independent redundancy (No 
Single Failure Point, Priority Inversion) 

A2:  Robustness/Independent redundancy (No 
Single Failure Point, Requirement 
Consistency, Completeness) 

A3:  Robustness/Independent redundancy (No 
Single Failure Point, Code Quality) 

A4:  Stability of Performance (Timing, Message 
queue over flow) 

A5:  Real time performance (Don’t skip the data 
flame) 

A6:  Development Schedule 
A7:  Cost 
A8:  Portability/ Replace-ability, Adaptability 

(to Hardware or Driver) 
A9:  Maintainability/Changeability 
A10:  Scalability (Capability of adding 

application code) 
A11:  Testability 
A12:  Understandability (access to code) 
A13: Resource Utilization (How much resource 

used when maximum process is on using 
past system 

A14:  Vender Support (Response time) 
T1: Test suites 
T2: Analysis Using Model 
T3: API Test 
T4: Model Checking 
T5: Code Review Lessons Learned 
T6: Static Analysis of code 
T7: Estimation 
T8: Custom Method 
T9: Interview Vendor 
T10: Investigation of past data 
T11: Test on Emulator 
T12: Best Guess 
T13: Benchmark test 
T14: Simulation 
 

Co-published by Atlantis Press and Taylor & Francis
Copyright: the authors

1063


	1. Introduction
	2. Defect Detection And Prevention
	3. Strategic Method
	4. Strategic Risk Reduction
	𝑪𝒐𝒎𝒃𝑪𝒐𝒔𝒕,,𝑨-𝒊. ,,Ť-𝒋- ..=, ,𝑻-𝒌.∈,Ť-𝒋.- -,𝑪𝒐𝒔𝒕(𝑨-𝒊 .,,𝑻-𝒌.) . (8)

	5. Optimizing Strategic Risk Reduction Using Ant Colony Optimization
	6. SRR-ACO Testing
	7. Conclusion
	Acknowledgement
	References
	Appendix A.   Appendices


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



