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Abstract

The paper proposes a novel blind audio watermarking scheme based on singular value decomposition (SVD) and
neural networks (NN), which makes use of memorization and adaptation capabilities of NN. Experimental results
show that the proposed watermarking algorithm is strongly robust against several kinds of attacks such as noise
addition, re-sampling, re-quantization, MP3 compression, replace and so on. Additionally, the proposed algorithm
achieves signal-to-noise radio (SNR) values ranging from 21dB to 48dB for different watermarked sounds and
embedded strengths. These results demonstrate that the proposed watermarking method is a suitable candidate for
audio copyright protection.
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electronic newspapers, and peer-to-peer media sharing,
1 Introduction multimedia data can be obtained quickly over high
speed network connections. However, authors,
publishers, owners and providers of multimedia data are
reluctant to grant the distribution of their documents in a

With the development of multimedia services, such as
electronic commerce, pay-per-view, video-on-demand,
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network environment because the ease of intercepting,
copying and redistributing electrical data in their
original forms facilitates their copyright violation.

Digital watermarking protocol has provided a
method for the protection of digital images (video or
audio) from unlawful copying and manipulation. Digital
watermarking can be defined as the process of
embedding data into a multimedia element such as
image, audio or video. The embedded data can be
extracted in the future from the multimedia element for
various purposes, which includes copyright protection,
access control and broadcast monitoring. The copyright
data may be in the form of text"?, image’”, audio®® and
video. We focus on the audio watermarking algorithm in
the paper.

The type of information needed in watermarking is
an important criterion in classification of different
watermarking schemes:

* Non-blind watermarking scheme: requires
both the original audio and secret keys for
watermark embedding.

* Semi-blind watermarking scheme: requires
the secret keys and the watermark itself.

* Blind watermarking scheme: only requires
the secret keys.

Watermarking embedding technology can be generally
classified into categories: spatial domain and frequency
(transform) domain. In spatial domain, the watermark is
embedded directly to the pixel locations. Frequency
the
modification of frequency components. Spatial domain

domain watermarking methods are based on
methods are less complex but are not as robust as
transform domain methods against various attacks’. Most
of transform domain watermarking schemes are non-blind
or semi-blind.

W N Lie and L C Chang' proposed a blind audio
watermarking system in which the embedded strength of
the audio modifications was limited by the necessity to
produce an output signal for watermark extraction. The
watermark signals ware generated with a key, depending
on the amplitude and frequency of audio signals in order to
minimize the audibility of the watermarked signals. Zeng
et al.'' presented a blind watermarking method that
embedded watermarks into discrete cosine transform (DCT)
coefficients by utilizing a quantization index modulation
technique. Pooyan et al.'” proposed an audio watermarking
method that embedded watermarks in a wavelet domain.
The watermarked data

were encrypted with a

synchronization code and embedded into low frequency
coefficients of the sound in the wavelet domain. The
magnitude of quantization step and embedding strength
was adaptively determined according to the characteristics
of the human auditory system. Wang et al."> proposed a
blind audio watermarking scheme by using adaptive
quantization against the synchronization attack. Moreover,
the multi-resolution characteristics of discrete wavelet
(DWT) the
characteristics of DCT were integrated into this scheme to

transform and energy  compression
improve the transparency of digital watermark. Watermark
was then embedded into low frequency components by
using adaptive quantization according to the human
14
al.

watermarking scheme that took the advantages of the

auditory system. Liu et introduced a blind
attack-invariant feature of the cepstrum domain and the
error-correction capability of BCH code to increase the
robustness as well as imperceptibility of audio
watermarking.

Those blind watermark schemes were built on the
principle of spread spectrum. Although the method allows
for reliable communication even for strong attacks, spread
spectrum based system offer relatively little robustness
when the host signal is not known at the decoder and blind
detection of spread spectrum watermark suffers
significantly from host data interference. What’s more, the
robustness of the currently watermarking schemes is far
from satisfaction, especial for the audio watermarking
scheme. Most of them can resist against only certain
limited attacks.

In order to avoid the above two disadvantages, the
paper proposes a novel blind audio watermarking scheme
based on singular value decomposition (SVD) and neural
networks (NN). The proposed scheme can embed the
watermarking information in optimal location which can
get from NN technology, but the traditional methods
the

continuous location. At the same time, because neural

embed watermarking information in random
networks possess memorization and adaptation capabilities,
the proposed scheme can extract watermarking information
without original audio.

The paper is organized as follows. Section 2
introduces basic concepts for neural networks. Section 3
describes our watermark-embedding and watermark-
extraction algorithms. Section 4 shows experimental
results illustrating that the proposed method can achieve
a good balance between imperceptibility and robustness.

A brief conclusion is presented in Section 5.
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2 Neural Networks

An artificial neural network (ANN) is a mathematical or
computational model that is inspired by the structure
and/or functional aspects of biological neural networks.
A neural network (NN) consists of an interconnected
group of artificial neurons, and it processes information
of a connectionist approach to computation. In most
cases an ANN is an adaptive system that changes its
structure based on external or internal information that
flows through the network during the learning phase.
Modern neural networks are non-linear statistical data
modeling tools. They are usually used to model complex
relationships between inputs and outputs or to find
patterns in data.

Tnput Hidden Clutput
layer Wl layer layer
(1) N~

SI

Fig. 1. The structure of a neural network

The fig. 1 shows the architecture of NN, which is a
9-9-1 multiplayer perception. Namely, the NN
comprises an input layer with 9 nodes, a hidden layer
with 9 nodes, and an output layer with a single node"’.
In addition, the back propagation algorithm is adopted
for training NN over a set of training patterns y that is
specified by

7/:{(]i70i)|i:172a---aM1XM2} (1)
where /; = (5,(1),5,(2),5;(3),5,(4),5,(5),5,(6),5,(7),
5,(8),5,(9)) is the input, O, is the expected output
and M, x M, is the size of watermark.

When the training process for NN is completed, a set
of synaptic weights t, characterizing the behavior of the
trained neural network (TNN), can be obtained and

represented by:

o WM]VM:I,Z,...,9 U W,,ZVMZL
v=12,...,9 v=12,....9

(2)
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Accordingly, TNN performs a mapping from the
space in which /; is defined to the space in which O, is
defined. In other words, TNN can memorize the
relationship between the original audio and watermarked
audio.

3 Proposed Blind Watermarking Scheme

In general, the watermarking scheme involves
watermarking generation, watermarking embedding
algorithm and watermark exaction algorithm. Suppose
that the watermark information is a binary image
W@, j),0<i<M,0<j<M,) that contain
M, x M, bits, where W(i, j) € {0,1} . Now we will
explain the watermarking embedding algorithm and
watermark exaction algorithm in detailed.

3.1 Watermarking Embedding Algorithm

Let X =(x,,X,,...,x;,) denote the host audio,
W(,j),0<i<M,0<j<M,) denote the
watermarking information. The detailed watermark
embedding algorithm is given in the following steps
(Fig.2).

Step 1: Dimension reduction of watermark image.
Because the audio signal is one-dimensional and
watermarking W (i, j) is two-dimensional. Therefore
the watermarking should be reduced into one-
dimensional signal:

w:{w(l'):w(ml,m2)|1£m1 <M, ,1<m,

<M, 1<i< M xM,} 3)

Step 2: Choose the optimal audio blocks. Let an
audio X =(x,X,,...,Xx,,) with M PCM (pulse-code
modulation) samples be segmented into
N =| M /1600 | blocks B =1{b,,b,,...,by} , where
N = M, x M, . Each block includes 1600 samples. We
can choose M. | X M2 blocks from N blocks, which can
be embed into one bit watermark information for each
block. The choosing algorithm is as following:

(1) The 2-level DWT is applied to the audio block
b(i=12,...,N), and then we select the approximate
sub-band coefficients Cal, which has 400 samples.

(2) The approximate sub-band coefficients Cal is
decomposed on DCT, and the first quarter of the DCT
coefficients is converted into a matrix 4,(i=12,...,
N) with 10x10.

(3) The singular value decomposition is applied to
the matrix A4,(i=1,2,...,N), then can get a diagonal
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matrix S;(i=1,2,..., N) with 10x10.

(4) Select §, (kEK s Joo- ’]MXM} Ji€ e{l2....N},
i={2,.. M xM,}) , which satisfies S L (1L,1) =
S (L1), where ke K,ne{l,2,..N}/K .

Step 3: The marked elements of diagonal matrix
S '(1,1) are obtained by using the following equation:
S ‘LD =S, LD+aw,j, €K , where the
embedded strength a=0.2and W, is the watermark.

Audio data

)

Audio data blocks (xi)

2-level discrete wavelet
decomposition for xi

y
‘Discrete cosine transform‘

)

Singular value

decomposition
Trained neural
network
\
=i+l Watermark embed i+ Watermartqng
information

Inverse singular value
decomposition

Inverse discrete cosine
transform

v

Inverse 2-level discrete
wavelet decomposition

No

Watermarked audio data

Fig. 2. The structure of watermark embedding

Step 4: Inverse singular value decomposition is
applied to the modified diagonal matrix, and gets a
matrix S,

Step 5 The matrix S reduces into one-
dimensional signal, and gets the modified DCT
coefficients. Then the inverse discrete cosine transform
is applied to the modified DCT coefficients, and gets the
modified DWT coefficients.

20
3
L]
o
2
2
=3
=
] 1500 =000 4000
Audio signal
(z) Pop
gl
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g
=
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[a] Classic

Fig. 3. SVD coefficient S(1,1) of audio
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Step 6: The inverse 2-level discrete wavelet packet
decomposition is applied to the modified DWT
coefficients to transform them back to the audio signal
in time domain.

Step 7: We can compute the difference W'
between the original audio and the embedded watermark
audio by using the trained neural network, and get a map
which the input is (Sjk_t,...Sjk_l,S'jk ’Sjk+l”"’Sjk+t)
and the expected output is Sjk .

Most of currently watermark embedding algorithms
are embedded into one bit watermarking information in
turn''* '8 but our proposed algorithm finds the
optimal frame using the TNN technology (figure 2), and
then embeds into the watermarking information. The
SVD coefficients S(1,1) of the audio signal is not
collected in random continuous audio signal as show in
Fig. 3.

3.2 Watermark Extraction Algorithm

TNN obtained from the watermark embedding, can
memorize the relationships between an original audio
and the corresponding watermarked audio. Listed below
are the parameters which are required in the watermark
extraction.

« All synaptic weights of the TNN, W',

* The number M, xM, of the bits of the
watermark W .

The structure of the watermark extraction is depicted
in Fig. 4. The detailed watermark extraction algorithm is
given in the following steps.

Step 1: Let an audio Xw=(xw,,xw,,...,xW,,)
be segmented into N =| M /1600 | blocks
Bw={bw,,bw,,....bw,} , where N=>M xM, .
Each block includes 1600 samples. We can choose
M, x M, blocks from N blocks, which can be embed
into one bit watermarking information for each block.

Step 2: The 2-level discrete wavelet packet
decomposition is applied to the watermarked audio
block bwjk (k=1,2,..,M,xM,) , then select the
approximate sub-band coefficients Cal/w, which has 400
samples.

Step 3: The approximate sub-band coefficients
Calw is decomposed on DCT, and the first quarter of
the DCT coefficients is converted into a matrix
Aw, (k=12,..,.M,xM,) with 10x10.

Step 4: The singular value decomposition is applied
to the matrix ijk (k=12,..,M,xM,), then can

A robust audio watermark scheme based on SVD and NN

get a diagonal matrix Swj}; (k=12,...,M, xM,)
with 10x10.

Step 5: We can get the physical output Sw'jk
according to TNN which the input is:

(5w, (LD, 5w, y(L1),Sw, (D), $w, ,(1,1), Sw, (D)
Sw, (L1, Sw, (L), Sw, (L1, Sw, ,(L1),)

Ji+2 Jet3
Step 6: According to the watermarked simple
Swjk @LD,(k=1,2,...,M,xM,) and corresponding
physical Sw'jk for TNN, the k-th bit of the extracted
watermark W can be estimated by:

LifSw. (1,1)—Sw. '>0.05
VI/k — ‘fS /k( ) Jk (4)
0, else

Step 7: We can get the binary image according to
the extracted watermark.

Watermarked Audio data

v

Watermarked Audio data
blocks (Xwi)

!

=1

>

v
2-level discrete wavelet
decomposition for Xwi

‘Discrete cosine transform‘

!

Singular value
i=i+1 decomposition

Trained neural
¢ network

Extract one-bit

watermarking
information
Yes i<M
No
y
Extract all Watermarking
information

Fig.4. Structure of watermark extraction
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4 Experimental Results and Analysis

4.1. Experiment Setting and Evaluation Metrics

In this experiment, two binary stamp image with size
32x32 (ie., M, =M, =32), displayed in Fig. 5,
are taken as the original watermark And we evaluate the
performance of our proposed watermarking method for
different types of 16 bits mono audio signals sampled at
44.1 KHz as shown in Fig. 6(a), (c), (¢). The sound files
are: (a) Pop, (c) Speech, (e) Classic. Each audio file
contains 5,741,998 samples with duration of 130
seconds. The watermarked audio is shown as Fig. 6(b),

(d), (.

Fig. 5. Watermarks with size 32x32

In order to evaluate the quality of watermarked
audio, the following signal-to-noise radio (SNR)
equation is used:

PIREQ)
> [Y(m)-Y'(n)]

where Y(#) and Y '(n) are original audio signal and
watermarked audio signal respectively.

In order to evaluate the robustness of the
watermarked algorithm, the following normalized
coefficient (NC) and bit error rate (BER) are employed
respectively:

SNR =10log,, %)

M M,

DWW, )

i=1 j=1

M, M,
D W, j)
i=l j=1

BER=(33)

W(i,j) and W*(i,j) are the original

NCW W)=

S S W, )

i=1 j=1

Wi, j)=W*@, D)/ (M, x M,)

where

watermark and extract watermark respectively, and

M xM, is the size of watermark.

4.2. Imperceptibility Test and Analysis

FEA DM

FEA DN

SrEA DM

ArEA DN

SR DN

STEA DN

] 3 i 5 3
Andio siznal 20
(f]

Fig. 6. Original audio and watermarked audio for three kinds
of sound

According to the proposed watermarking scheme, we
can conclude that informal listening by using head set
reveals that the watermark embedded into the original
audio signal, which does not affect the quality of the
sound and ensures the imperceptibility of the embedded
watermark.

To observe Fig. 6, these three watermarked audio
are almost similar to their original versions. The
difference between the original audio and watermarked
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audio is showed as Fig. 7, where X denote the audio
signal, X’ denotes the watermarked audio signal.
Therefore, the proposed method remarkably possesses
imperceptible capability for making watermarks
inaudible.

Table 1 shows the SNR results of the proposed
watermarking method for different values of embedded
strength & and different types of audio. Our proposed
method achieves SNR values ranging from 21dB to

48dB for different watermarked sounds.
2 . . . .

1k
b
o
S
At
20 1 2 3 1 5 3
Andio siznal FET
(2] Pop
0.4
0zt
o - T b T R P o e e T W b Dol T2
4
nz2f
o4, i 2 3 r 5 8
Andio siznal x 10
(b Speach
1 T T T T
b 05 1
By J
05 1
A 1 1 1 L
] 1 2 3 4 =1 &
Andio siznal x 10
(2] Classic

Fig. 7. The difference signal between the original audio and
watermarked audio

Table 1. SNR results of the proposed watermarking method

Pop Speech Classic
0=0.1 48.406 31.386 37.186
0=0.2 42.385 25.366 31.166
0=0.3 38.864 21.844 27.644

4.3. Robustness Test and Analysis

In order to test the robustness of our proposed method,
eight different types of attacks are as follows:

A robust audio watermark scheme based on SVD and NN

(1) Noise addition: 20 dB additive white Gaussian
noise (AWGN) is added to the watermarked
audio signal

(2) Re-sampling:  The  watermarked  signal
originally sampled at 44.1kHz is re-sampled at
22.050kHz, and then restored by sampling
again at 44.1 kHz.

(3) Low-pass filtering: 11.025kKz for the low-pass
filter cutoff frequency.

(4) Re-quantization: the 16 bit watermarked audio
signal is quantized down to 8 bits/sample and
again re-quantized back to 16 bits/sample.

(5) MP3  compression: MPEG-1 layer 3
compression with 64 kbps is applied to the
watermarked signal.

(6) MP3  compression: MPEG-1 layer 3
compression with 32 kbps is applied to the
watermarked signal.

(7) MP3  compression: MPEG-1 layer 3

compression with 128 kbps is applied to the
watermarked signal.
(8) Replace.

Table 2 shows the NC and BER of the proposed
watermarking method in terms of robustness against
several kinds of attacks applied to three different types
of watermarked audio signal “Speech”, “Classic” and
“Pop” respectively. We can see the third attack is weak
robust compared to other attacks in the proposed
algorithm. It depends on the characteristic of audio.

Table 2. The result of attacks

Result Speech Classic Pop
NC BER | NC BER | NC BER
Attack
1 1 0 0.999 | 0.001 1 0
2 1 0 1 0 1 0
3 0.992 | 0.008 | 0.986 | 0.015 | 0.988 | 0.011
4 1 0 1 0 1 0
5 1 0 1 0 1 0
6 1 0 1 0 1 0
7 1 0 1 0 1 0
8 1 0 1 0 1 0
Overall, our proposed watermarking method

provides good results in terms of robustness against
several attacks such as noise addition, re-sampling, re-
quantization, MP3 compression, and replace as well as
provides good SNR values for different watermarked
sounds.
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Table 3 compares the proposed algorithm and other

algorithms, we can easily get the robustness of the
proposed algorithm is stronger than other algorithms.

Table 3 Comparison between our algorithm and other

algorithm
Att BER BER BER BER BER
ack | (our) [19] [20] [21] [22]
1 0 2.34 0 5.13 4.98
(20db) 10dB
2 0 2.03 1 13.64 0
(22.05 | (22.05 | (22.05 | (22.05 | (22.05
kHz) kHz) kHz) kHz) kHz)
3 0.15 2.19 0 18.06
(11.025 8 (11.025 | (11.025 -
kHz) kHz) kHz) kHz)
6 0 4.38 2 5.71 24.18
(32 (64 (32 (128 (32
kbps) kbps) kbps) kbps) kbps)

5 Conclusion

In this paper, neural network techniques are successfully
incorporated into audio watermarking to develop a novel
blind watermarking method. Because of TNN's
memorization and adaptation capabilities, the algorithm
can extract watermarks without original audio, which is
required by all other proposed methods audio for
watermark extraction. Experimental results indicate that
our proposed watermarking algorithm has strong
robustness against several kinds of attacks such as noise
addition, re-sampling, MP3
compression, and replace. Additionally, the proposed
algorithm achieves SNR values ranging from 21dB to
48dB for different watermarked sounds and different
embedded strengths. These results demonstrate that the
proposed algorithm is a suitable candidate for audio
copyright protection.

re-quantization,
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