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Abstract 

We developed a secure communication method using a discrete wavelet transform. Two users must both have a 
copy of the same piece of music to be able to communicate with each other. The music and the sender's message  
are encoded using the scaling coefficients obtained from a discrete wavelet transformation. The message receiver 
can produce the audio data similar to the sending user's speech using an inverse discrete wavelet transform, together 
with information on the difference between these two codes. 
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1. Introduction 

Recently, there has been an increase in certain kinds of 
fraud. Specifically, the elderly are often the targets of 
telephone fraud. The fraudster pretends to be a 
grandchild of the elderly person while talking on the 
phone, and appeals to the elderly person to send money, 
for example, through a bank transfer. When the elderly 
person mistakes the fraudster for a grandchild, the 
fraudster can obtain money. Even if the voice of the 
fraudster is not similar to that of the grandchild, the 
elderly victim might send money to the fraudster. This 
is because the fraudster skillfully convinces the elderly 
person, who cherishes their real grandchild, of a serious 
monetary problem, such as might exist following a 
traffic accident. 
       In the present study, we propose a method for 
secure communication using a discrete wavelet 
transform (DWT). The method can be used with 
Internet protocol (IP) telephones, and has the potential 
to help prevent telephone fraud. 

2. Wavelet Transform 

In this section, we provide a brief introduction to the 
DWT.1 

Original audio data ,which are used as the level-
0 wavelet decomposition coefficient sequence, where  
denotes the element number, are decomposed into the 
elements of a multi-resolution representation (MRR) 
and the elements of a multi-resolution analysis (MRA) 
by repeatedly applying the DWT. The wavelet 
decomposition coefficient sequence  at level  is 
decomposed into two wavelet decomposition coefficient 
sequences at level  using the following equations: 
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development coefficient at level . The development 
coefficients at level are obtained using (1) and (2) 
iteratively from j = 0,…,J-1. Figure 1 shows the process 
for the multi-resolution analysis by DWT. 

In the present study, we use the Daubechies 
wavelet for the DWT.2 As a result, we obtain the 
following relation between  and :  
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k
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3. Proposed Method 

3.1. Encoding 

3.1.1.  Phenomenon exploited for the coding 
algorithm for audio data  

It is known that the histogram of the wavelet 
coefficients for each domain of the MRR sequences is 
centered at approximately zero when the DWT is 
performed on audio data.1 In the present study, we 
found that the histogram of the scaling coefficients for 
each domain of the MRA sequences is also centered at 
approximately zero when the DWT is performed on 
audio data. Exploiting this phenomenon, we have 
developed a secure communication method using audio 
data. 

3.1.2.  Parameter settings 

As with digital watermark (DW) techniques for 
images2,3 and digital sounds,4 we set the following 
coding parameters. 

The values of  and  in Fig. 2 
are chosen such that the non-positive scaling 
coefficients (  in total frequency) are equally divided 
into two groups by , and the positive scaling 
coefficients (  in total frequency) are equally divided 

into two groups by .  Next, the values of T1, 
T2, T3 and T4, which are the parameters for controlling 
the authentication precision, are chosen to satisfy the 
following conditions: 

1) . 
2) The value of , which is the number of scaling 

coefficients in , is equal to , 
which is the number of scaling coefficients in 

, i.e., .  

3) The value of , the number of scaling coefficients 
in , is equal to , the number of 
scaling coefficients in , i.e.,  

. 
4) . 

In the present study, the values of both 
mT SS /1

 and 

pT SS /3
 are set to 0.3, which was determined 

experimentally. 

3.1.3.  Encoding 

In the preprocessing of the audio data before encoding, 
the scaling coefficients V  of an MRA sequence are 
separated into five sets (hereinafter referred to as G0, G1, 
G2, G3, and G4), as shown in Fig. 3, under the following 
criteria: 

• }1,|{0 TVVVVG SC ≤∈= , 
• }21,|{1 TVTVVVG SC <<∈= , 
• }32,|{2 TVTVVVG SC ≤≤∈= , 
• }43,|{3 TVTVVVG SC <<∈= , 
• }4,|{4 VTVVVG SC ≤∈= , 

where  is the set of scaling coefficients in the audio 
data file. 
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Fig. 2.  Schematic diagram of the histogram of the MRA 
scaling coefficients. 

 

Fig. 1.  Multi-resolution analysis by DWT.1 
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The scaling coefficients for an MRA sequence are 
encoded according to the following rules, in which iV  
denotes one scaling coefficient: 

 
When 0GVi ∈ , ic = 0. 
When 1GVi ∈ , ic  = 1. 
When 2GVi ∈ , ic  = 2. 
When 3GVi ∈ , ic  = 3. 
When 4GVi ∈ , ic  = 4. 

 
Then, the representative value for each set, G0, G1, G2, 
G3, and G4, is its average, m0, m1, m2, m3 and m4, 
respectively. For audio data formation, we use a code 
C  (hereinafter referred to as an original code), which is 
the sequence of ic , and jm defined above. 

3.2. Sound data formation using code replacement 

The scaling coefficient sequence for audio data, A , is 
expressed by 

},,,,{)( 321 kk xxxxAS …= , 
where k is the total number of scaling coefficient of A  
at a level. Then, a sequence  

},,,,{)( 321 kk XXXXAC …=  
is determined, where }4,3,2,1,0{∈iX  is the element index 
denoting which of the five sets of scaling coefficients 

ix  of A  belongs to.  
Next, the audio data A′ is defined as having the 

scaling coefficient sequence kAS )( ′  and a value of zero 
for all wavelet coefficient values at every level. kAS )( ′
is defined as:

  },,,,{)( 321 kk aaaaAS …=′ , 

where }4,3,2,1,0{ AmAmAmAmAmia ∈  is the average of the 
scaling coefficients of A at the range denoted by 

}4,3,2,1,0{∈iX obtained from A . 
Then, the audio data AB′ is defined as having the 

scaling coefficient sequence kABS )( ′  and a value of zero 
for all wavelet coefficient values at every level. kABS )( ′
is defined as:

  },,,,{)( ,3,2,1, kAAAAkA bbbbBS …=′ , 

where 




∈ BmBmBmBmBmiAb 4,3,2,1,0,  is the average of scaling 

coefficients of B  at the range denoted by 
}4,3,2,1,0{∈iX obtained from A . 

kABS )( ′  is obtained by replacing iY  with iX  when 

ii XY ≠ , and then replacing ib  with iAb , , where ib  is 
the average of the scaling coefficients of B  at the range 
denoted by iY . Therefore, ( )kkA ACBC =′ )( . As a result, 

AB′  is expected to be similar to A . 

3.3. Data for communication 

A sequence nABD )(1 ′  is defined as: 
{ }nnA zzzBD ,,,)(1 21 2=′ , 

where n is the total number of cases where ii XY ≠ , 

and [ ] 256modiypz = , and the integer p is increased 

from 1 to n , in steps of size 1, when ii XY ≠ . Here, 

[ ]x  is the maximum integer that is not greater than x . 

Then, a sequence nABD )(2 ′  is  defined as: 
{ }nnA ZZZBD ,,,)(2 21 2=′ , 

where n is the total number of cases where ii XY ≠ , 
and ip XZ = , in which the integer p is increased from 1 

to n , in steps of size 1, when ii XY ≠ . 
In communications between two users, both the 

message sender and the receiver have the secret key B, 
and the sender sends nABD )(1 ′  and nABD )(2 ′  to the 
receiver. Then, the receiver composes AB ′′ , which is 
defined in Section 3.4 and expected to be similar to A . 

3.4. Audio data composition 

The scaling coefficient sequence for audio data B  is 
expressed by 

},,,,{)( 321 kk yyyyBS …= , 
where k is the total number of scaling coefficient of B  
at the level . Then, a sequence  

},,,,{)( 321 kk YYYYBC …=  

 

Fig. 3.  Schematic diagram for demonstrating the selection of 
the scaling coefficients for encoding the audio data. 
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is determined, where }4,3,2,1,0{∈iY  is the element index 
denoting which of the five sets of scaling coefficients 

iy  of B  belongs to. kBS )( ′ is defined as:
 
 

},,,,{)( 321 kk bbbbBS …=′ , 

where 




∈ BmBmBmBmBmib 4,3,2,1,0  is the average of the 

scaling coefficients of B  at the range denoted by 
}4,3,2,1,0{∈iY obtained from B . 

A sequence kBD )(3  is defined as: 
{ }kBBBk zzzBD ,2,1, ,,,)(3 2= , 

where k is the total number of scaling coefficient of B  
at the level, and [ ] 256mod, qqB yz = . AB ′′  is determined 

as follows; kABS )( ′′  is calculated from kBS )( ′ by 

replacing qb  with B
Z p

m  when pqB zz =, , for 1=p ,…, 

n , then the audio data AB ′′ is composed by IDWT using 
the scaling coefficient sequence kABS )( ′′  and a value of 
zero for all wavelet coefficients at every level. The 
receiver composes AB ′′  using nABD )(1 ′  and nABD )(2 ′ , 
which are determined by both A  and B , and are sent 
by the sender, in addition to B  which the receiver has 
prior to the conversation. AB ′′  is expected to be similar 
to A . 

3.5. Communication of audio data with arbitrary 
length  

In general, the recording time for A  is not the same as 
that for B . For B  we use a unit recording time such as 
one second. Then, we apply the proposed method 
described in the above sections to A  every unit 
recording time. When the recording time of A  is 
indivisible by the unit recording time, the additional 
scaling coefficients that are needed for application of 
the proposed method are set to zero.  

4. Numerical Experiment 

We applied the proposed method using several voice 
recordings for A  and for B  we used (1) ‘Classical’, (2) 
‘Hiphop’ music, with one second of recording time each. 
The music was taken from a copyright free database5.  
In all cases of the experiment, AB ′′  was audible and 
similar to A . However, AB ′′  contained low-frequency 
background noise. After erasing this noise, the audio 
recording became more audible and the tone of the 
sender’s voice changed as if the speaker was a different 
person. Our next objective is to develop a method for 
decreasing the background noise while preserving the 
tone of the speaker. 

5. Conclusion 

We developed a secure communication method using a 
discrete wavelet transform for audio data. In this 
method, two users must each have a copy of the same 
piece of music, which has a length of one second and 
functions as a secret key, before communicating with 
each other. The music is transformed into a code before 
the conversation using the scaling coefficients obtained 
from a discrete wavelet transform. The audio data are 
transformed into another code using the same method as 
that for the music. Information on the difference 
between these two codes is sent from one user to the 
other. The user who receives the information can largely 
reconstruct the original recording using an inverse 
discrete wavelet transform with the code obtained from 
the music, the information on the difference between 
these two codes, and values of zero for all wavelet 
coefficients. The voice produced by the proposed 
method was audible. 

References 
1. Y. Yoshitomi, T. Asada, Y. Kinugawa, and M. Tabuse, 

An authentication method for digital audio using a 
discrete wavelet transform, J. Inf. Sec. 2(2) (2011) 59-68. 

2. D. Inoue and Y. Yoshitomi, Watermarking using wavelet 
transform and genetic algorithm for realizing high 
tolerance to image compression, J. IIEEJ, 38(2) (2009) 
136-144. 

3. M. Shino, Y. Choi, and K. Aizawa, Wavelet domain 
digital watermarking based on threshold-variable 
decision, Technical Report of IEICE, DSP2000-86, 
100(325) (2000) 29-34. (in Japanese) 

4. S. Murata, Y. Yoshitomi, and H. Ishii, Audio 
watermarking using wavelet transform and genetic 
algorithm for realizing high tolerance to MP3 
compression, J. Inf. Sec. 2(3) (2011) 99-112. 

5. M. Goto, H. Hashiguchi, T. Nishimura and R. Oka, RWC 
music database: database of copyright-cleared musical 
pieces and instrument sounds for research purposes, 
Trans. IPSJ, 45(3) (2004) 728-738. 

Published by Atlantis Press
Copyright: the authors

196


	1. Introduction
	2. Wavelet Transform
	3. Proposed Method
	3.1. Encoding
	3.1.1.  Phenomenon exploited for the coding algorithm for audio data
	3.1.2.  Parameter settings
	3.1.3.  Encoding

	3.2. Sound data formation using code replacement
	3.3. Data for communication
	3.4. Audio data composition
	3.5. Communication of audio data with arbitrary length

	4. Numerical Experiment
	5. Conclusion
	References


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



